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Combating Complacency

World events from 9/11 to today demon-
strate that violence and extremism

are a prevalent threat, with the risk of
right-wing terrorism rising globally. But
25 years after a major terrorist attack in
Argentina, complacency is setting in.
By Alejandro Liberman, CPP

The Insider Threat and Extremist
Rhetoric

Extremism in Plain Sight

We live in a world filled with visual
images, and their meanings often
changed based on context. So what
does this mean for monitoring signs of
extremism in the workplace?

The traditional approaches to mitigating
insider threat risks may be effective
in reducing the incendiary quality of

extremist rhetoric before it results in
harm or destruction.

By James Dunne, CPP

By Sheelagh Brady

Balancing Tolerance of Diverse
Views and Workplace Violence
Prevention

Left unchecked, extreme beliefs

can not only threaten cohesion and
productivity, they can compromise
safety and raise the risk of disruptive
behaviors, even violence.

By Steven Crimando

Employee Activism as a Risk
Management Opportunity

Increased activism and elevated divi-
siveness present a heightened threat
for workplace conflict, particularly
when employees are returning to the
office after working remotely.

By Michael Center and Diana M.

Concannon

Reimagining Security in a
Post-2020 World

Integration into the workforce
environment, rather than mere patrol
of it, is more necessary than ever for
an accurate assessment, prevention,
and disruption of threats.

By Diana M. Concannon and Anthony
McGinty, CPP
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Combating Complacency:
Lessons Learned from the 1994
AMIA Bombing in Argentina

World events from 9/11 to today demonstrate that violence and extremism are a
prevalent threat, with the risk of right-wing terrorism rising globally. But 25 years after a
major terrorist attack in Argentina, complacency is setting in.
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ith more than 200,000 members, the Jewish
community in Argentina is the largest in
Latin America, and the sixth largest in the
world; only Canada, France, Israel, the United King-
dom, and the United States have larger Jewish popula-
tions. Buenos Aires City, Argentina’s capital, is home to
more than 200 sites dedicated to Jewish life, including
synagogues, schools, yeshivas, and sports centers.
The Jewish people first came to Argentina from Rus-
sia, escaping famine and anti-Semitism in the 19th cen-
tury. In the 1930s, they came to escape a hostile Europe.

Following the Holocaust, they fled from horror and
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looked to Argentina for a new horizon. While Argentina
provided a safe harbor, it was not without threats, espe-
cially as the years went by.

At 9:53 a.m. on 18 July 1994, a truck bomb exploded at
the AMIA building, killing 85 people, injuring hundreds,
and destroying the building. AMIA is a central Jewish
institution, responsible for managing cemeteries, coor-
dinating Jewish education, and overseeing a job bank.
It sits in the center of the neighborhood known as Once,

a traditional Jewish area that is home to kosher sites,

synagogues, schools, and many Jewish-owned shops.

The 1994 attack was not the first to affect the Jewish
people of Argentina. Two years prior, in March 1992,
a car bombing at the Israeli Embassy in Buenos Aires
killed 29 people.

Those were painful and sad times. The Jewish com-
munity was not the same. Parents feared sending their
children to school and to youth centers. Buildings were
not prepared to hold activities in a safe manner. Secu-
rity personnel was not available to guard institutions.
The Argentine State was not prepared to assist.

The security organization of the Jewish community
had to rethink everything.

The Jewish representative institutions created a Cen-
tral Security Office to assess every aspect of communi-
ty security. Each building was analyzed and hardened.
Jewish institutions implemented standoff means, first

through cement-filled barrels and later through more
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permanent reinforced concrete bollards. Each facility
incorporated a security chief and guards, all Jewish.
The Central Office was in charge of vetting, recruiting,
training, and auditing personnel and activities.

Volunteers from the community guarded events and
synagogues when professional security was not available.

Cameras, walls, fences, mantrap doors, and bullet-
proof glass were installed, and security procedures
were implemented among the different schools, social
clubs, and synagogues.

In time, the police started guarding Jewish buildings
around the clock.

The Jewish community in Buenos Aires then devel-
oped a Community Emergency Plan. The plan assessed
the main threats to Jewish life and established the re-
sponse efforts to each of those, the impact on all insti-
tutions, the role of professional security personnel, the
role of volunteers, the emergency security operation
center’s (SOC) mission, and the creation of a backup
SOC outside of the central Jewish security building.

A remembrance event is held every year for the 1994 at-
tacks. Several thousand people gather and say the names
of the dead. Community leaders, friends, and family of the
deceased ask for justice. To this day, not a single person is
in prison for this horrific crime.

The remembrance event is held at the new AMIA, rebuilt
on the same site as the previous one, with modern and
robust security. The events themselves are considered tar-
gets, and they are scrupulously protected.

[ was a volunteer for the Jewish Security Organization
for 16 years, and I have worked professionally in Jewish
security as an auditor, instructor, and executive director
of the security organization. I worked in the new AMIA

building for seven years, spending my time with people
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who survived for days under the wreckage in the after-
math of the attack.

When I talk to people from the Jewish community
who were born after the attack, their memories of the
event and what came afterward are weak. Weaker still
are the memories of those who are not Jewish. Argentin-
ean society is forgetting. Its memory is fading. And so is
its vigilance.

Each year, less and less budget is designated to secu-
rity for the Jewish community. The Central Office has

reduced its staff and activity during the last five years,

impacting the services and products provided to securi-
ty professionals. Training has also been reduced.

The emergency plan has also suffered; updates and
drills are less common. Most Jewish institutions face
economic constrains and have reduced security person-
nel and coverage. This affects the capacity to implement
proper controls, which when added to the willingness
of organizations to be more welcoming to outsiders, af-
fects the stringency of screenings and controls for visits
and vendors.

Increasing urban security challenges mean police per-
sonnel are no longer at fixed locations like synagogues.
They patrol the area instead. This shows the neighbor-
hood that police protect everybody, but the adjusted
security posture lifts some protections for Jewish sites.

World events from 9/11 to today demonstrate that vi-

olence and extremism are a prevalent threat, with the
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risk of right-wing terrorism rising globally. But in Ar-
gentina, people are starting to drop their guard. Securi-
ty is no longer a priority, and attention is scarce.

In the intelligence community, the lack of expertise in
terrorism phenomena is a voiced secret.

Civil unrest grows worldwide, the uncertain effects of
the COVID-19 pandemic loom, and the conflict between
Israel and Hamas has translated into demonstrations
in Argentina. Palestinian organizations and left-wing
parties recently rallied in front of the Israeli Embassy
building in Buenos Aires.

During the early days of the Israeli-Hamas conflict in
May 2021, anti-Semitic graffiti was sprayed on a Jewish
school in the city of Bahia Blanca in Argentina; it read:
“Jewish Rats—We are going to kill you,” Argentine news
platform Infobae reported.

Anti-Israel graffiti sprayed on a traditional Jewish
neighborhood of Villa Crespo in the city of Buenos Aires
by a right-wing nationalist group read: “Israel intrud-
er” and “Israel genocide,” according to Infobae. On the
street center of the province of San Juan, another graffiti
read “Be a patriot, Kill a Jew”—a traditional war cry by
traditional right-wing anti-Semitic groups in the 1970s.

Anti-Semitic attacks repeat all over the country. In
April 2021, the FBI and the Argentine Federal Police ar-
rested several men charged for an alleged connection
to ISIS. One of the people under investigation said that
he had instructions for assembling explosive devices,
according to LA NACION.

Also in April, in the Province of Tucuman, two men
were arrested after Argentine police determined that an
attack against a synagogue was imminent. During the
investigation, authorities seized several firearms and

knives, in addition to Nazi literature and symbology.
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As the time since the last severe attack grows, we are
normalizing a reality that nothing tragic happens. Until

it happens again. #
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The Insider Threat and Extremist Rhetoric

The traditional approaches to mitigating insider threat risks
may be effective in reducing the incendiary quality of extremist rhetoric
before it results in harm or destruction.

he frequency of malicious insider threat inci-
dents is on the rise—spiking by 47 percent be-
tween 2018 and 2020, according to the Ponemon
Institute’s 2020 Cost of Insider Threats: Global Report.
This growth has roughly coincided with the expansion
of media transmissions of opinions and viewpoints
from activists on both the right and the left, some of
which may be appropriately described as extremist.
While the growth of polarizing and extremist rhetoric
may be most commonly attributed to an advancing In-
ternet, the traditional approaches to mitigating insider

threat risks may also be effective in reducing the incen-
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diary quality of extremist rhetoric before it results in
harm or destruction.

American cybersecurity software company Codes2 re-
cently noted that the COVID-19 workplace environment
has increased the presence of insider threats. The study,
conducted by the Ponemon Institute, found that:

“Both business and security leaders are allowing
massive insider risk problems to fester in the aftermath
of the significant shift to remote work in the past year.
During that same time, three-quarters (76 percent) of IT
security leaders said that their organizations have ex-
perienced one or more data breaches involving the loss
of sensitive files and 59 percent said insider threat will
increase in the next two years primarily due to users
having access to files they shouldn’t, employees’ pref-
erence to work the way they want regardless of security
protocols and the continuation of remote work. Despite
these forces, more than half (54 percent) still don’t have
a plan to respond to insider risks.”

Indicators of potential insider threat are drawn typ-
ically from the following categories: access attributes;
career and performance records; foreign consider-
ations; security and compliance incidents; technical or
network activity; criminal, violent, or abusive conduct;
financial considerations; substance abuse and addic-
tive behaviors; and judgment, character, and psycho-
logical considerations.

A sincere and responsible effort to appraise a suspected
insider threat leads to a number of particularly insight-
ful questions. Does the individual demonstrate declining
performance ratings? Have there been Human Resources
complaints? Has there been a reprimand? Does the in-
dividual possess a high level of clearance? Does the in-

dividual engage in frequent foreign personal travel and
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fail to report foreign personal contacts? Have there been
security violations or reports of working at off-hours?
Has the individual violated information systems policies
or introduced unauthorized software? Have there been
signs of unexplained affluence? Has there been crimi-
nal violent behavior, weapon mishandling, signs of sub-
stance abuse or drug test failure, falsifying data in the
workplace, or expression of extreme despair?

According to the National Insider Threat Task Force
Mission Fact Sheet, a single indicator may say little. If

taken in conjunction with other indicators, however, a

pattern of concerning behavior may arise that can add
up to someone who could pose a threat.
The fact sheet further notes:

“It is critically important to recognize that an
individual may have no malicious intent, but
is in need of help. We have invested a tremen-
dous amount in our national security work-
force, and it is in everyone’s interest to help
someone who may feel he or she has no other
option than to commit an egregious act—such
as espionage, unauthorized disclosure, sui-
cide, workplace violence, or sabotage. Inter-
vention prior to the act can save an employ-

ee’s career, save lives, and protect national
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security information. There are also unwit-
ting insiders who can be exploited by others.”

This process ultimately yields a personal profile of a
suspected insider threat that allows for correction, as
well a possible prosecution. The U.S. Department of
State’s Insider Threat Program works to deter, detect,
and mitigate insider threats to protect its organization’s
people, facilities, information, and reputation, accord-
ing to “Building a Culture of Trust” from State Magazine.
The program strives to build a culture of trust and orga-
nizational wellness and emphasizes the aim of “turning
a suspect around” rather than “turning a suspect in.”

The program’s officers make available an extensive
array of educational tools, including briefs, articles,
charts, videos, and online and in-person training exer-
cises, which, in addition to training, may also serve to
establish a reassuring and congenial relationship with
employees who participate. Responses to reports of
suspected insider threats—such as extremist rhetoric—

are formed on a case-by-case basis. #
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Extremism in Plain Sight: Recognizing and
Responding to Symbols and Threats

We live in a world filled with visual images, and their
meanings often changed based on context. So what does this
mean for monitoring signs of extremism in the workplace?

hat happens when evocative images make

their way into the workplace? On our desks,

notebooks, clothing, behind us on Zoom

meetings, or on car bumpers—what does this mean for or-

ganizations? It has the potential to result in increased ten-

sions, conflict, and even the identification of a member of

an extremist organization. How does this impact the rep-
utation of an organization or the working environment?

The prospect of responding can seem daunting, but

inaction or the wrong action can be as damaging as the

image itself. Using the COPE framework to help inform

your policy in this area can help. According to Diana
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Concannon and Michael Center in “Security in Context”
(Security Management, August 2020), the COPE frame-
work is a simple model that applies “contextual intelli-
gence to enhance decision making at the executive and
managerial levels and on the front lines.”

We live in a world filled with visual images. Accord-
ing to recent research, images are central to how we
interpret things, give meaning, and communicate with

others. Our ability to absorb and interpret visual in-

formation is the basis of the industrial society and the
information age. The meaning derived from a visual,
however, is as much about the context in which we see
it as it is about the image itself. Once it is removed from
this context (which now is easier because of powerful
editing technology) and placed within another, it can
have a multiplicity of possible new meanings, found re-
searchers in a 2017 report, Critical Studies on Terrorism.
Even the most definitive, universal symbol can be dis-
connected from its traditional meaning and appropriat-
ed for another cause.

“The meaning derived from a visual, however, is as
much about the context in which we see it as it is about
the image itself.”

So, what does this mean for monitoring signs of ex-
tremism in the workplace? If the meaning is not fixed,
could a symbol often associated with an extremist group

be entirely innocent in another context?
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The answer may be yes, given that even one of the
most contentious symbols, the swastika, had a peace-
ful association prior to being co-opted by Nazis in the
1920s. The laurel or olive branch is another case in point
and highly relevant today given that it is becoming in-
creasingly synonymous with far-right groups. Groups
such as the Proud Boys, Sons of Odin, the Atomwaffen
Division, and the Aryan First use it in their symbols and
or logos. The appropriation of the symbol by these and
similar groups is likely linked to the use of laurel by the
Nazis. As Cynthia Miller-Idriss notes in her book The
Extreme Gone Mainstream: Commercialization and Far-
Right Youth Culture in Germany:

“The brand Fred Perry, for example, has a long history
of being used by far-right youth because of its logo—a
wreath of laurel branches—evokes military insignia
used by the [National Socialist German Workers’ Party]
NSDAP. On some Fred Perry polo shirts, moreover, the
collar has black, red, and white stripes—colours that...
are popular with far-right youth for their historical sig-
nificance with national movements and regimes in Ger-
many, including the Nazis.”

The use of the laurel in a logo or symbol is not inher-
ently racist, as the symbol is commonly used by extremist
groups of a variety of political and religious persuasions.
Groups like the al-Agsa Foundation, Eela Padai (a unit or
branch of the Liberation Tigers of Tamil Eelam or LTTE),
Mujahadeen-e-Khalq Organization (MEK), People’s Liber-
ation Army (PLA) in India, and the Ulster Freedom Fight-
ers have all used it in their logos, according to Branding
Terror: The Logotypes and Iconography of Insurgent Groups
and Terrorist Organizations. This serves to illustrate that
diverse groups often use similar symbols, despite signifi-

cantly divergent ideologies or beliefs.
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We should not forget that other groups also use laurel
and olive branches in their symbols; for example, the
United Nations uses a laurel wreath in their logo, as does
Mercedes-Benz. You can probably think of many more.

Given the range of contexts in which a similar image
can be used, how (or even can) organizations identi-
fy symbols or images within the workplace that might
indicate an extremist threat? Is this even the question
we should ask, especially given that symbols can be ap-
propriated with significant ease (as evident in memes
and the like)? Should we not be asking more nuanced
questions that seek to better understand how an orga-
nization can equip its staff to have a conversation about
signs, symbols, and images that employees see within
an organization and may be concerned about? These
skills could also be applied to other contentious issues.

The COPE framework provides an effective approach to
help us do this, and to help inform the type and nature of
the questions we should ask about the potential role of the
visual within our organizations, as well as the responses
we take. Its merits are multiple, but chief amongst them
is the shared understanding of context, which makes in-
formation meaningful. Second, it is a simple but powerful
framework that allows us to apply contextual intelligence
to enhance decision making. Third, the four key elements
of the framework— culture, organizational values, pol-
itics, and environment—all significantly influence how
meaning is derived from an image.

The culture in which we are raised—our reference
points—often influences the meaning we derive from
images. Similarly, culture also often influences the type
of images used by extremist groups. For example, pop-
ular conceptions of ancient Norse culture significantly

influence the far right.
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“The four key elements of the framework— culture, or-
ganizational values, politics, and environment—all signifi-
cantly influence how meaning is derived from an image.”

The COPE framework applies in the context of the vi-
sual as it allows organizations or employees to react,
while also ensuring they check any cultural biases that
may affect their response to an image, for example. Or-
ganizations should do this to move beyond declaring
workplaces as apolitical, while also claiming to pro-
mote diversity. Promoting diversity needs to come with
an opportunity for peer learning, understanding, dis-

cussion, and mediation.

Using a framework such as COPE allows an organi-
zation to show they are taking active measures to both
value and support diversity, manage differences, and
accommodate different points of view. Adhering to this
process can help organizations and employees learn
about why certain images are important for some and
evocative for others. This helps with peer learning, and
in creating an environment that seeks to understand,
rather than to close off conversation.

For example, a hypothetical multinational firm marks
an employee’s first day with the company by ask-
ing them to introduce themselves to their colleagues
through four images. The experience in the past had

caused laughter, tears, and often healthy rivalry be-
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tween competing sports fans. The exercise was a good
icebreaker for new staff.

Today is Mary’s first day. Having thought about it for
a while, she presents a picture of her family; one of her
garden (she is a keen gardener); one of her graduation
(she was the first in her family to graduate from univer-
sity); and one of her grandmother holding a rug, a fam-
ily heirloom (to illustrate her family’s Navajo origins).

As the fourth image goes up on the screen, murmurs
can be heard in the room. A colleague stands up and
says that they find the image offensive, and tensions be-
gin to rise. Mary is dejected—how could an image of a
rug, one she is so proud of, cause so much offense? This
was part of who she was, her history, her culture.

An image of what Mary recognized as a traditional
Navajo whirling log pattern on the rug, however, was
viewed as a swastika by others. Mary had not thought
of the symbol as a swastika when she looked at the rug,
yet it was the only thing that the others saw.

So what do you do next?

Consider having a conversation with those offended
and Mary, and promote a willingness to be part of a con-
versation to encourage peer learning and understand-
ing.

Acknowledge from the outset that the conversation
may be difficult and set ground rules to encourage the
sharing of opinions, knowledge, and hurt.

Ask others within the wider company, who may have
remained silent during the presentation, to be part of
the conversation.

Prepare for the exercise by conducting prior research
and select someone to facilitate the conversation con-
structively. Mediate where necessary, and consider cul-

ture, organizational values, politics, and environment.

17



Risk Management
Sheelagh Brady

Encourage a willingness to listen, ask questions,
learn, and share.

Debrief after each event—get the whole group to provide
feedback and make changes to this reconciliation process
for the next time. This process can be applied to a range of
other topics that might cause in-group tensions.

Always remember the shared goal is to make the work-
place more inclusive, diverse, supportive, and resilient.

There is no right way to interpret an image. Their
meanings can be fluid, and therefore an organisation
needs to ensure any policy taken to respond to visual
hate or extremism is flexible; even better if such poli-
cies can support open and honest dialogue and curios-

ity, which promotes diversity, inclusion, and respect. #
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Balancing Tolerance of Diverse Views and
Workplace Violence Prevention: When
Extreme Views Lead to Extreme Acts

Left unchecked, extreme beliefs can not only threaten
cohesion and productivity, they can compromise safety and raise
the risk of disruptive behaviors, even violence.

he contemporary organization strives for in-
Tclusion and diversity—not simply in terms of

demographics, but in attitudes, opinions, and
ways of thinking. Diverse ideas can fuel innovation and
create radical change, leading to new levels of success.
While diversity can strengthen an organization, strong
or extreme beliefs in the workplace can be a two-edged
sword. An employee’s passion for a belief or cause
might manifest itself as a real commitment to their em-
ployer or a project, but it can also create friction, erode
workforce cohesion, and consume valuable resources

when dealing with conflict.

19



Workplace Violence
Steven Crimando

Finding the right balance between welcoming diverse
views and minimizing tension between those who hold
those views and others can be tricky, but it is necessary.
Left unchecked, extreme beliefs can not only threaten
cohesion and productivity, they can compromise safety
and raise the risk of disruptive behaviors, even violence.

A challenge for those tasked with workplace safety
and security is recognizing when beliefs and behaviors
begin to approach a red line—when they are not simply
strong feelings, but potential pre-incident indicators
of risk or possible signs or symptoms of mental illness.
Strong beliefs, extreme beliefs, and conspiracy theories
are often tinged with a sense of grievance—the thought
that something is wrong and there is someone to blame.
In the threat assessment field, grievance is recognized as
an entry point to the pathway to violence.

Extreme beliefs and conspiracy theories often develop
around the idea that a person, group of people, or way of
life is under threat by dark forces within an organization,
community, or culture. Paranoia about the perceived
threat leads to defensiveness and an us-versus-them
mentality. It can create the sense that a person or group
is at war with others around them who do not subscribe
to the same ideas—the nonbelievers.

Paranoia is an established risk indicator for workplace
violence; that is not news. Employees who are convinced
that their coworkers, supervisors, or organization present
an imminent risk may act preemptively to protect them-
selves or others they believe are in danger. Many instances
of workplace violence have been inspired by paranoia.
Someone who is paranoid harbors excessive distrusts with-
out justification and may believe that sinister plots are
swirling around them. Sometimes paranoid people feel

compelled to use violence to stop a real or perceived threat.
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Extreme thoughts can become extreme actions.

In a workplace culture that promotes inclusion and
diversity—not just who people are, but how they think—
how does the organization recognize and tolerate deeply
held, sometimes extreme beliefs? What are the thresholds
for speech and conduct in the workplace, and how should
the organization respond when someone approaches
or crosses the line between extreme ideas and extreme
behaviors? These are important questions for leaders at
all levels in an organization, but especially pressing for

security, legal, and HR professionals.

When speech and conduct are perceived as disruptive or
potentially dangerous, it is important that they be viewed
as potential risk indicators and never simply brushed
aside. While it is important to create a workplace culture
that tolerates diverse, powerful, and sometimes unpopu-
lar attitudes or beliefs, it is never acceptable to say, “Oh,
that’s just that employee being themselves—it’s just who
they are or how they are.” The failure to recognize and
respond to hostile communications and behavior leaves
open the possibility of escalation.

An employee who subscribes to the QAnon ideology, for
example, might deeply believe that liberal elites and other
actors in an imagined “deep state” are working to cover
up child sex trafficking operations by forcing the pubic
onto the 5G cellular network where they can manipulate
communications about their nefarious activity that might
expose them. That may seem like a pretty far-fetched

belief, and it certainly may raise some eyebrows around
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the water cooler, but if that same employee now is refus-
ing to communicate with coworkers who have 5G phones,
there may be a direct and immediate impact on produc-
tivity and team cohesion in the workplace. This sort of
disruptive behavior crosses the line between free speech
into behavior with real world consequences.

U.S. Department of Justice and FBI research suggests
that individuals who commit mass violence in a work-
place, school, or community typically exhibit four to
five observable indicators in the lead up to their attacks.
Violent action is often proceeded by hostile rhetoric.

Ideas that are associated with an extremist movement

and represented by hateful language, images, or actions
cannot be left unchecked. In most instances an organiza-
tion’s code of conduct for employees will address hateful
speech or actions, and it will clearly communicate the
potential consequences for such behavior. But organiza-
tions cannot regulate what people think or believe.

In approaching an individual who holds extreme attitudes
or opinions that have become disruptive or concerning, it is
important to focus on the behavior, not the belief. Trying to
convince someone that their worldview is incorrect or delu-
sional is a fool’s errand. Such individuals often push back
citing their rights to free speech or other legal rights. Attempts
tointervene, de-escalate conflicts that may arise from extreme
beliefs, or to conduct thorough risk of violence assessments
must be focused on the facts—specifically the communication

or behavior of concern.
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Depending on the nature and seriousness of the employ-
ee’s belief, it might be advisable to meet with the indi-
vidual to further assess the quality and strength of their
beliefs and to review how discussion of the extreme ideas
in the workplace affects other employees or the work
environment. The ASIS Standard on Workplace Violence
and Active Assailant suggests the use of outside consul-
tants in complicated cases where specialized knowledge
or skills are required to determine the level of concern.

Research in this area makes it clear that even highly
qualified and credentialed forensic psychiatrists and
psychologists may have difficulty distinguishing between
extreme belief and delusions. At present, there are no
clear best practices in managing extreme beliefs in the
workplace, and each situation will likely need to be
addressed on a case-by-case basis working within the
existing frameworks of security, human resources, legal,
and threat assessment policies and procedures.

An employer’s duty of care must be balanced between an
individual’s rights and the safety and security of the work-
place. Finding that balance in an environment with strong
polarized attitudes and opinions is a challenge made more
complicated by evolving political and media landscapes.
Security professionals must be able to see through the
smoke of extreme ideas to determine if the fire of extreme

action is being ignited within their workplace. #
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Employee Activism as a Risk
Management Opportunity

The combination of increased activism and elevated divisiveness
presents a heightened threat for conflict entering the workplace,
particularly for corporations whose employees are returning to the
office after working remotely.

reparing for the probability that employees, or

those with whom they interact, will offend one

another is a logical modern risk management
strategy.

Hyper-polarization, fueled by misinformation and
the mainstreaming of fringe beliefs, has significantly
increased the likelihood that individuals in the workplace
will disagree on emotionally charged issues—particularly
if the content has been politicized.

Political activism has hit record highs. In the United
States alone, Civis Analytics estimates that 23 million
residents engaged in some form of protest during 2020,
the largest numbers in recorded history. Sources for polit-

ical information also changed during the past couple of
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years. Increasing numbers of individuals now rely on
social media platforms for their political news, despite
widespread distrust of social media platforms as sources
of truth, and heightened awareness of the ways in which
social media algorithms amplify polarization, found
researchers for a study in Proceedings of the National
Academy of Science.

As more people become locked inside their own echo
chambers, political perspectives often deteriorate into
partisanship, and conflict can arise when engaging with
those of differing views.

For example, a 2020 Pew Research Survey found that
nine in 10 Americans said there is strong conflict between
those of different political parties.

The combination of increased activism and elevated
divisiveness presents a heightened threat for conflict
entering the workplace, particularly for corporations
whose employees are returning to the office after working
remotely.

These threats can take several forms.

As many corporations have learned, the workplace itself
can become the object of employee activism if the work-
force believes that the organization can—and should—do
more about particular causes.

In the aftermath of a mass shooting at one of its stores,
Walmart employees conducted walk-outs to protest the
chain’s gun sales. Google employees also staged walkouts
to protest lack of executive action on claims of gender
discrimination and sexual harassment. And when cryp-
tocurrency firm Coinbase attempted to stifle workplace
activism by censoring dialogue not related to the corpo-
rate mission, 60 employees reportedly quit the company
causing the directive to go viral.

Reputational damage and loss of talent are two promi-
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nent threats posed by employee activism. But the strategy
to mitigate them should not overshadow the opportunity
to fortify an organizational culture of safety, engaging in
the challenge of accepting diversity of opinion without
generating animosity.

Security professionals are positioned to play a key role
in proactively assisting executives to manage employee
activism in a manner that minimizes conflict and disruption.

An effective strategy relies on human intelligence—listen-
ing and gleaning information on the current priorities and
perspectives of the workforce. True human intelligence
requires emotional intelligence, relationships, and trust,
which necessitates a security force that is well-integrated
with, rather than siloed from, the workforce.

This information becomes the basis for strategic deci-
sion making. Different tactics are suggested by various
findings. If there is general cohesion of thought among
those within the company environment, there is an oppor-
tunity to strengthen workforce loyalty by subtle or overt
forms of support for shared causes. These acts—from
simple (mentioning the issue in a corporate newsletter)
to significant (financial investment in an organization
that supports a key issue)—can strengthen staff loyalty,
a trait that supports workplace safety. Loyal employees
are more likely to report unsafe conditions, comply with
safety protocols, and resist unsafe or criminal activities.

If great disparity exists among employees, enlisting
experts to help facilitate difficult dialogues models tolerance
for non-disruptive engagement. Should the corporation
be the target of advocacy—such as when Goya Foods was
subject to a boycott for its CEO’s political comments or the
backlash against Dr. Seuss Enterprises for deciding against
reprinting a few of its titles due to racist depictions—iden-

tifying the informal advocate leaders in the workforce and
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initiating solution-focused conversations between these
individuals and corporate leadership—even if what is being
sought is not achievable—can assist in building trust, which
is foundational for conflict resolution.

Clear communication of behavioral expectations for
employees who experience significant disagreement is
also an important part of a risk management strategy.
Such expectations—which should be congruent with
corporate culture—can span a continuum from pausing
engagement in non-work-related discussions that cause
disruption until a formal forum can be scheduled to the
expectation that differences of opinion will be tolerated
and respectful listening or disengagement are required.

Explicitly communicating these expectations in a state-
ment that reinforces the corporation’s general commit-
ment to diversity and intolerance for discrimination and
harassment helps employees navigate a potentially divi-
sive environment before it devolves into a more serious,
conflicted one.

Decisions regarding workplace tolerance of visual
displays—such as activist email signature blocks, Zoom
backgrounds, and office décor—should also be explicit
to preempt misunderstandings. Likewise, the workforce
should be educated about general policies related to
making public statements or participating in acts of civil
unrest while wearing corporate insignia.

As with any risk management strategy, the tactics
adopted as part of activism risk management need to
reflect the culture and goals of the larger organization.
And, as many corporations have learned in the past
several years, when it comes to activism, the corporate
culture may also need to expand to align with a more

socially and politically engaged workforce.
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By using the COPE (Culture, Organizational values, Poli-
tics, and Environment) framework to assess security chal-
lenges and potential flashpoints, leaders can help their
institutions navigate complex situations and mitigate
reputational risks. For a glimpse of this framework in
practice, see the hypothetical case study below.

Entity. A small, rural liberal arts college in the United
States with 700 students, 150 core and adjunct faculty,
and 8o staff.

Challenge. A university that prides itself on diversity of
thought and freedom of expression—and is legally bound
to respect civil liberties and academic freedom—is expe-
riencing increased incidences of campus disruption and
conflict as students, staff, and faculty vocalize opposing
views both on and off campus. The incidents are compro-
mising the quality of campus life. Some in the campus
community have reported that they are fearful that the

conflict will become violent.

Culture. Although a comparatively liberal work envi-
ronment (flexible work schedules, relaxed dress code),
the college’s employees and students represent diverse
populations along every demographic. There is a shared
belief in the value of education, although opinions vary
as to whether education should principally advance soci-
etal or individual goals.

Organizational Values. The college has a strong and
well-articulated commitment to diversity and inclusive
excellence. Its core mission also includes supporting its
graduates to apply the education they gain to resolve

complex, real-world situations.
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Politics. Prior to the amplified social and polit-
ical polarization of the past several years, the college
frequently confronted divisions among students, faculty,
and staff with different worldviews. The use of words
such as “safe spaces” and “triggers” are common when
individuals are confronted with encounters or material
that range from the uncomfortable to the legally unac-
ceptable.

There are several lingering conflicts that have resulted
from the perception that the college has “done nothing”
in relation to protected actions by some within its constit-
uencies. Additionally, security is aware that students in
the emergency management program—which include a
significant number of veterans and law enforcement-affil-
iated students—are feeling that the college is responding
unevenly to some of the national events involving BIPOC
individuals and the police.

Environment. The college is subject to U.S. state and
federal laws related to harassment, discrimination, and
Title IX. Faculty are also covered by a collective bargain-
ing agreement and, consistent with academic institutions
generally, enjoy broad freedom of expression under the
concept of academic freedom.

Determination. The college holds monthly town halls
for students, faculty, and staff. It determined that, on
a quarterly basis, the college president will make the
following points during his remarks:

The college is committed to diversity, explicitly includ-
ing diversity of thought and expression.

Tolerance does not include tolerating the intolerable.
The college will not tolerate harassment or discrimi-

nation—as legally defined—and any staff, student, or
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faculty member who believes they might be experiencing
it such should contact human resources or an office of
student affairs.

When disagreements arise, individuals are expected to
listen respectfully or disengage.

The college also determined that the diversity officer
would create a reporting system for individuals who
believed they experienced bias or microaggression,
which a cross-disciplinary team would investigate. Addi-
tionally, the Title IX officer would partner with security to
adapt the school’s sexual assault bystander intervention
program to train staff on ways to effectively intervene if
they witness a disagreement devolve into an argument.

Finally, the college’s chief academic officer and a
few faculty members met with students from several
programs, including emergency management, and
scheduled a series of panel discussions involving law
enforcement, local government officials, and community
advocates to discuss local dynamics related to community
policing. #
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Reimagining Security in a
Post-2020 World

Integration into the workforce environment, rather than mere
patrol of it, is more necessary than ever for an accurate assessment,
prevention, and disruption of threats.

n 2020, everything changed. More than 100 coun-

tries instituted full or partial lockdowns. Work-

places went remote. Schools closed. Disinforma-
tion became a thriving industry. Disparities accelerated.
Extremism mainstreamed. Geopolitical tensions were
amplified by the rising global challenges posed by the
pandemic, migration, climate change, and cyber inse-
curity.

Conflict and violence—ever present in human inter-
actions also changed in 2020. Differences and divides
around even the most mundane matters—from mask
wearing to mail-in ballots—became sources for passion-
ate debate, and significant issues such as racism, nation-

alism, and personal liberty spawned spontaneous and
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coordinated unrest. The transnational threats of the last
20 years have been supplanted by domestic versions;
domestic militants form, disband, rebrand, and reconsti-
tute monthly. Tactics and techniques now include the use
of drones, street fighting, and online threat campaigns.

Conversations about the new normal have been had
in a myriad of contexts, but there does not seem to be a
consensus about what this will entail beyond a continu-
ation of changes in the ways we act and interact.

Maintaining safe environments amid the complex
dynamics of our contemporary reality necessitates
redefining security and reimagining the role of security
professionals. The policing functions of security—gates,
kiosks, uniforms, and weapons—leads to stove-piping,
creating physical and mental barriers or even polariza-
tion between the workforce and security personnel. The
traditional focus on access control, protection, psycho-
logical deterrence, and emergency response must evolve
to align with the more holistic Enterprise Security Risk
Management (ESRM) guidelines, such as those published
by ASIS. Integration into the workforce environment,
rather than mere patrol of it, is more necessary than ever
for an accurate assessment, prevention, and disruption
of threats.

Working with leadership to evaluate risk tolerance,
which may have evolved with the events of 2020 or
because of fundamental changes in the work environ-
ment, is also important. Remote work habits in particular
render it vital to ensure that the workforce is knowledge-
able of and invested in the security behaviors that will
protect third-party access to organizational systems and
assets.

For security initiatives to succeed in today’s climate, the
broad definition of “stakeholder” envisioned by the ESRM
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guidelines must include a wider segment of the work-
force, consumer base, and partners. Security profession-
als are more effective when exposed to the full spectrum
of an organization’s operations, interests, and security
concerns, including active shooter, insider threats, and
hate speech in the office.

Cultures of safety must be created to proactively protect
assets—people, physical, cyber, and reputational—
against both historic threats and those newly introduced
by heightened levels of divisiveness and grievance. The
security professional-as-partner model is essential to
identifying threats and managing risks that can arise

from without, as well as those that can materialize within.

Reminding staff about incident reporting protocols
and adopting modern best practices that focus on inter-
vention rather than surveillance and enforcement, for
example, can elevate workforce engagement in security.

Educating the workforce on behavioral indicators asso-
ciated with contemporary threats—such as colleagues
voicing beliefs that violence is the only solution for a
particular issue; sudden secretiveness surrounding activ-
ities; or new and significant interest in acquiring materi-
als that can be used in an attack—can improve workforce
safety literacy and support a more robust partnership.

We must train up and train out.

Given the ubiquitous nature of interpersonal conflict,
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security forces—whether contract or proprietary—must
be competent in the basics of de-biased decision-making,
conflict de-escalation, incident reporting, and recognizing
burnout, each of which is vital to accurate assessment and
mitigation of disputes. They must be socialized to an orga-
nization’s values, priorities, and risk management strategy;
critical thinking is—more than ever—an essential tactical
tool. Providing context helps employees to be mindful of
events to report or about which to seek consultation.

Workforce professionals also become part of the solu-
tion when they serve as members of mini cross-disci-
plinary risk management teams. This further elevates
their engagement and the proficiency and consistency of
staff responses to early alerting to, potentially prevent-
ing, and more effectively mitigating threats and risks.
Highly visible threat management teams in which staff
join traditional members—human resources, security,
legal, communication, and threat assessment profession-
als—also encourage valuable intelligence reporting by
non-team members, supporting risk mitigation efficacy.

This effort is a force multiplier that enhances security
effectiveness. Rapid societal change creates new threats
that exploit previously unrealized vulnerabilities. Broad-
ening the conversation and expanding participation help
to identify security risk gaps and blind spots.

The events beginning in 2020 surfaced a truism of
human behavior: For an organization to be secure, all
members of the community need to feel safe. And to build
that culture of safety, security professionals must move
beyond the role of responders and enforcers and into the

role of educators, partners, and leaders. #
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