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By Diane Ritchey
Editor-in-Chief

Goodbye and Thank You

A
fter 11 years, 135 columns and 
more than 250 feature articles and 
cover stories…it is time for me to 
say goodbye as Editor-in-Chief of 

Security magazine. 

 As an Editor-in-Chief, I have learned how to 
handle just about anything. In any given day, 
I’ve jumped from writing a cover story to post-
ing on social media, to responding to emails 
from PR agencies, to consulting with my art 
director about the next print or digital edi-
tion, to moderating a webinar, or organizing a 
conference.  
 One thing I never learned, though, was how 
to write about myself, which includes any deep 
reflection about what the past 11 years have 
meant to me. Even as I write this, in early 
August, my thoughts are consumed by all of the 
things still left to do before I leave.  

 Eleven years in one role is a long time, yes, but 
I never really thought about it that way – I was 
busy pushing forward each day to deliver stories 
and content that I hope have helped you to miti-
gate risk in your organizations. 

 Each day at Security magazine, for me, has been 
filled with a sense of purpose, and it has been a 
privilege to live that commitment for the past 
11 years. I have always placed much thought 
and importance on the work that we do and the 
words that we publish. There has never been a 
day when I have not felt the weight of the impact 
that our writing and reporting can have on your 
roles and the security industry as a whole. I have 
always strived to publish content that you could 
use to do your job better, and I hope that I have 
achieved that goal. 
 This year, especially, with COVID-19 affect-
ing us all professionally and personally, I have 



11SecurityMagazine.com / SECURITY / SEPTEMBER 2020

never been more proud of what you do each day 
to mitigate risk and to keep people, property and 
assets safe. 
 I want to thank all of you – every Security

magazine reader who has taken the time to read 
my stories and to share your views and successes 
with me. What an honor it has been for me to 
communicate with you and the security industry 
at large the passion that you all have for your 
roles, why you do what you do and why you enjoy 
doing it.  
 Another reason that I’ve stayed in this role 
for so long is because of my colleagues – past 
and present. They include former publishers 
Mark McCourt and Chris Ward, current pub-
lisher Gary Merrill, former Editor-in-Chief 
Bill Zalud and current Associate Editor Maria 
Henriquez. Mike Holmes, my Art Director, and 
Lyn Sopala, my Senior Production Manager, are 
extremely talented individuals who made my 

job easier every day. My sales team is the best 
in the industry – Jackie Bean, Kent Beaver and 
Ben Skidmore. It has also been a pleasure to 
w ork with the editorial team from sister publi-
cation SDM – Karyn Hodgson, Maggie Shein 
and Courtney Wolfe. 
 Thank you to all of the talented individuals 
at PR agencies who respected my deadlines and 
who sent me creative pitches, some that resulted 
in fun pieces to write and to share.  
 The good news is that I am staying in the 
security industry, as Marketing Director for 
Zenitel USA, which is a provider of intelligent 
communications systems, specifically, fully inte-
grated communication platforms that include 
Intercom, Public Address and two-way Radio 
Systems. I am looking forward to seeing all of 
you at future ISC West, Security 500 and other 
industry conferences and events! 

Goodbye, take care and see all of you soon! 

3 REASONS YOU SHOULD

BE EXCITED ABOUT YOUR NEW & IMPROVED 

SECURITY DIGITAL EDITION!

2
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AUDIO

3
PERSONALIZED CONTENT STREAM

Using artificial intelligence, our digital edition can deliver a personalized stream of suggested content based 
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personalized content channel!

PERSONALIZED 

CONTENT 

STREAM

1
BEAUTIFULLY RESPONSIVE READING EXPERIENCES

Enjoy our intuitive interface that allows you to read Security on your desktop as a digital 

replica or in our new Contents View, and on your phone as a scrollable series of articles.

SWITCH EASILY FROM THE 

TRADITIONAL VIEW TO THE 

CONTENTS VIEW
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Rodney Bond –  

Denmark Tech’s New Chief of 

Public Safety 

Rodney Bond brings to Denmark Tech a 

wealth of experience as a law enforce-

ment professional with more than 18 years of service in 

public safety on college campuses. Bond will be working 

closely with students to share his experiences and per-

spectives, while creating cooperative working relation-

ships within a safe and secure campus. Congrats!

Sgt. Willie Halliburton –  

Portland State University’s New 

Chief of Campus Public Safety

Sgt. Willie Halliburton has worked for PSU 

since February 2016, following a 32-year 

police career. A graduate of Kansas State University, he’s 

held a variety of patrol and special assignment positions. 

He is active in the community and continues to promote 

the philosophy of community policing — the foundation 

of his entire career.

 Halliburton served as a contributing member of 

the University Public Safety Oversight Committee. 

Congrats!

Steve Krameisen –  

American Portfolios Financial 

Services’ New CISO

Steve Krameisen has more than 35 years 

of FinTech experience. Early in his career, 

he served as the CIO and managing director for Nathan & 

Lewis Securities and Insurance General Agency to MetLife 

/ New England Financial.

 In his role as CISO, Krameisen leads information secu-

rity and directs security initiatives around strategy, opera-

tions and the budget in the protection of AP’s enterprise 

information. Congrats!

Ben Carr – Qualys’ New CISO

As CISO of  Qualys, Ben Carr is respon-

sible for providing cybersecurity guid-

ance and security strategies, leading 

the CIO/CISO Interchange and internal 

risk and security efforts and ensuring compliance 

across the world.

 Previously, Carr was the CISO of Aristocrat and held 

executive strategic leadership roles at Cyberbit and 

Tenable. From 2012 to 2016, he was the senior director 

of Global Information Security for Visa, where he devel-

oped and led Visa’s global Attack Surface Management 

team. Congrats! 

John A. Wilson –  

MITRE’s New VP and CISO

John A. Wilson is now vice president and 

chief  information and security officer at 

MITRE. In this role, he is responsible for 

advancing MITRE’s intelligent enterprise and a broad, 

multi-year effort to transform MITRE’s business opera-

tions and systems.

 Prior to joining MITRE in 1983, Wilson was director 

of  consulting technology for Kana Software. Wilson is 

a member of  the Gordon Institute’s Industry Advisory 

Council at Tufts University. He has served as an advisor 

or faculty member at Boston University, Daniel Webster 

College, New Hampshire College, and the Worcester 

Polytechnic Institute. Congrats! 

5 New Security Executives Announced 
Security executives on the move!  
Which industry leaders have recently begun new roles?

Have you recently changed roles?  

We’d like to know! Email Editor-in-Chief 

Maggie Shein at sheinm@bnpmedia.com or 

Associate Editor Maria Henriquez at henriquezm@

bnpmedia.com. For this month's complete list, 

please visit www.securitymagazine.com
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Special Feature

Who is leading the way for enterprise 
security professionals? These 22 
thought-leaders are making a difference.

By Maria Henriquez, Associate Editor

Security magazine is pleased to announce our 2020 Most Influential People in 
Security – 22 top security executives and industry leaders who are positively 
impacting the security field, their organization, their colleagues and peers, 
and the national and global security landscape.
 These security leaders have been nominated by their colleagues and 
associates, and were chosen based upon their leadership qualities and overall 
positive impact on stakeholders, enterprises, colleagues, constituents and the 
general public.
 This year’s Most Influential is organized by the following categories: 
Corporate Security Executives, Cybersecurity, Government, Special 
Recognition and Associations.
 Here you will find brief overviews of each honoree’s career path, goals and 
accomplishments – often across both the public and private sectors – as well 
as advice for those security professionals looking to follow in their footsteps, 
including being a security generalist, investing in lifelong education, seeking 
mentors and more.
 Our special appreciation goes to Jerry Brennan, who was a project partner 
on this report and provided subject matter expertise and research.

For a listing of past Most Influential People in Security honorees, please visit:

www.SecurityMagazine.com/MostInfluential
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A
s Senior Director of Security Intelligence 
at McAfee, William P. Woods leads the 
organization’s Security Fusion Centers 

worldwide. The centers provide physical secu-
rity for all McAfee employees, contractors and 
facilities; network security for all McAfee net-
works and cyber activities; pro-
active threat hunting teams; 
McAfee’s Industrial Security 
programs; the Insider Threat 
Program; and Cyber Security 
Incident Response Teams. 
He also provides guidance to 
McAfee’s global security teams 
who are responsible for pro-
tecting people, property, assets 
and critical data. 
 Prior to joining McAfee in 
2017, Woods had a career 
lasting over 22 years as a Special Agent in the 
U.S. Federal Bureau of Investigation (FBI). 
He finished his career as an FBI Executive 
responsible for leading the St. Louis, Mo. Field 
Office, where he spearheaded multiple investi-
gations, while supporting multiple cyber, coun-
ter-terrorism, counter-intelligence and criminal 
investigations. 
 With the FBI, he led technical investigations 
in the Operational Technology Division and was 
the Chief Security Officer for the Washington, 
D.C. Field Office. He also spent five years in 
the Critical Incident Response Group, where he 
hired, trained, assigned and coordinated special 
deployments for surveillance teams and worked 
investigations throughout the U.S. 
 According to Woods, a project he is most proud 

of during his career at the FBI is the large-scale 
crisis and investigation involving the law enforce-
ment shooting of Michael Brown in 2014, which 
led to the Ferguson, Mo. unrest, and thus sparked 
vigorous debate in the U.S. about the relationship 
between law enforcement officers and African 
Americans and the use-of-force law in Missouri 
and nationwide. 
 “This investigation was extremely sensitive with 
highly charged emotions from people with dif-
ferent views on what occurred and why,” Woods 

notes. “It became a highly pub-
licized investigation with scru-
tiny up to the White House. 
Ultimately, I ensured the FBI 
investigation was thorough and 
unbiased, following the evi-
dence regardless of the poli-
tics.”   
 Before joining the FBI, 
Woods served as an Army 
National Guard pilot and offi-
cer; a former New York State 
Police - State Trooper; and 

Company Commander in the U.S. Army Reserve. 
He is a graduate of the State University of New 
York at Buffalo. He has been married for over 20 
years and has three children.
 “Some of the best career advice I have received 
from mentors and friends, especially as it per-
tains to leadership in security/investigations, 
which often demands leadership under stressful 
circumstances, [is] be tough but kind, be con-
fident but humble,” Woods says. “These may 
sound contradictory, but they are not. Set high 
expectations for yourself and your teams and be 
honest about results. When dealing with people 
use common sense and common courtesy. My 
father  told me, ‘Treat people with the same 
courtesy and respect you would want them to 
show your mother.’”

CORPORATE SECURITY

William P. Woods
Senior Director of Security 
Intelligence 
McAfee

”Some of the best 
career advice I have 
received from mentors 
and friends, especially 
as it pertains to 
leadership in security/
investigations [is] be 
tough but kind, be 
confident but humble.”
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In 2013, Michael W. Wanik became the first 
Security Director for biotechnology company 
United Therapeutics Corporation, a firm that 

develops products and solutions for patients with 
chronic and life-threatening diseases. The com-
pany is headquartered in Silver Spring, Md., with 
additional facilities up and down the East Coast 
as well as other global locations.

At United Therapeutics, Wanik built a secu-
rity program and culture from the ground up. 
He standardized, unified and created an identity 
provisioning system across all company physical 
locations in concert with the collapse of several 
different access control platforms into one, sup-
ported by two security operation centers.

As part of a continual improvement process, 
Wanik is now leading an interoperability initia-
tive at Research Triangle Park (RTP) campus 
in Durham, N.C. in concert with the RTP 
Foundation, businesses within the 7,000-acre 
science park, and public sector partners. “I began 
reviewing calls for service to the park by law 
enforcement, EMS, Fire and others in 2018 after 
noting degradation in response times. We learned 
through our partnership with the public sector 
that their assets were stretched and thus that the 
park was not routinely patrolled or familiarized 
with by responders,” Wanik says. 

Shortly after he began his tenure at United 
Therapeutics, he became  Chairman of “Security@
RTP,” a committee of  RTP Foundation’s Owners 
and Tenants Committee that shares knowledge 
and information between companies and law 
enforcement, regarding possible threats and relat-
ed responses. 

As Chairman, Wanik facilitates the communi-

cation to, coordination with, and response of Park 
companies and emergency management when 
safety for RTP’s roughly 55,000 employees may 
be of concern. The initiative just launched is the 
RTP-Communications Network (CN), and it’s 
currently in its pilot phase. The RTP-CN will 
bring select RTP security organizations together 
with public source partners through interoper-
ability software that allows them to securely and 
privately share video, communications and map-
ping. Since the 7,000-acre park has no dedicated 
public safety resources yet, the platform will help 
in an easier transfer of data in an emergency situ-
ation between partners.

Previously, Wanik held executives roles at SSC 
Inc.; United Health Group; served in the U.S. 
Army; and taught law enforcement courses for 
Central Texas College Overseas in Stuttgart, 
Germany  to armed forces members.

 When asked what career advice he has for 
future security/law enforcement professionals, 
Wanik states that the current security landscape 
is one that is changing quickly. He explains, 
“Public and private organizations are experienc-
ing extreme culture change, and this and ever-
advancing technology will directly impact how 
we, in public and private organizations, will 
provide protective and investigative services. 
Law enforcement and the security professions 
will need to continue to strive to provide safe 
environments, deter criminal elements and act 
upon need as requested by others (to protect, 
detect, recover). Those that think rationally and 
critically, as well as utilize all the tools that are 
available to them will be the most successful. 
These tools don’t singularly reside in a police 
or corporate security department but are in our 
extended community of relationships as well. 
These relationships always pay dividends and 
help solve issues in ways we don't instantly 
think of.”

CORPORATE SECURITY

Mike Wanik, CPP, CBCP
Senior Director, 
Corporate Security 
United Therapeutics 
Corporation
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Kristine Raad
Director, Global Security
Owens Corning

CORPORATE SECURITY

(ISMA) and the Women in Security (WIS) 
Common Interest Council of OSAC.  Raad serves 
on the ISMA Education and Benchmarking 
Subcommittees and is also a member of the WIS 
benchmarking team.
 “Throughout my career, I have been presented 
with pivotal decision points that have had a pro-
found effect on my career. The key for me has been 
to acknowledge the uncertainty these created, and 
to allow myself to embrace the opportunity and 
believe in my ability to succeed,” she says. 
 Raad adds, “I began my career with General 
Motors as an engineer; however, when the oppor-
tunity arose to make a transition from engineer-
ing to corporate security, I jumped at the chance 
and embraced the challenge. At the time I didn’t 
have experience in security, but I had raw ability, 
and the desire to dedicate myself to becoming a 
true security professional. To this day, I consider 
this decision to be amongst the best I have ever 
made. Similarly, when I made the move from 
General Motors to Owens Corning, I had a high-
ly successful career but recognized the opportu-
nity to challenge myself and grow professionally. 
I asked myself, ‘If not now, when?’ and knew the 
right answer was now.”
 Raad is most proud of leading a cross-
functional team to develop and implement 
a Corporate Crisis Management program at 
Owens Corning. She says, “The timely develop-
ment of the program, completed just prior to 
the 2020 global pandemic, positioned the orga-
nization to effectively respond to the crisis and 
to prioritize key actions to protect our employ-
ees and the business. While the circumstances 
that required the implementation of the plan 
were unfortunate, it has been gratifying to see 
the plan implemented successfully to the benefit 
of our workforce.”

K
ristine Raad is the Director of Global 
Security for Owens Corning, a global 
building and industrial materials leader. 

She is responsible for developing and imple-
menting Owens Corning’s enterprise security 
strategy and has been a leader in transforming 
security operations across the organization. She 
has been pivotal in driving continuous improve-
ment through technology innovation, business 
alignment and project delivery.
 Raad previously worked in a variety of roles 
in both engineering and security during her 
more than 20 years of experience with General 
Motors (GM). During her tenure at GM, she 
was responsible for North American Regional 
Security, including oversight of security at more 
than 75 manufacturing and office sites through-
out Canada, Mexico and the U.S. She also led 
the company’s global security intelligence center, 
travel security, whistleblower hotline and global 
reporting programs. Raad had an assignment in 
Mexico, where she lived and worked for three 
years, implementing a security compliance pro-
gram and managing investigations for the South 
America region.
 Due to her success in security, Raad was select-
ed for an inaugural leadership program at GM 
focused on developing skills to drive improve-
ment and long-term change in organizational 
culture. She attributes this program with enhanc-
ing her ability to leverage problem-solving and 
leadership skills to drive continuous advancement 
of business objectives.
 In addition, she is an active member of a 
number of security organizations including the 
International Security Management Association 
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M
ike Matranga is the Executive Director 
of Security and School Safety for the 
Texas City Independent School District 

(ISD), a public school district based in Texas City, 
Texas, serving 9,000 students.
 Though there are many things he is proud of 
in his career, Matranga is most proud of devel-
oping the safety and security protocols at Texas 
City ISD. “I was hired fresh off the heels of the 
Parkland and Santa Fe Shootings, which I believe 
were the pivotal point in our society where the 
people of this great country started to rally togeth-
er and demand answers, accountability and action, 
not only from their school officials, but our elected 
officials as well,” he notes. 
 “Thankfully, at Texas City ISD, Superintendent 
Dr. Rodney Cavness had the foresight to know 
education and security are separate and should 
always be constructed and applied by profession-
als in their respective fields. Though we need to 
understand the needs of educators and adapt to 
their environment when applying security tactics, 
techniques or procedures, they too should under-
stand and value what we as security practitioners 
bring to the table.”
 As a result, Matranga has forged a new path for 
school security, taking things further than any other 
Texas school district to mitigate security threats. 
Matranga and the security team have increased 
the ability to identify students or staff who 
may be in crisis; deployed threat assessment/
CARE teams, based upon the National Threat 
Assessment Centers' guidelines; trained staff in 
tourniquet application; built an entire security 
computer-based training; and designed a robust 
access control system. In addition to installing 

a mass notification system, Matranga installed 
a camera system using analytics and a biometric 
facial recognition system to use  proactively.  
 “Of all the measures and initiatives we imple-
mented, the absolute most important thing we 
have is our staff, who have the ability to make 
real change which no camera system will pro-
vide,” he says. “Simply teaching our staff how to 
identify pre-attack behavior, self-harm behavior 
and a person in crisis will always be what is most 
important. Secondly, having the resources and 
courage to intervene once those things are identi-
fied will keep individuals off the path to violence. 
We must never discredit the human element.”
 Previously, Matranga served as a Special Agent 
with the U.S. Secret Service. He is the Owner 
and CEO of M6 Global Defense Group.
 He says, “The law enforcement and security 
professions are among two of the most reward-
ing careers a service-minded person can enter.  
However, those who choose this path must 
understand by doing so, they accept being held 
to a higher standard. Their values, morals and 
ethics are what separate them from the rest of 
the civilian population; therefore, they must 
always lead. However, leading and being held 
to a higher standard does not mean being a 
doormat for those who would choose to weap-
onize another’s commitment to being a public 
servant by thinking one should not have a voice 
because they wear a uniform. We must stand 
tall, be proud, always seek justice, righteous-
ness, be unbiased, exercise fairness, and remem-
ber we must be the refuge others seek but can’t 
find in themselves. At times in your life and 
career you’ll be given a choice to be heard or 
be silent. Be the voice for coworkers who don’t 
have the courage to speak up. That’s what lead-
ers do, lead!”

CORPORATE SECURITY

Mike Matranga
Executive Director 
of Security and School Safety
Texas City Independent 
School District
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At Memorial Healthcare System in the 
City of Owosso, Mich., Jeff Hauk has 
laid the foundation and established a 

vision that guides the members and standards of 
the nationally recognized department, creating 
a “gold standard” in healthcare security. Prior to 
his arrival, Memorial Healthcare did not have a 
Public Safety Department.

Since Hauk joined, he has constructed the 
Public Safety department from the ground up 
and has been instrumental in the implementa-
tion, growth and development of Memorial 
Healthcare’s security risk management 
approach, along with their regimented training 
processes and technological capabilities. “Of all 
the training programs that we have developed, 
it is our firearms program that I believe is one of 
the most innovative and comprehensive around; 
and of creating leadership development and 
career ladder programs for my staff, including 
the impact they have had in driving recruit-
ment, talent development and compensation 
strategies to modernize and make the security 
profession not just a job, but an actual career 
path,” Hauk says.

One of Hauk’s biggest passions is in protect-
ing and serving others. “The security industry as 
a whole is one of the fastest moving, demanding 
and ever-changing arenas. It offers the opportu-
nity to have a truly meaningful impact on others. 
It is a dynamic and exciting career path for the 
right person. For success, you must be passion-
ate about being of service to others, resilient and 
tenacious in your approach, enjoy the challenge 
of change and have the ability to both inspire and 
influence others,” he says. 

Over the years, he has developed a reputation 
for strong leadership; organizational development; 
a consistent ability to effectively deal with emerg-
ing security challenges; creativity in employing 
leading industry practices; and a knack for devel-
oping critical public and private partnerships. 
Hauk has accumulated numerous certifications 
and awards, including 2019 IFPO’s “Bill Zalud’s 
Memorial Award for Professional Excellence” 
special runner-up; 2017 Campus Safety magazine’s 
Director of the Year-Healthcare and runner-up in 
2019. He is a former ASIS Chapter Chair, cur-
rent ASIS Leadership, and management council 
member. 

Previously, Hauk was a District Risk Manager 
for the Natrona, Wyo. County School District, 
where he built a security risk awareness culture 
to include overall direction of all loss con-
trol and prevention, emergency preparedness, 
fire and life safety, security operations, and 
an SRO program. He has also held executive 
CSO roles at the El Paso Water Utilities and 
Emergent BioSolutions, where beyond devel-
oping the program from its infancy stages to 
national recognition, he is most proud of driv-
ing and implementing a convergence strategy 
for an ever-expanding global operation. Hauk 
states, “the program’s growth, along with the 
organization’s trajectory during that same time, 
was truly monumental and will likely never be 
duplicated."

He adds, "It is rewarding to be an ambassador, 
advocate and thought leader for our industry, as 
well as a leader of and mentor to the next gen-
eration of security professionals. I am especially 
proud of the men and women that I have had 
the privilege to lead, coach and mentor along the 
way. I have been fortunate to see many of them 
go on to positions of increased responsibility and 
become outstanding security ambassadors in their 
own right.”

CORPORATE SECURITY

Jeff Hauk, MSA, CPP
Director, Public Safety and 
Police Authority Services
Memorial Healthcare System 
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A
s the Senior Manager of Boeing’s Supply 
Chain Security program, Kirsten Provence 
leads the team responsible for maintaining 

the security of Boeing’s global supply chains and 
ensuring compliance with federal and international 
security requirements.  
 In addition, Provence leads 
Boeing’s Security and Fire 
Protection (S&FP) Program 
Execution team, which ensures 
the deployment of standard-
ized security services across the 
enterprise. She is also exec-
utive strategy leader for the 
S&FP organization and leads 
the development and delivery 
of the organizational strategic direction to enable 
cross-functional success. 
 Provence graduated from Western Washington 
University with a degree in Political Science – 
International Policy and obtained her MBA in 
Global Management. After spending time in 
the international trade industry and obtaining 
her U.S. Customs Brokerage License, she joined 
Boeing in 2001. 
 In addition to serving as a Governance Board 
member for the Supply Chain Risk Leadership 
Council, she also chairs the OSAC Women in 
Security Benchmarking subcommittee and is a 
member of the U.S. Department of Homeland 
Security (DHS) Critical Infrastructure Sector 
Coordinating Council. There, she aids in the 
identification, assessment, prioritization and pro-
tection of nationally significant manufacturing 
industries within the sector that may be suscep-
tible to manmade and natural disasters. 

 “I have had the opportunity to work with many 
industry groups to identify and develop best prac-
tices of which I’m incredibly proud of. One area 
in particular was the U.S. Customs and Border 
Protection (CBP) Customs Trade Partnership 
Against Terrorism (C-TPAT) Program’s recent 
initiative to revise the minimum-security criteria 
in order to ensure its members were responding 
to relevant and current threats. I was part of the 
subcommittee that was pulled together to work 
on these updates,” Provence says. “This was 

a massive effort, and I have 
applauded the program fre-
quently for their commitment 
to engaging the community 
on this endeavor.  The oppor-
tunity to work with experts 
from all aspects of the supply 
chain to identify current and 
future risks was nothing short 
of inspirational and innova-

tive. I feel like the outcome of that effort has had 
an astounding and positive impact on securing 
global supply chains and enabling the protection 
of the Homeland.”
 Throughout her career, Provence has learned 
that pursuing new opportunities outside of her 
comfort zone and seeking new ways to solve 
challenges has resulted in professional and per-
sonal growth. “During these times, I have found 
that I have built on each experience and have 
learned the most as a leader and security prac-
titioner,” she explains. “There have been many 
times where I may not have had all of the band-
width I thought I needed to ‘lean in,’ but once I 
started, I was so energized by the innovation and 
connecting with new people that more band-
width just seemed to appear.”
 Provence resides in Woodinville, Wash., 
with her family and their three-legged rescued 
Labrador retriever, Rebel.

Kirsten Provence
Senior Manager, Supply Chain 
Security, Program Execution & 
Organizational Executive Strategy & 
Business Operations 
The Boeing Company,  
Security & Fire Protection
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“I have had the 
opportunity to work 
with many industry 
groups to identify 
and develop best 
practices of which I’m 
incredibly proud of.”
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M
ark Reed embodies the spirit of a secu-
rity leader. Since he joined the Martin 
Luther King Jr. Community Hospital, 

he has fostered a collaborative team environ-
ment in support of operations and infrastruc-
ture. He spearheaded changes to the Hospital 
Preparedness Program and implemented a 
Quality Control Preparation Plan; coordinat-
ed Workplace Violence Program revisions; as 
well as established certification programs for the 
Security Department, resulting in a International 
Association for Healthcare Security and Safety 
(IAHSS) Program of Distinction Designation. 
 Reed says, “I am most proud of our Public Safety 
team being selected for the IAHSS Foundation 
Lindberg Bell for demonstrating outstanding 
healthcare security. We have been successful in 
implementing leading-edge security technologies 
while significantly improving our training and 
certification programs for staff which has shown a 
significant reduction in incidents.”
 As Director of Support Services, Reed's pri-
mary responsibility is to ensure a safe and secure 
environment for patients, staff and visitors. In 
addition, he oversees the security services, PBX, 
workplace violence prevention program, parking, 
investigations, emergency management program, 
and the Safety and Environment of Care depart-
ments. 
 Previously, Reed was security manager at 
Huntington Hospital, responsible for develop-
ment and oversight of the security management 
program for the main campus, immediate sur-
rounding properties and off-site facilities. 
 There, he oversaw inspection of the hos-
pital and grounds to ensure safety and secu-

rity was maintained at all times; and evaluation, 
planning and development recommendations 
regarding facility access control and alarm sys-
tems, infant security monitoring, and safety 
procedures to eliminate or reduce unsafe and 
hazardous conditions. 
 He was also chief of security and shift supervi-
sor/unit manager at CoreCivic and served in the 
U.S. Army Reserve as a Telecommunications 
Specialist and on Active Duty state in support of 
the Operation Iraqi Freedom in 2003.
 Reed possesses a plethora of certifications and 
designations demonstrating excellence, such 
as Terrorism Liaison Officer Joint Regional 
Intelligence Center, FEMA Professional 
Development Series Certification, Disaster 
Preparedness for Hospitals and Healthcare 
Organizations, InfraGard Infrastructure Liaison 
Officer, IAHSS Supervisor Certification, and 
ACA Certified Correctional Manager. 
 In addition to his responsibilities, Reed is 
involved in several community and profession-
al organizations, locally and across the nation, 
including Chair of the Safety and Security 
Committee for the Hospital Association of 
Southern California Security; as Board Member 
and LA/OC Chapter Chair of the International 
Association Healthcare Security and Safety; 
and  as ASIS International Greater L.A., Calif. 
Chapter Vice-Chair. In 2019, he was recog-
nized with an Outstanding Security Team 
OSPA award, presented at ASIS Global Security 
Exchange (GSX).
 “For future security professionals, I would 
encourage them to always work towards learning 
and staying engaged. Professional associations 
offer valuable training, education and network-
ing opportunities. They have been a key factor to 
staying innovative and allow the ability to discuss 
important technology, best practices and training 
with peers,” says Reed. 

Mark Reed
Director of Support Services
Martin Luther King Jr. 
Community Hospital
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F
or the past 12 years, Margaret Levine 
has been VP of Corporate Security at 
Bridgestone Americas, a leader in tire and 

rubber technologies, in Nashville, Tenn. In addi-
tion to leading an enterprise-wide security pro-
gram in identifying risks, reducing vulnerabilities 
and responding to crises across national and 
international locations, she also chairs Bridgestone 
Corporation’s Global Working Group on Risk 
Management and Business Continuity.  
At Bridgestone, the C-suite relies on Levine 
and the Corporate Security team to be an inte-
gral part of enhancing the company’s brand and 
protecting its employees, as well as physical and 
intellectual assets. To meet those expectations, 
Levine relies upon in-house resources, in addition 
to outsourcing in areas such as her guard force, 
technology design and certain investigative work. 
She also relies on colleagues and data from the 
State Department’s Overseas Security Advisory 
Council (OSAC)and the FBI’s Domestic Security 
Alliance Council.
 Outside of Bridgestone, Levine is a board mem-
ber of the International Security Foundation and  
Chairs OSAC’s Women in Security Council.  She 
is  the first woman to have served as president of the 
International Security Management Association.
 Levine has had previous roles as deputy direc-
tor of the Commission on Accreditation for Law 
Enforcement Agencies, and as senior advisor, 
Business & Operations Support and technical ser-
vices manager at Mobil Oil. There, she managed 
executive protection, crisis management, risk and 
threat assessment, and security support to opera-
tions in high-risk non-U.S. locations. 
 After Mobil Oil, she moved on to Capital One 

as director of global security and also led corporate 
security at Georgia Power Company, focusing on 
business strategy and proactive risk management. 
While there, she designed and implemented the 
company’s first enterprise crisis management pro-
gram.
 From redesigning the FBI’s Uniform Crime 
Report to building a global security department 
to leading security for Bridgestone Americas at 
the Rio Olympics, Levine has been part of many 
initiatives that have made a difference in the 
profession and the well-being of teammates and 
corporations where she has worked.  
 “One that stands out in particular is my role 
leading the design team for Mobil Oil’s Shared 
Services business strategy for expertise functions. 
Our team created the process through which the 
security, medical, aviation, EHS, legal and govern-
ment relations departments sold and delivered 
their services to company business units world-
wide. At the time, I had worked at Mobil for only 
a couple of months – this was my first job in the 
private sector,” Levine notes. “The assignment 
forced me to quickly learn the oil and gas industry, 
understand how Mobil operated its business and 
run a staff function like a business. I’m proud to 
have been a part of the effort that put Mobil in the 
forefront of companies transitioning to a shared 
services operating model.” 
 To be successful, she believes that security 
professionals should understand the culture and 
the C-Suite of their organization, now and as 
it evolves, and have the flexibility to adapt. “It 
doesn’t matter how talented you are, how much 
experience you have or how successful you’ve 
been. If you don’t have the awareness and ability 
to change, your credibility and track record may 
be tarnished because the programs, problem-solv-
ing and communication style that worked in one 
organization or under the leadership of one CEO 
may not work in the new paradigm,” she says.

Margaret Levine
Vice President,  
Corporate Security 
Bridgestone Americas, Inc.
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E
ric Sean Clay is Chief Security Officer 
at CoxHealth, a not-for-profit healthcare 
system based in Springfield, Mo., that com-

prises six hospitals and primary and specialty care 
providers in more than 80 clinics.
 Under Clay’s leadership, CoxHealth had the 
first three hospitals in Missouri to secure the 
IAHSS’s Program of Distinction recognition, 
the first in the state to issue NARCAN to its 
officers, to have a K-9 unit and to open a POST-
certified law enforcement/healthcare security 
training center. He has increased the number of 
female and minority officers, as well as started a 
uniform allowance for officers, increased wages, 
created a succession plan with clearly defined 
expectations, and looked for ways to increase the 
caliber of officers.
 Clay created CoxHealth’s training academy, 
which offers more than 140 POST-certified class-
es for the organization’s officers and law enforce-
ment officers. He mandates all CoxHealth’s 
officers to take IAHSS basic, advanced and or 
supervisory level classes. Another area Clay has 
made an immediate impact is in the area of work-
place violence on hospital staff and employees. 
Clay  sent 21 employees to a defensive tactics 
instructor school, where de-escalation, team tac-
tics and individual defense skills are taught. He 
also sent 60 officers to Crisis Intervention Team 
training to better assist staff and patients in emer-
gency departments and psychiatric units.
 During his career, Clay has worked for the St. 
Charles, Mo. Police Department, the Orlando, 
Fla. PD and the U.S. Federal Air Marshal’s 
Service.
 His career advice for future security and law 

enforcement professionals is, “We currently live 
in a distressing time where people seem polar-
ized and quick to express their outrage. People’s 
unwillingness to treat others with respect 
and civility make the role of security and law 
enforcement professionals more difficul and all 
the more important. Nice matters, more than 
ever. As the first line of defense for your orga-
nization or community, you will have people 
question you. How you respond to this behavior 
is a choice. Try to accommodate others by put-
ting yourself in their shoes. This will help you 
understand and appreciate their point of view. 
You don’t have to agree with their position, or 
even like it, but understanding it will definitely 
benefit you as you carry out your responsibilities. 
In our field, there is a tendency for self-isolation. 
It’s easy to develop an ‘us vs. them’ mentality. 
Try to avoid this. Rather than seeing problems 
as impediments to success, I would encourage 
you to view them as opportunities – to grow, 
improve things, or simply learn. Problems are 
inevitable. Changing your perspective forces 
you to constantly adapt and strengthen your 
problem-solving abilities.” 
 Clay adds, “Albert Einstein famously said, ‘I 
have no special talent. I am only passionately 
curious.’ As a lifelong learner, I would encour-
age future security and policing leaders to have a 
natural curiosity. If you’re always expanding your 
perspective and skills, you’re going to be success-
ful. That’s not to say you have to know every-
thing. Things change too rapidly for that. What 
worked yesterday won’t always work tomorrow. 
However, you can take what you have learned and 
build upon that to help develop ideas that build 
upon what previously worked.”
 Editor's Note: At the time of publication, Clay will 

be VP of Security for Memorial Hermann in Texas.

Eric Sean Clay
Chief Security Officer 
CoxHealth 

CORPORATE SECURITY



28 SEPTEMBER 2020 / SECURITY / SecurityMagazine.com

P
aul Lanois is Director of Technology, 
Outsourcing and Privacy at Fieldfisher, a 
European law firm with practices in many 

of the world’s dynamic sectors. Lanois provides 
guidance on information governance, data protec-
tion, privacy, cybersecurity and digitalization. In 
particular, he advises businesses on a wide range 
of domestic and international privacy compliance 
matters. He is a subject matter expert on cyber-
security matters,  including data breaches and 
incident response, risk assessments, policy devel-
opment and compliance with industry standards, 
such as the Payment Card Industry Data Security 
Standard (PCI DSS). 
 Before joining Fieldfisher, Lanois was vice presi-
dent and senior legal counsel at a leading interna-
tional bank, Credit Suisse, at its headquarters in 
Switzerland and later at its Hong Kong office. As 
in-house senior legal counsel, he advised the bank 
on various matters and spearheaded several ini-
tiatives, to include a global compliance program, 
cross-border matters, the bank's digital transfor-
mation initiatives and the launch of new online 
services and products.  
 In addition to being a cybersecurity pro-
fessional, he is also an attorney, qualified in 
California, New York and D.C., meaning he 
can advise both on cybersecurity requirements 
and on legal requirements such as the European 
General Data Protection Regulation (GDPR) 
and the California Consumer Privacy Act 
(CCPA).  
 “I have had the privilege to work on a wide 
range of different projects and initiatives, includ-
ing privacy and cybersecurity issues related to 
autonomous vehicles, new AI-enabled devices 

and applications, virtual reality (VR) and aug-
mented reality (AR) projects, blockchain ini-
tiatives, digital banking solutions and contact 
tracing apps,” he says.  
 Throughout his career, one of the projects 
Lanois is most proud of was in an area he did not 
expect: videogames. “I advised a game developer 
from a privacy and cybersecurity law perspective 
in relation to the implementation of an anti-
tamper and anti-cheat solution for an online 
multiplayer game,” he says. “I enjoy playing games 
and know how cheating can be an issue in today’s 
games, so it was interesting to help a game devel-
oper in their fight against tools designed by hack-
ers to inject a game with specialized code that 
changes how the game works and gives the user 
an unfair advantage over other players.”
 Lanois is a member of the International 
Association of Privacy Professionals' Education 
Advisory Board and CIPT Exam Development 
Board. In addition to holding several certifica-
tions, Lanois has received a number of awards, 
including the Association of Corporate Counsel’s 
Top 10 30-Somethings award and the ACC 
Advocacy Award. 
   “My advice for future security professionals 
is to always read and keep learning. There are 
many resources readily accessible online to help 
new security professionals get started on their 
journey. Never stop the learning process: get-
ting a cybersecurity job is not the end, but only 
the beginning of the journey. Cybersecurity is an 
area which is ever-changing, with the emergence 
of new technologies and new threats constantly 
arising or evolving, so it is important to always 
keep abreast of such new developments. Also, 
never assume that a shiny new tool acquired by 
your company can or will do your job for you 
and that you can just sit back and relax. A deter-
mined attacker will just find another way to get 
through,” Lanois says.

Paul Lanois
Director, Technology, 
Outsourcing and Privacy
Fieldfisher
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A
s Chief Cybersecurity Officer, Kurt John 
is responsible for overseeing the devel-
opment and implementation of cyber-

security strategy in Siemens’ largest market, the 
U.S. In this role, he oversees the coordination 
of cybersecurity for the enterprise’s products, 
solutions, services and infrastructure utilized to 
deliver value to Siemens USA’s customers.
 John serves as a member of the Siemens 
Cybersecurity Board, working alongside inter-
national colleagues to set strategy, address global 
challenges and evaluate actions to secure new 
cybersecurity opportunities. John is a member of 
the Virginia Chamber of Commerce's Innovation 
& Technology executive committee and was 
recently appointed to Governor Northam’s 
Virginia Innovation Partnership Authority.
  John has shared his expertise with many 
external bodies and consortiums includ-
ing the National Institute of Standards and 
Technology (NIST), contributing to the cyber-
security standard used by U.S. Government 
agencies. He has also provided guidance on key 
metrics that help track and improve cyberse-
curity to the U.S. Government Accountability 
Office and provided input on cybersecurity 
legislations. He has informed the UN Under-
Secretary-General’s office on the industry’s 
perspective in addressing global cybersecurity 
policy challenges, and worked with other large 
organizations including the Council on Foreign 
Relations and the University of Pennsylvania in 
communicating the importance of cyber norms 
for society. 
 John is a proponent of engaging sections of the 
workforce that are uniquely positioned to help 

address the cybersecurity skills gap. As a result, 
he has mentored several individuals and groups 
including Waukegan High School Students in 
the Chicago, Ill. area, teaching the importance 
of staying the course and how to face adversity. 
He has mentored Columbia University Masters 
students on applying what they have learned to 
the private sector and also mentored students 
from a variety of universities through the Atlantic 
Council on how to apply cyber policy to multi-
national and geopolitical challenges. He also 
holds several professional certifications in the 
field of cybersecurity. 
 His advice to future security professionals 
is to think big, then think bigger. “All of our 
workstreams today are becoming more inter-
connected, and it is inevitable that a ripple 
in one area will impact another. We learn the 
skillsets and tools we need to approach our 
discipline methodically; however, your mindset 
should attempt to take in the broadest context 
with a predisposition to collaboration across 
multiple domains. Security, both cyber and 
physical, will always have overarching busi-
ness impacts. The sooner we can anticipate and 
understand those impacts, the better off the 
business will be.”
 Throughout his career, he is most proud of 
driving and implementing a collaborative culture 
that prioritizes proximity to his customers and 
responsiveness to needs. He says, “Technology 
and other aspects of our lives are moving so fast 
that we can sometimes feel overwhelmed. Strong 
cross-functional teamwork with an eye to the 
future is how we navigate the technological and 
ethical challenges we face. I believe that leaders 
in the field of cybersecurity need to emphasize 
collaboration, not only in their teams, but across 
all business functions to ensure we bring a myriad 
of perspectives to the table when taking on new 
challenges.”

Kurt John
Chief Cybersecurity Officer, 
Siemens USA
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J
oyce Hunter is the Executive Director of 
the Institute for Critical Infrastructure 
Technology (ICIT), a nonprofit cyber-

security and technology think tank. There, she 
is responsible for building and executing ICIT's 
mission of improving national security, increas-
ing public and private sector cyber resiliency, and 
modernizing critical infrastructures.
 U.S. President Barack Obama appointed 
Hunter as the deputy chief information officer 
for Policy and Planning at the Department of 
Agriculture (2013-2017) and as the acting chief 
information officer from March 2016 to July 
2016. An MBA holder from the Wharton School 
of Business, Hunter is a strategic-doer who over-
saw the Department’s IT investment portfolio of 
$4.1 billion and provided executive leadership in 
IT governance, portfolio management, IT policy, 
workforce planning and enterprise architecture.
 With more than 30 years’ experience in the 
information technology industry, Hunter dem-
onstrates a strong ability to build and sustain 
relationships with public and private stakehold-
ers, and to develop and lead innovative projects 
and inter-agency initiatives. Prior to her federal 
appointment, Hunter was the CEO of Vulcan 
Enterprises, a strategic management consulting 
organization, where she also provides executive 
coaching and IT advisory services.  
 Hunter has been honored numerous times 
as a technology executive, receiving the Joseph 
A. Wharton award and the Roy L. Clay Sr. 
Technology Pinnacle Award for being one of 
the 50 most important African-Americans 
in technology. She is on the Dean’s Advisory 
Council for Villanova University, sits on multiple 

industry boards and is active in several philan-
thropies focused on advancing STEM and data 
science education. She is also published in The 
Handbook of Federal Government Leadership 
and Administration: Transforming, Performing 
and Innovating in a Complex World.
 She is passionate about advancing a digital 
future. She says, “It’s a significant issue for 
educators, cyber experts and our future cyber 
leaders. The rapidly evolving challenges are 
what makes it such an exciting time to work in 
our fields of data protection and cybersecurity. 
Cybersecurity professionals have never been 
in more demand, and training and capabilities 
are essential.  By understanding the informa-
tion lifecycle, from collection to storage, to 
destruction; by taking a privacy and security 
and testing by design approach; and recogniz-
ing the human element in how we interact with 
data, future cyber leaders will be well equipped 
to help take us into a safe and people-centered 
digital future.”
 Hunter is most proud of the creation of the 
Data Science Camp in 2014 while she was the 
Deputy CIO for Policy and Planning at USDA 
for underserved and underpresented youth. 
“Science Technology Engineering Agriculture 
and Math (STEAM) has just completed its 
sixth year and is designed to deliver an immer-
sive, two-week-long, design thinking, project-
based and team-focused learning experience 
for high school students. The program’s goal 
is to help these students build familiarity and 
hands-on competence with the approaches, 
tools and analytical techniques relevant to 
harnessing the power of open data on criti-
cal issues related to food and agriculture in 
the Washington, D.C. and Sacramento, Calif. 
areas,” she says. There are additional camps 
forthcoming with concentrations in energy, 
athletics and architecture.

Joyce Hunter
Executive Director 
The Institute for Critical 
Infrastructure Technology
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Not since the introduction of IP cameras and NVRs has the security industry 

seen the amount of change that is coming. In the way that Netflix toppled 

Blockbuster, GSaaS is taking off  and poised to take over the industry. GSaaS 

holds the promise of proper consistent global configuration of security systems, 

more reliable integrations to other systems across the enterprise, more eff icient 

responses, easier scalability, and more reliable hardening because of one 

holistic ecosystem. Join this webinar to understand why people are making the 

shift, what it takes to make it happen, how to avoid common pitfalls, and why 

those that do it quickly will be better off  for it.

LEARNING OBJECTIVES:

1. Identify the benefits and challenges of security on premise, in the right cloud, and 

the wrong cloud.

2. Assess and vet the performance of a GSaaS provider.

3. Explain the concepts needed to transition into working with an IT world and move 

to a GSaaS model.

4. Assess whether GSaaS is the right model for your organization.

SPEAKERS

Pierre Trapanese
CEO
Northland Controls

Rob Kay
Global Director of 
Professional Services
Northland Controls

Watch live on September 30, 2020 or anytime On-Demand at

SecurityMagazine.com/Webinars

SPONSORED BY

NORTHLAND
C O N T R O L S

SEPTEMBER 30, 2020 AT 2 PM EDT

Global Security 

as a Service (GSaaS): 

The Disruption Shaping 

the Future of Security

Earn: 0.1 IACET CEU – BNP Media is authorized by the IACET to offer 0.1 CEU for this program.
Participants completing this course may be eligible to receive Continuing Professional Education 
credit or CPEs toward ASIS re-certification.
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S
ince being named FedEx CISO in January 
of 2018, Gene Sun has been guided by the 
principle that the most important factor in 

any cybersecurity program is trust. He has found 
that this trust has given him a license to oper-
ate with the FedEx C-Suite, his business peers, 
the Global Information Security team and the 
500,000 FedEx team members around the world. 
Sun is responsible for securing digital assets and 
ensuring business continuity for the $69 billion 
global transportation and logistics company. He 
provides global leadership and strategic direction 
for information security, risk management and 
regulatory compliance. 
 Sun has expanded the influence of the CISO 
role at FedEx by initiating quarterly briefings 
with his executive peers throughout the FedEx 
enterprise. He knows how important it is for 
business and IT executives to work collaboratively 
to create more transparency and understanding 
throughout the company about the technologies 
and processes that are most effective for protect-
ing critical business information. He uses this 
collaborative approach to convene business and 
IT leadership, along with subject matter experts, 
to develop and launch enterprise programs such 
as Zero Trust and the Global Segmentation of 
Enterprise Networks.
 The trust the FedEx enterprise has in Sun is key 
as the cybersecurity landscape continually chang-
es and requires constant evaluation of threats, new 
technologies and emerging innovations to protect 
the company. FedEx leadership has empowered 
Sun to deliver bold, game-changing solutions. 
Sun in turn empowers his team to do the same. 
For his organization, Sun has a singular vision, 

and he sets aspirational goals that challenge his 
team members to “stretch their security muscles” 
to meet the escalating trajectory of cyberattacks 
and threats. He regularly makes time for mentor-
ing team members, and encourages his organiza-
tion to learn and develop opportunities. 
 Sun has a vast knowledge of FedEx through 
his work in various areas, and he encourages his 
team members to do the same. To be successful 
within the cybersecurity profession, Sun says, 
“Go outside of your comfort zone by broadening 
your career experience beyond the cyber exper-
tise. Before I moved to information security, for 
instance, I gained experience as a sales engineer, 
network administrator/web master and applica-
tion developer. It is important to be able to speak 
‘other languages’ and look at the larger picture 
beyond security to establish personal credibility. 
Those experiences will enable you to see how 
security should be integrated within the business 
and to make better risk decisions.”
 Sun is a thought leader in the areas of cyber 
defense, digital transformation, the evolving 
CISO role, risk management and the importance 
of public-private partnerships. He is also a found-
ing member of a cross-industry private sector 
collaborative group that focuses on global privacy 
and technology regulations. 
 Throughout his career, Sun is most proud of 
gaining support for the FedEx global cloud strat-
egy. “This large, multi-year program enabled the 
company to take advantage of rapid innovation, 
agility, economic value and reduce our informa-
tion risks at the same time,” he says. 
 Sun is a member of the Google CISO Advisory 
Board, a board member of the Open Networking 
User Group (ONUG) and an advisory member 
for Herf College of Engineering at the University 
of Memphis. He is a four-time recipient of the 
FedEx Five Star Award, the most prestigious 
award an employee can receive. 

Jinyu (Gene) Sun
Corporate Vice President, 
Information Security - Chief
Information Security Officer 
FedEx Corporation
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Open enrollment for Mission 500’s 500 

Club is now open. Join us to raise funds 

via virtual events for children and families 

in need across America.

It’s easy! Participate in one of the virtual 

events already organized online or create 

your own. Then set up a personalized fundraising page you can send to friends and family to 

get their support, and promote through your own social media channels. And if you require 

assistance, we are here to help. 

Visit Mission500.org for more information. #M500Club

Supporting Families Across AmericaSupporting Families Across America

Join the Mission 500 Club 
Virtual Fundraising Drive

Here are some ideas: Customize a fundraising page 

with your story and goals!

Promote your event via 

social media. We’ll help too!Running

Walking

Karaoke

Cycling

Jump Rope

Etc.

Choose or create 
an event

Set-up a 
fundraising page

Get friends and 
family to participate
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Institute and SCVX; a co-chair of Art into 
Science: A Conference on Defense; IANS fac-
ulty member; and a visiting fellow at the National 
Security Institute.
 Previously, Yu led the FS-ISAC Measurements 
and Metrics Working Group to develop a unified 
corpus of measurements to consistently measure 
security posture and derive useful cyber risk met-
rics for executive level reporting. He co-chaired 
OASIS OpenC2 (a security standards group) to 
support interoperability of defensive technologies 
enabling machine-level speed for response actions.  
 “My career advice would be to have a security 
mindset that is intensely curious and willing to 
poke holes in the status quo. However, this must 
be done in the name of improvement. For every 
hole that you poke, don't just point it out, but 
be ready to roll up your sleeves and take concrete 
steps to make it better. It is easy to throw a brick 
through a window and blame the window engi-
neer for bad design or for its inherent vulnerabili-
ties. It's much harder to help the engineer build a 
better window that can withstand that brick and 
still let in light,” Yu says. 
 Yu is most proud of the cybersecurity intern-
ship programs that he led over the last decade. 
“Through these efforts, I had the opportunity to 
shape the career trajectories of over 500 interns 
and equip them with skills to tackle the many 
challenges we face in the cybersecurity industry,” 
he notes. “We often lament that we do not have 
enough qualified and diverse cybersecurity profes-
sionals to fill the hiring pool. I take pride in mak-
ing meaningful contributions to this long-term 
talent pipeline and helping future cybersecurity 
experts find solid footing in cybersecurity.”
 To do his part during the pandemic, Yu is a vol-
unteer for Project N95, an organization connect-
ing healthcare providers with manufacturers and 
suppliers of critical equipment. When he is not 
helping his community, he enjoys playing board 
games and video games with his children.

A
s the CISO-in-Residence of YL Ventures, 
a cybersecurity-focused venture capital 
firm, Sounil Yu provides entrepreneurs 

first-hand insights into product development, cus-
tomer needs and how global enterprises evaluate 
cybersecurity vendors and their solutions pre- and 
post-investment. 
 Previously, Yu served as Bank of America’s 
chief security scientist, where he led a cross-
functional team of experts dedicated to driving 
cybersecurity innovation. There, he pioneered 
the organization’s adoption of FAIR, a quantita-
tive cyber risk analysis methodology, to enable 
the team to understand and evaluate risk more 
effectively. He also served as the University 
Dean for Bank of America’s internal training 
and education program and served as the execu-
tive sponsor for DevCon, an internal Bank of 
America conference.
 Yu’s most influential business accomplishment 
is the creation of his Cyber Defense Matrix, 
a framework for understanding and navigating 
the cybersecurity landscape. He has developed 
use cases that make the Cyber Defense Matrix 
practical for many purposes, such as rationaliz-
ing technology purchases, defining metrics and 
measurements, and identifying control gaps and 
opportunities. Elements of the Cyber Defense 
Matrix have been incorporated into the Center 
for Internet Security’s (CIS) Top 20 Critical 
Security Controls and has also been adopted by 
the OWASP Foundation. He also developed the 
DIE Resiliency Framework (a.k.a. DIE Triad), 
which advocates for three paradigms (Distributed, 
Immutable and Ephemeral) to replace the CIA 
Triad. Yu is also a board member for the FAIR 

Sounil Yu 
CISO-in-Residence 
YL Ventures
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Organizations and agencies must adopt new technologies to keep their 

most important assets safe. For security professionals, filtering through the 

massive amounts of disparate data is overwhelming. Detecting critical events, 

uncovering patterns, and then communicating action is a clear challenge.

Currently, most organizations are not taking advantage of time series data using 

a multi-layered platform approach. Analyzing real-time data from disparate 

layers is greatly enhanced using advanced geo-temporal techniques.

In this webinar, we will show a variety use cases to help you understand how 

easily you can enhance the safety and security of your most important assets.

LEARNING OBJECTIVES:

• Improve the physical security of your organization with anomaly detection and 

pattern recognition.

• Leverage your current data streams through a multi-layered operational view.

• The benefits of using secure cloud technology as a data warehouse.

• How to provide operations and security staff  a complete operational picture to 

reduce response time.

SPEAKER

Craig Johnston
VP of Business 
Development & Sales
Live Earth

Watch live on October 8, 2020 or anytime On-Demand at

SecurityMagazine.com/Webinars

SPONSORED BY

OCTOBER 8, 2020 AT 11 AM EDT

How to LeverageHow to Leverage
Multi-LayeredMulti-Layered

Time Series Data Time Series Data 
for Improved Securityfor Improved Security
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T
yne Truong is an Assistant Special Agent 
in Charge for the U.S. Department of 
Homeland Security (DHS), Homeland 

Security Investigations (HSI) National Security, 
Counterterrorism and Counterproliferation/
Export Control Investigations Division. He is a 
proactive security leader with experience across 
law enforcement, government operations, defense 
and intelligence, working with stakeholders in 
private and public sectors for the delivery of inno-
vative security solutions. 
 The best advice he can give is to know the 
important difference between a “leader” and a 
“manager/supervisor,” he says. “Understanding 
that although both aspects are important for the 
success of the enterprise, it is good leadership that 
will have the most profoundly positive influence 
on that organization’s culture and its long-term 
effectiveness. Once you realize that you lead peo-
ple and you manage ‘things and processes,’ you 
can accordingly frame the challenges that you’ll 
encounter, no matter how adverse, to achieve 
the best business-aligned security outcomes for 
your organization. I truly believe the conse-
quences of positive or negative leadership styles 
are that much more amplified for security and 
law enforcement personnel tasked with protecting 
people, assets and organizational reputation.”
 After entering the DHS post-9/11, and serving 
in HSI, the U.S. Department of the Treasury, and 
U.S. Customs Service, Truong deployed project 
management methodologies on an enterprise 
level, and created and implemented national pol-
icy with an enterprise-wide grasp on threat and 
vulnerability.
 This is something Truong is proud of. 

“Architecting and authoring new global poli-
cies from the ground up for DHS shortly after 
its founding, I’m proud of having transformed 
disparate legacy agency policies governing global 
security, investigations and strategies into new, 
cohesive and operationally effective ones that have 
facilitated thousands of successful law enforce-
ment operations, investigations and security out-
comes for the newly formed department. I’ve had 
the honor of leading some of the best people in 
law enforcement during the deployment of these 
new guidelines in operational settings and along 
the way, managed some of the most successful 
national security and public safety campaigns for 
our agency.”
 Truong served as a National Program 
Manager for the agency's National Undercover 
Operations Unit and was responsible for being 
a national policy developer, writer and imple-
menter for enterprise risk, critical incident man-
agement, operations security and investigations 
oversight of the agency's worldwide under-
cover operations enterprise. Today, he leads the 
agency's counterproliferation and export control 
program in Los Angeles to ensure robust out-
reach to community and security industry lead-
ership regarding export violations of controlled 
technologies and materials, oftentimes within 
the defense industrial base. 
 Throughout his career, Truong has paid it 
forward when it comes to mentoring his col-
leagues and staff. A number of the individu-
als whom he has mentored have themselves 
become executive managers at both the agency 
headquarters and field levels. Based on his 
service and accomplishments, he has been hon-
ored with the DHS Secretary’s Meritorious 
Service Award and Director’s Excellence in Law 
Enforcement Award. He is a Distinguished 
Homeland Defense Fellow at the National 
Defense University.

GOVERNMENT

Tyne Truong
Assistant Special  
Agent in Charge 
U.S. Department of Homeland 
Security, Homeland Security 
Investigations 



Contact Katie to order: 248-244-1275 or zarrillik@bnpmedia.com
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Stay up to date with valuable training materials  
for security professionals from Security

A. Effective Security Management, 7th Edition - $93.00

Effective Security Management, 7th Edition teaches practicing 
security professionals how to build their careers by mastering the 
fundamentals of good management. Charles Sennewald and Curtis 
Baillie bring common sense, wisdom and humor to this bestselling 

introduction to security management.

C. Cyber Strategy: Risk-Driven Security  
and Resiliency - $132.00

Cyber Strategy: Risk-Driven Security and Resiliency provides a process 
and roadmap for any company to develop its unified Cybersecurity 
and Cyber Resiliency strategies. It demonstrates a methodology for 
companies to combine their disassociated efforts into one corporate 
plan with buy-in from senior management that will efficiently utilize 
resources, target high risk threats, and evaluate risk assessment 
methodologies and the efficacy of resultant risk mitigations.

D. GSEC GIAC Security Essentials Certification  
All-In-One Exam Guide, 2nd Edition - $63.00

GSEC GIAC Security Essentials Certification All-in-One Exam Guide, 2nd 
Edition provides learning objectives at the beginning of each chapter, 
exam tips, practice exam questions, and in-depth explanations. Designed 
to help you pass the exam with ease, this authoritative resource also 
serves as an essential on-the-job reference.

B. Understanding Homeland Security: Foundations  
of Security Policy - $154.00

Understanding Homeland Security is a unique textbook on homeland 
security that blends the latest research from the areas of immigration 
policy, counterterrorism research, and border security with practical 
insight from homeland security experts and leaders such as former 
Secretaries of the Department of Homeland Security Tom Ridge and 
Janet Napolitano.
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R
ebecca Morgan is the Chief of Insider 
Threat Division at the Center for 
Development of Security Excellence, 

Defense Counterintelligence and Security 
Agency (DCSA). In this position, she coordi-
nates training, awareness, professional develop-
ment, education, research outcomes and public 
outreach efforts in support of the counter insider 
threat mission for U.S. Government, cleared 
industry and critical infrastructure sectors. 
 Morgan established the Insider Threat 
Division and developed and directed insider 
threat practitioner training, national public out-
reach and general workforce awareness cam-
paigns. In addition to successfully initiating the 
first national Insider Threat Awareness Month, 
she designed and delivered Insider Threat 
Program requirements and products result-
ing in DCSA being named in Department of 
Defense (DoD) and federal policy, directives 
and memoranda. She implemented the pro-
gram by leading a team of technical experts 
in support of counter Insider Threat efforts 
throughout the DoD, Intelligence Community 
and federal agencies.
 She is proud of her efforts to develop public 
outreach for insider threats, leading to creation 
of the mobile application Insider Threat Sentry, 
which provides training, awareness and  resources 
to support security practitioners. 
 “We've been able to educate the general public 
and federal and private industry workforces on 
the true role of insider threat programs, which 
are designed to deter, detect and mitigate risk of 
trusted insiders, while protecting the privacy and 
civil liberties of the workforce,” Morgan says. 

 Previously, Morgan served as a special agent 
and counterintelligence specialist with the 
Defense Security Service; an intelligence opera-
tions specialist with the DoD Counterintelligence 
Field Activity; the senior Intelligence Analyst 
of Foreign Supplier Assessment Center; and 
an instructor at the Joint Counterintelligence 
Training Academy. 
 In addition, Morgan is a mentor for Girl 
Security, an organization that is building a pipe-
line for girls and young women in national secu-
rity through learning, training and mentoring 
support. She also mentors new security and coun-
terintelligence practitioners. 
 To anyone that is starting out in their career, 
Morgan recommends being open to new expe-
riences, cross-training and opportunities for 
joint duty or short-term assignments. “Having a 
strong base of knowledge in multiple areas pro-
vides individual career flexibility and improves 
the efficacy of national security programs. 
Throughout my career, I have held a number 
of positions in a variety of discipline areas. I 
have supported personnel security, industrial 
security, counterintelligence, research and tech-
nology protection, critical infrastructure protec-
tion, supply chain risk management and insider 
threat in positions ranging from investigations 
to analysis to operations to program manage-
ment. Having this breadth of knowledge has 
helped me to be a more effective practitioner 
within the intelligence and security communities 
and develop a broad network of reliable profes-
sionals whose support has been critical in the 
implementation of various initiatives.”  
 Morgan's was named the CI Educator of the 
Year by the Director of National Intelligence and 
honored as a DoD “Unsung Hero” by Secretary of 
Defense William Cohen.

Rebecca Morgan
Chief Insider Threat Division 
Center for Development of 
Security Excellence (CDSE), 
Defense Counterintelligence 
and Security Agency (DCSA)
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C
armen Best will retire as Chief of the 
Seattle, Wash. Police Department (SPD) 
on September 2, 2020. As Police Chief, 

Best managed 1,400 police officers and was in 
charge of maintaining court-ordered reform to 
limit excessive police use-of-force and improve 
relationships with the local community. She 
was the first African-American woman to lead 
Seattle’s police department. 
 Born and raised in Tacoma, Wash., Best gradu-
ated from Lincoln High School in 1983. After 
high school, she attended Eastern Washington 
University, then joined the U.S. Army and served 
three years in South Korea. In 1989, Best left the 
Army to work as Account Processor at Aetna 
Insurance, where she then enrolled in the police 
academy.
 For 26 years at the police department, Best 
served in roles, including patrol, school safety and 
media relations, patrol supervisor, watch com-
mander and operations lieutenant. 
 Prior to assuming the role of Chief of Police 
on August 13, 2018, Best was Deputy Chief, 
where she oversaw the Patrol Operations, 
Investigations and Special Operations Bureaus, 
as well as the Community Outreach section. 
Although there have been nationwide protests 
against police after the death of George Floyd 
while in police custody in Minneapolis, Minn. 
as well as divide over policing and budget cuts 
to the police departments, Best was one of the 
first  police chiefs to describe Floyd’s death as 
murder. 
 Recently, the Seattle Police Department created 
the Collaborative Policing Unit, which encour-
ages community partnerships – something she is 

most proud of.  “The SPD is not apart from, but a 
part of the City and its people. We also now focus 
many of our recruiting efforts on the neighbor-
hoods of Seattle, so that increasing numbers of 
our new officers come from the diverse communi-
ties we serve,” Best said.
 In addition, Best has completed training at 
the Senior Management Institute for Police, the 
FBI National Executive Institute (NEI), the 
FBI National Academy, the Criminal Justice 
Executive Leadership Academy and the Major 
Cities Chiefs Association Police Executive 
Leadership Institute. She holds a Master of 
Science in Criminal Justice from Northeastern 
University.
 Best also serves as Chair of the Human and Civil 
Rights Committee (HCRC) for the International 
Association of Chiefs of Police (IACP) and the 
IACP Board of Directors, serves on the National 
Law Enforcement Exploring Committee, and is 
a member of the National Organization of Black 
Law Enforcement Executives (NOBLE) and 
the National Latino Police Officers Association 
(NLPOA). 
 In 2015, Best received the Newsmaker of the 
Year award from the Seattle Black Press. In 2019, 
she received the Vision from the Mountaintop 
award from Urban Impact for her commitment to 
justice and community. She was also awarded the 
Ellis Island Medal of Honor, which recognizes 
individuals for accomplishments in their field and 
contributions to society.
 “Police work is never done,” notes Best. 
“Officers must continuously improve public safety 
methods and embrace innovation.  Law enforce-
ment professionals must also have a growth 
mindset because new challenges are always being 
presented.  Be as ready as you can be for whatever 
may be coming, and be willing to pivot.”

Chief Carmen Best
Chief of Police
Seattle Police Department 
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P
aul Abbate currently serves as the 
Associate Deputy Director, a position in 
which he is responsible for the manage-

ment and oversight of all U.S. Federal Bureau of 
Investigation (FBI) personnel, budget, adminis-
tration and infrastructure, as well as the inspec-
tion and insider threat programs. 
 Abbate began his FBI 
career as a special agent in 
March 1996, assigned to 
the New York Field Office, 
where he worked in the 
Criminal Division and served 
as a member of the SWAT 
team. In 2003, he joined the 
Counterterrorism Division as 
a supervisory special agent 
overseeing FBI operations in 
Iraq. During his career, Abbate 
has led the counterterrorism 
program in various positions 
and has served in leadership roles on the Joint 
Terrorism Task Forces of the Los Angeles and 
Newark, N.J. Field Offices. Abbate has also led 
FBI operations overseas while deployed in Iraq, 
Afghanistan and Libya. 
 In 2012, Abbate was appointed special agent 
in charge of counterterrorism at the Washington, 
D.C. Field Office and in 2013, the special agent in 
charge of the Detroit Field Office. In September 
2015, he was appointed assistant director in 
charge of the Washington Field Office, where 
he served until his appointment as the execu-
tive assistant director for the Criminal, Cyber, 
Response and Services Branch in December 2016. 
In this capacity, Abbate oversaw all FBI criminal 

and cyber investigations worldwide, international 
operations, critical incident response and victim 
services. 
 “From an FBI perspective,” says Abbate, “I’m 
most proud of the hard work that our people 
do day in and day out, 24/7, to keep others 
safe from harm and protect our country – par-
ticularly as they’ve worked tirelessly to overcome 
the challenges present in the current operating 
environment. They have shown tremendous agil-
ity and resilience in carrying out our mission, 
while everyday life and work have been altered 

in unimaginable ways by the 
ongoing pandemic. From a 
programmatic viewpoint, one 
of our most significant stra-
tegic advancements has been 
the development of our Insider 
Threat Office over the past 
several years. We have made 
tremendous progress toward 
putting in place effective inter-
nal measures to protect our 
people, information and facili-
ties from the myriad of threats 
we face every day.” 

 For those aspiring to a career in security or 
law enforcement, he says it’s essential to always 
remain vigilant and stay focused on effectively 
countering the most severe and immediate threats 
at a tactical level, while never losing sight of the 
broader strategic horizon. Abbate adds, “These 
dual objectives are best accomplished through 
relentless engagement, communication, collabo-
ration and teamwork. The mission is best served 
by working hard to protect people from the ter-
rorism, cyber, criminal and foreign intelligence 
threats we face today, while simultaneously adapt-
ing, innovating and offering a vision for the future 
in order to stay ahead of emerging threats and 
outpace adversaries.” 

GOVERNMENT

Paul Abbate
Associate Deputy Director
Federal Bureau of Investigation 
(FBI) 

“We have made 
tremendous progress 
toward putting 
in place effective 
internal measures to 
protect our people, 
information and 
facilities from the 
myriad of threats we 
face every day.”
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P
aul Goldenberg is a highly decorated 
law enforcement and national security 
professional. He was a co-founder of 

Secure Community Network, the nation’s first 
Department of Homeland Security (DHS) 
and ASIS-recognized faith-based information 
sharing center, which has developed many of 
the security industries standards for faith-
based security. Through his work as a member 
of the DHS Advisory Council, he has played a 
key role in setting domestic and international 
policy for the legislation and investigation of 
hate crimes, insider threat, countering violent 
extremism, information sharing, cybersecurity 
policy and establishing and managing public-
private partnerships across the world.
 Goldenberg led the efforts of the 2019 
Subcommittee for the Prevention of Targeted 
Violence Against Faith Based Communities. In 
2018 and 2019, he co-chaired the National Cyber 
Security and Foreign Fighter Task Forces. His 
public career includes more than two decades as 
a former senior official for the New Jersey State 
Attorney Generals Office, and commissioner/
director of one of the nation’s largest social service 
and juvenile justice systems. 
 During the 1990s and in the wake of highly 
publicized incidences of domestic terrorism 
and hate crimes, Goldenberg was appointed 
the nation’s first statewide Chief of Office 
for bias crimes, domestic terrorism and state 
community relations efforts. “What I am most 
proud of is that enforcement was only a minor 
part of our mission. We directed much of our 
efforts towards the advancement of programs 
focused on building trust between the most 

vulnerable groups among us and the police and 
security professionals who serve them. These 
included groundbreaking community policing 
programs based on cooperation and informa-
tion sharing. Our team traveled to more than 
20 states and 12 countries where we shared our 
works with academia, state and national police 
services and NGOs. And that, in turn, led me 
to my work as a senior fellow with the Rutgers 
University Miller Center for Community 
Protection and Resilience and as liaison to the 
University of Ottawa where we continue these 
efforts today.” 
 Goldenberg has received numerous honors 
while working as a law enforcement officer in 
urban Essex County, N.J. In addition, he served 
as a deep undercover agent for the South Florida 
Strike Force and was awarded Florida's citation 
for valor: Officer of the Year. 
 “Throughout my career, I've had the privi-
lege of working within a variety of roles in 
the law enforcement and transnational secu-
rity profession. I had a rare opportunity the 
last four decades to witness the transforma-
tion of American policing and security  in all 
its manifestations,”  Goldenberg says. “The 
progression and soul searching underway since 
George Floyd's death will be difficult for some 
– nonetheless, galvanizing for others. A success-
ful career is no longer judged on the number of 
arrests one makes, how many doors you hit in 
pursuit of the bad guy, or the number of tickets 
issued. Where most aspiring law enforcement 
and security professionals may once have been 
drawn to the exploits of SWAT, anti-Crime and 
or narcotics enforcement  – the newly minted 
officers will need to be more focused on com-
munity policing, building trust, engagement 
and taking on the role as agents of social change 
through their actions and commitment to the 
communities they serve.” 

SPECIAL RECOGNITION

Paul Goldenberg
CEO 
Cardinal Point Strategies
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An experienced nonprofit leader who 
specializes in startups, turnarounds and 
leadership coaching, Peggy O’Neill has 

over 35 years of experience working with non-
profit boards.

O’Neill began her career in real estate and 
financial services. Her nonprofit expertise began 
at the Whitby School in Greenwich, Conn., 
where she created internal control procedures 
and new revenue streams to transform the 
school’s financial position and eliminate an 
operating fund deficit. From 2007 to 2013, she 
served as executive director of Baltimore’s Irvine 
Center, an environmental education organiza-
tion. She successfully led Irvine through many 
difficult transitions including the construction of 
a new facility and financial challenges to elimi-
nate an operating deficit and create a thriving 
nonprofit. Now, as Executive Director of ISF, 
O’Neill is responsible for securing funding from 
the private sector to support the programs of the 
Overseas Security Advisory Council (OSAC) 
of the U.S. Department of State, Bureau of 
Diplomatic Security. This requires O’Neill to 
fundraise and raise awareness about how ISF 
helps promote and market OSAC and the value 
that OSAC’s programs serve. “It is also impor-
tant to create and maintain a healthy partnership 
between the ISF and OSAC as this model is 
unique,” she says.

For O’Neill, working in the nonprofit sector 
allows her to have a mission that guides all of 
her work and responsibilities. “It’s a rallying and 
a passion point for people to come together to 
create something for the better good. For the 
security sector, it’s very rewarding knowing that 

the ISF is really making a difference in support 
of the exchange of security information through 
OSAC, which helps to keep Americans safe 
overseas. But it’s also personal. My late brother, 
Master Sgt. Patrick J. Mangan, was a Marine, 
and I always admired his service. When I lost 
him in 2001 (not in active duty), I really wanted 
to do some type of work to honor his commit-
ment to our country. Working for the ISF rang 
true to me,” she says.

At ISF, she has spearheaded and created the 
institution’s infrastructure, fundraising program 
and website and grew its staff. Through successful 
programs that include a highly anticipated annual 
fundraising event, the ISF has funded more than 
200 OSAC programs.

“My work at Irvine was a challenging experi-
ence navigating through the 2008 economic 
downturn,” she says. “But to bring all my expe-
rience and skills in fundraising, finances and 
programming to create something of real value 
– especially wearing many hats in the ISF’s ear-
liest days – is very rewarding. I am quite proud 
of seeing how the ISF has been embraced so 
passionately by the community OSAC serves 
and to see the ISF grow from its founding in 
2011.”

O’Neill adds she is often surprised by the 
resiliency of the security community. “OSAC 
members freely and genuinely share best 
practices. It’s about keeping people safe. The 
strength of the community and the work that 
the ISF does to support the OSAC network 
have been an incredibly strong experience. I 
would encourage all security and law enforce-
ment professionals to embrace that network 
and get involved. Reach out to the Outreach 
and Engagement Unit OSACCCO@state.gov 
for information.”

SPECIAL RECOGNITION

Peggy O’Neill
Executive Director
International Security 
Foundation (ISF)
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Paul Timm is Vice President of Facility 
Engineering Associates (FEA), which 
helps support and provide owners and 

managers with progressive and innovative solu-
tions to facility lifecycle challenges. He is a 
national acclaimed expert in physical security, 
a board-certified Physical Security Professional 
(PSP), and is a professional dedicated to helping 
people make their places of employment safer 
through education and sharing best practices. 

In his position at FEA, Timm specializes in 
school security, campus security, church secu-
rity, library security, parks and recreation security, 
school safety, emergency planning, expert witness, 
crisis management and staff training. 

For more than 17 years, Timm was owner and 
president of RETA Security, Inc., a non-prod-
uct affiliated, family-owned firm focused on the 
education market, acquired by FEA in January 
2017. At RETA Security, he provided indepen-
dent physical security assessments, training, and 
technical assistance to schools, campuses and 
businesses nationwide. He also assisted admin-
istrators with loss prevention, risk management 
and emergency planning services. 

Timm is also a keynote speaker working with 
Kirkland Productions through Safe and Sound 
Schools, a national school safety non-profit 
founded by Sandy Hook parents. There, Timm 
works to deliver crisis-prevention, response, and 
recovery programs, tools and resources to educate 
members of the school community, from students 
and parents, to teachers and administrators, to 
law enforcement and local leaders. 

In addition to vulnerability assessment exper-
tise, he is a School Crisis Assistance Team vol-

unteer through the National Organization for 
Victims Assistance (NOVA). He is certified in 
Vulnerability Assessment Methodology through 
Sandia National Laboratories and the ALPHA 
vulnerability assessment methodology. He serves 
on ASIS International’s School Safety & Security 
Council, the Campus Safety Conference advisory 
board, and the advisory council for the Partner 
Alliance for Safer Schools (PASS). 

He authored “School Security: How to Build 
and Strengthen a School Safety Program,” where  
readers are introduced to loss prevention and 
safety practices, including how to implement 
specific measures, how to raise security aware-
ness and how to prepare for emergencies. The 
book also discusses how to positively influence 
student behavior, lead staff training programs, 
and write security policies. Timm participated in 
Best Practices for School Building Safety at the 
Federal Commission on School Safety in 2018, 
held by the Department of Homeland Security. 
He earned a degree in speech communications 
and a certificate in business administration from 
the University of Illinois at Urbana-Champaign. 

Timm says that to be successful in the security 
industry, there are two critical aspects. “Number 
one – Be collaborative. This industry has more 
than enough individuals who have adopted 
an isolationist approach based on the miscon-
ception that they know more than everyone 
else. Pursue a better course by joining asso-
ciations, teams and panels. Let’s make things 
safer together. Number two – Get credentialed. 
Obtaining industry credentials requires continu-
ous learning. Challenge yourself and encourage 
others to do the same,” he says.

Throughout his career, Timm is most proud of 
publishing his book in 2015. “A lot of time and 
effort went into that initiative. I’m thankful for 
the assistance I've received, especially from my 
family, during both editions,” he says. The 2nd 
edition is set to publish soon.

SPECIAL RECOGNITION

Paul Timm, PSP
Vice President, Physical 
Security Services 
Facility Engineering Associates 



44 SEPTEMBER 2020 / SECURITY / SecurityMagazine.com

Mission 500 is a nonprofit organization 
that works closely with the security 
industry to serve the needs of chil-

dren and communities in crisis in the U.S. 
The organization advocates for children and 
families in crisis, inspires and acts as a cata-
lyst in the security industry for excellence in 
corporate social responsibility, and mobilizes 
volunteers and resources to make a difference 
for children and families living in poverty in 
the U.S. 
 Mission 500 partners with numerous asso-
ciations including Title 1 schools, Habitat 
for Humanity, The Refuge, the New York 
Fire Department Burn Center Foundation and 
many more. Since its 501(c)(3) status in 2016, 
Mission 500, along with security industry lead-
ers and volunteers, has helped produce more 
than 340,000 meals, assemble care packs filled 
with essential hygiene items for 3,700 families 
and distribute more than 11,500 book bags 
with school supplies to students attending Title 
One schools. Recently, Mission 500 also col-
laborated with Feeding America, U.S. hunger 
relief organization, to provide meals to families 
in need during the COVID-19 pandemic.
 In addition, Mission 500 hosts various awards, 
such as the Corporate Social Responsibility 
Award, designed to honor companies in the 
security industry who make important con-
tributions to those in need; the Humanitarian 
Award, designed to honor individuals in the 
security industry and their respective contribu-
tions toward social causes; and the Innovative 
Partner Award.
 “Every organization, school, child and family 

we have been able to help makes a difference. 
We can honestly say that each hand we have 
given seems like the first time – that feeling 
resonates with each and every trip, event, run, 
walk we have done,” says Ken Gould, Chairman 
of the Board. “Volunteers are the lifeline to 
Mission 500, and we greatly depend on them to 
help bring new ideas and donations all year long. 
We appreciate the countless hours they put in 
and their dedication.”
 During the COVID-19 pandemic, Mission 
500 members have taken to creating events on 
a virtual platform. “Families and children in 
need cannot take a back seat during the current 
pandemic, so we are doing things differently 
this year to help maintain the work of Mission 
500. Our focus is still strong, and this new vir-
tual reality is something we will leverage to the 
fullest extent,” says Gould. 
 In June, for instance, the organization 
launched the M500 Club, an initiative designed 
to help Mission 500 continue with its charitable 
work during the pandemic by directly engag-
ing individuals with virtual events. M500 Club 
features virtual 5k run/walks, cycling (spinning) 
events, talent shows, karaoke sing-offs, buzz 
and shaving challenges, basketball shooting 
contests and more. 
 Despite the challenges charities around the 
world are experiencing due to the widespread 
cancellation of events, Mission 500 is push-
ing the envelope wherever possible. With 
golf having been earmarked as a safe recre-
ational event during the pandemic, Mission 
500 is staging the M500 Golf Challenge in 
New Jersey on September 21st. Sponsors and 
players are invited to support the event. And 
with ISC West now a virtual event, the annu-
al Mission 500 5K/2K has also gone virtu-
al. Information on both events is available at 
www.Mission500.org
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Career Intelligence
By Jerry J. Brennan

Contributing Writer

Security Careers in Investigations

S
ecurity professionals who are consider-
ing the potential direction for their pri-
vate sector career often overlook certain 
functional areas. While considered part 

of a security leader’s portfolio, many of these less 
obvious choices offer a broad diversity of chal-
lenges. One of these areas found in almost every 
industry sector is investigations.  
 The investigations career space is grow-
ing globally due to a wide variety of reasons. 
Proliferation of individual bad behavior, grow-
ing fraud schemes, intelligence targeting, insider 
threats, corruption, distractions due to major 
disruptive events and crises and general lack of 
ethics in leadership all contribute to the expan-
sion in investigative openings. 
 There are many opportunities within various 
corporate departments that have accountability 

for a wide variety of investigative areas separate 
from traditional corporate security departments. 
Often organizations have multiple investigative 
tracks handled separately by different functions 
within the same company.  
 In addition to opportunities within conven-
tional organizations, there are numerous oppor-
tunities externally with law firms, large and 
small investigative service providers, companies 
that support investigative activities together with 
technical analysis and large-member accounting 
services firms with investigative practices. 
 Below is a high-level list of investigative activi-
ties to consider when planning your career:
• Anti-Money Laundering (AML)
• Corruption — Conflicts of Interest, Bribery, 

Illegal Gratuities, Economic Extortion
• Counterfeit Products, Components and Raw 

Materials - Product Integrity
• Credit Card Fraud
• Due Diligence — Mergers and Acquisitions 
• Due Diligence — Vendors, Suppliers, Partners 

and Customers
• Employee Misconduct — Compliance, 

Liability and Ethics
• Financial Statement Fraud (Net Worth/Net 

Income Overstatements/Understatements)
• Fraudulent Disbursements — Billing, Expense, 

Payroll, Check Tampering, Register Tampering
• Fraudulent Disbursements — Insurance Fraud
• Government Security/Intelligence Matters 

with Private Sector Organizations
• Individual/Personnel Employment 

Backgrounds
• Intellectual Property — Trademarks, 
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Copyright, Confidential and Trade Secrets
• Legal Department Support, Inquiries, Internal/

External Actions, etc.
• Management of Investigative Programs
• Property Theft, Diversion and 

Misappropriation — Supply Chain, 
Distribution False Sales and Shipping

• Retail Loss Prevention
• Technical Forensics — Technologies, Cyber 

and Data Information Systems 
• Theft of Cash — Skimming, Larceny, Write-

Offs, etc.
 Each of these areas has experience and edu-
cation requirements. They also require a deep 
understanding of governing laws, regulations 
and other unique challenges. In today’s envi-
ronment it is also possible to have cross-border 
implications.  
 Salaries vary widely, but it is not uncommon 
to see compensation equivalent to that of CSOs, 
even at the individual contributor level. These are 

typically roles that conduct the higher-end, com-
plex and sophisticated investigations.  
 Technology such as artificial intelligence cou-
pled with expansion in data collection may reduce 
staff for many basic compliance and transaction-
al investigative teams. However, the volume of 
investigations resulting from individual criminal 
activity, organized crime, terrorist organizations, 
state actors, unethical companies and internal 
opportunists continues to grow. Often, much of 
these fall  upon victims within the private sector to 
address, creating a wealth of investigative career 
opportunities within organizations. 

About the Columnist

Jerry J. Brennan is CEO of the Security 

Management Resources Group of 

Companies (www.smrgroup.com), the 

leading global executive search practice 

focused exclusively on corporate and 

information security positions.
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By Mike Gips 
Contributing WriterLeadership & Management

The Unifying Power of Security

W
hen Benjamin Franklin emerged 
onto the steps of Philadelphia’s 
Independence Hall at the close of 
the 1787 Continental Convention, 

he was asked whether the Founding Fathers had 
decided on a monarchy or a republic. “A republic, 
if you can keep it,” he reportedly said.
 Only once has the ability to keep that republic 
been in serious doubt – in the years up to and 
during the Civil War. Could it be in doubt again 
today? If so, security can be a model for preserv-
ing the republic.
 How did we get here? Long, unstable fault 
lines in the bedrock that undergirds U.S. society 
have become active, sending seismic waves that 
have shaken the social contract. Citizens can’t 
agree on basic facts. People question whether 
COVID-19 is real amid shifting medical advice 
and conflicting data on case and death rates. The 
footing keeps getting less stable. Economic freef-
all. Surging unemployment. White supremacists, 
fascists and anarchists boldly emerging from the 
shadows. Loss of faith in law enforcement by 
swaths of the populace after black citizens per-
ished in police custody. Rampant misinformation 

campaigns by anonymous groups and nations. 
The result is a bitterly split populace that has 
retreated to their respective echo chambers.
 Each step toward human rights, or even civil 
discourse, spawns a group like the Boogaloo Boys 
or Antifa. Political correctness routinely stifles 
free speech on campuses and elsewhere. Franklin’s 
challenge is being tested like never before.
 America’s fault lines hearken back to its found-
ing. The U.S. was weaned on the twin but com-
peting principles of rugged individualism and 
collectivism. Individualism is 17th century trap-
pers, 19th century pioneers and cowboys, as well 
as the current era’s technology and internet titans. 
It is an entire social and economic system that 
exalts private property and “moderate selfishness,” 
as Alexis de Tocqueville phrased it in his mid-
nineteenth century classic Democracy in America. 
 Collectivism, or communitarianism, is the 17th 
century Mayflower Compact, 19th century utopian 
communities, and today’s internet of open network-
ing and Wikipedia – a competing system that puts 
the group above the individual, which de Tocqueville 
called the “soft tyranny” of bureaucracies. 
 Today’s flashpoint in this tension is wheth-
er a face mask is a symbol of oppression by 
an overreaching nanny state or an expression 
of responsibility for other’s welfare. Fortunately, 
security professionals represent an example of 
finding common ground.
 We need to characterize the current crisis not 
as a culture war or a battle between the economy 
and flattening the curve, but as a call to service 
to help our neighbors. We are in a war against 
Coronavirus – not simply as Americans, but 
as human beings – and we need our citizens to 
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embrace public service. 
 Nowhere can you find people more archetypi-
cally individualistic than in private security. They 
trend Republican, libertarian, law-and-order ori-
ented, anti-regulation and intensely patriotic. They 
sound like individualists in the extreme, but you 
will find no group of people more dedicated to 
public service or aiding their fellow human being.
 Consider the case of a corporate security col-
league who moved from the “People’s Republic 
of New Jersey,” as he puts it, to Texas. On his 
way there, he navigated a westward jughandle so 
he could avoid the freedom-suppressing state of 
Maryland. As extreme as this sounds, this man 
would put his life on the line to save or help any-
one. Countless security professionals come from 
the ranks of the military or law enforcement, where 
coming to the aid of a brother or sister – or any 
victim – is burned into their psyche. Most would 
say that there is no higher calling than public ser-
vice. In fact, many of these “rugged individualists” 

were the first to enlist to go to Vietnam, Iraq and 
Afghanistan. There is nothing more collectivist 
than that.
 Addressing officers who were potentially on 
the verge of a coup, General George Washington 
uttered words that serve well today and offer hope 
that we can rise to Benjamin Franklin’s challenge 
to the American citizenry: “You will, by the dig-
nity of your conduct, afford occasion for posterity 
to say, when speaking of the glorious example you 
have exhibited to mankind, ‘Had this day been 
wanting, the world had never seen the last stage 
of perfection to which human nature is capable of 
attaining.’” Let the dignity of our conduct set the 
example.

About the Columnist

Michael Gips is a Principal at Global 

Insights in Professional Security, LLC. 

He was previously an executive at ASIS 

International. 
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from the Federal Bureau of Investigation (FBI), approximately 
one in five bias crimes target persons because of their religion. 
Although houses of worship represent a relatively low per-
centage of active threat attacks (approximately four percent of 
events between 2000–2018, according to the FBI), any inva-
sion of sacred spaces will be among the highest impact events 
any of us ever experiences. 
 Last year, after a 22-year career as a Special Agent of the 
FBI and a brief stint in the private sector, I changed careers to 
devote my energies full-time to the safety and well-being of 
the Jewish community, joining Secure Community Network, 
the official safety and security organization of the Jewish 
community in the U.S. and Canada. Through its partnership 
with The Jewish Federation of Greater Washington, I have 
the opportunity to enhance communal security efforts for the 
security efforts of the Jewish community in the metropolitan 
D.C. area, addressing the threats and challenges posed by ris-
ing anti-semitism. That work has reinforced my belief that it 
is communal efforts that provide the best path to better house 
of worship security. 
 It is impossible to know with any certainty when and where 
the next attack on a house of worship will be. As security 
professionals, we know such an attack will likely come again 

By Robert Graves, 

Contributing Writer

Faith-based institutions 
need to be welcoming 
and inclusive with 
their duty of care to 
provide a safe space 
for worship, even with 
constraints on safety 
and security budgets.

T
here is no hate more 
pernicious or more 
persistent than the 
vilification of people 
based on their ethnic-

ity or faith, particularly when that 
hatred is used to justify violence. 
According to the most recent data 
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at some point and that preparedness is key. The 
best strategy to protect families, communities and 
institutions is to build within each of these a cul-
ture of safety, security and resilience. To this end, 
I work daily to help synagogues, community cen-
ters, day schools and other Jewish organizations 
in my community to be safer, more secure and 
better prepared to face threats. I provide advice, 
education and training, all grounded in the simple 
truth that it is up to every one of us – individuals, 
community leaders, parents, teachers, role models 
– to do all we can to make our community safer. 
 Faith-based institutions face unique challenges 
in balancing traditions of being welcoming and 
inclusive with their duty of care to provide a 
safe space for worship. Those challenges are 
exacerbated by constraints on safety and security 
budgets in a non-profit environment. Security 
professionals sometimes forget about the budget 
cycle – even nonprofits have annual budget sub-
mission requirements. Formal risk assessments 
are key to giving institutional leaders a clear pic-
ture of what is needed to close any security gaps, 
understanding their risk appetite, keeping their 
expectations realistic and allowing them to make 
well-informed risk management decisions. 
 In working with faith-based organizations and 
communities, I apply three fundamental prin-
ciples of security readiness – maintain situational 
awareness, harden the facility and prepare to 
respond to incidents. As with all endeavors, a 
comprehensive security strategy and plan begins 
with and succeeds through attention to the fun-
damentals. It is through the efforts of the mem-
bers, staff and clergy, working with security 
professionals, that these principles can be effec-
tively implemented to enhance congregational 
and institutional safety and security.

Situational Awareness
 Safety begins with being alert to the world 
around us, wherever we may be. The more 
engaged we are with our environment, the better 
we can recognize hazards and threats. The more 
our neighbors know us as people and as a com-

munity, the better positioned they are to notice 
and warn us of danger, and to stand with us 
against threats. This holds true for houses of wor-
ship and their members, staff and clergy as well.
 Most institutions look first to security cam-
era systems to meet their situational awareness 
needs. Few, however, can afford sufficient num-
bers of high-resolution digital cameras to cover all 
external and internal areas they need to monitor. 
Fewer still can afford dedicated staff to monitor 
those cameras effectively. With limited resources, 
security cameras should be prioritized to afford 
staff a quick, safe means of putting eyes on criti-
cal places when needed, and for forensic purposes 
post-incident. Camera placement should be risk-
driven, with priority first to regular access points 
on the perimeter of the property and the build-
ings themselves. Second priority should be given 
to other high-risk or high-concern areas, such as 
playgrounds, which should be identified through 
a formal threat, vulnerability and risk assessment. 
Camera systems should be accessible remotely, 
so that they can be checked from anywhere on 
or off the property. Areas covered by cameras 
should also be covered by an intrusion detection 
system or other sensors to alert staff of a potential 
threat and to cue them to check the camera feed. 
While newer camera systems include advanced 
analytics for threat or hazard detection and alerts 
embedded in the system, these are typically very 
expensive and the artificial intelligence algo-
rithms driving them are still evolving. Until the 
price point for these systems drops and the effec-
tiveness of the analytics rises, houses of worship 
are better served by proven and robust, albeit less 
sophisticated, technologies.
 Congregations often overlook the most valuable 
resource available to them for maintaining situ-
ational awareness – their own membership. An 
engaged membership is the single best situational 
awareness tool any church, mosque, or synagogue 
can have to detect potential hazards or threats. 
Regular attendees should engage strangers the 
same way they greet members they see each week, 
in accordance with their traditions, with the aim 
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of facilitating their worship experience. If they 
sense something is amiss, they should know to 
trust their instincts and who to alert for assistance. 
The congregation’s cadre of greeters and ushers, 
whether they are board members or volunteers, 
should be trained to recognize potential hazards or 
threats and to respond appropriately. Such training 
should include identification of 
behaviors indicating a potential 
attack, de-escalation techniques 
for addressing disruptive per-
sons, recognizing and off-setting 
implicit bias, basic first aid, and 
most importantly, knowledge 
of the institution’s emergency 
response plans and procedures. 
The aim of that training should 
not be to make security officers 
of the greeters and ushers, but to 
provide them tools to enhance 
the safety of the congregants 
and visitors and to enhance the effectiveness of 
professional safety and security staff.
 A third element of situational awareness is devel-
oping strong working relationships with local 
police and other first responders. Sir Robert Peele, 
founder of the London Metropolitan Police, is 
famously quoted to have said, “The police are the 
public and the public are the police.” The police 
are the component of our society that is engaged 
with threats and hazards beyond the visual range 
of the house of worship. An active, collaborative 
relationship between the house of worship and its 
local police is essential for the police to effectively 
communicate any alerts and for the congrega-
tion to effectively take action on those warnings. 
Recent and on-going developments add new com-
plexity to community relations with police, and 
faith-based organizations are uniquely positioned 
to contribute to community discussions on polic-
ing. That contribution should begin with a frank, 
in-house discussion about what role the police 
should play in the institution’s security strategy and 
plan. Whether it is critical incident response, deliv-

ering crime prevention and safety education to 
the congregants and staff, providing visible armed 
presence during services and events, or some other 
role, the institution should invest the time to 
meet with and get to know the local law enforce-
ment that exists to serve them as members of the 
community. They should meet the officers who 

patrol their area, as well as their 
leadership, and afford the police 
an opportunity to get to know 
the congregation and the facility. 
Congregational leadership should 
use these meetings to share the 
institution’s needs, concerns and 
expectations with local public 
safety officials. As a key constitu-
ency of the larger community, 
when faith-based organizations 
engage in these conversations 
with public safety agencies, they 
can lead and shape that conversa-

tion and can serve as a bridge between law enforce-
ment and the community.

Facility Hardening
 Congregations should work to make themselves 
tougher targets for potential perpetrators of crimi-
nal or terroristic acts. This presents perhaps the 
most overt challenge to a faith-based organization 
as it seeks to balance safety and security with open-
ness. There is a tendency, both by congregants and 
security professionals, to think of facility hardening 
in terms of measures that risk turning houses of 
worship into fortresses. There are straight-forward 
measures which can be implemented, that are both 
effective and relatively unintimidating to visitors.  
The simple things everyone already does – or 
should be doing – to protect their families and 
homes from criminals offer a blueprint for how to 
protect community facilities. 
 Just as people check before allowing strangers 
into their homes, so too should they control entry 
to their houses of worship. Every facility should 
have an affirmative system of access control that 

“Just as people 
check before 
allowing 
strangers into 
their homes, so 
too should they 
control entry to 
their houses of 
worship.”
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allows it to lock its doors and to identify visitors 
before admitting them. An electronically con-
trolled lock on entry gates and doors, tied into 
the security camera system, is a modest expense 
that can afford the congregation and staff good 
control of access to the facility, especially during 
low occupancy times. It should be augmented by 
greeters and ushers during services and events, as 
needed, to accommodate crowds. Houses of wor-
ship can welcome the stranger without allowing 
the wolf into the fold.
 An extension of access control is the ability to 
secure facility doors from the inside. It is no sur-
prise that most religious facilities are designed to 
be locked from the outside (if at all) when they are 
secured after services or an event. The attack on a 
synagogue in Halle, Germany, on Yom Kippur 
in October 2019, demonstrated the importance 
of being able to lock doors from the inside. That 
congregation had secured its newly installed secu-
rity door at the beginning of services, preventing 
an armed assailant from entering and attacking 
those inside. Every facility should be able to lock 
its doors from the inside, especially in an emer-
gency. Ideally, the locking system should be tied 
to a panic-alarm, which can be used to alert both 
those inside the facility and 9-1-1 dispatch of a 
non-fire emergency at the site.
 For enterprise security professionals, it may 
seem obvious, but the importance of routine facil-
ity maintenance cannot be overstated and bears 
repeating. Keeping doors, windows, fences and 
gates in good repair is a fundamental measure 
to ensuring a secure facility. Too often, routine 
checks and maintenance are deferred, either as 
an oversight or as a cost-saving measure, until 
there is an incident. Exterior doors and windows 
should be checked regularly to ensure they read-
ily latch and are secure from unauthorized entry. 
Fire doors should be checked to ensure panic bars 
function as designed. Foliage and undergrowth 
should be trimmed to ensure good lines of sight 
for camera systems, to minimize places for bad 
actors to conceal themselves and to reduce fire 

hazards. Most police departments have crime 
prevention officers who can help to identify prob-
lem areas and remediations in this area. Having 
them do a crime prevention survey can be an 
effective way to build the kinds of relationships 
described earlier.
 The presence of security or facility staff can also 
serve as a deterrent for criminals or other villains. 
Routine daily checks of the facility’s exterior and 
grounds, whether by staff members or congrega-
tional volunteers, demonstrates that the facility 
is not easy prey and will likely deter all but the 
most committed bad actors. The addition of uni-
formed safety officers, armed security guards, or 
law enforcement during special events or services 
adds another very visible layer to that deterrence.

Incident Response
 Preparedness to respond to incidents begins 
with giving advanced thought and planning to 
hazards and threats that might be encountered. 
As part of that planning, there should be a com-
mitment to action. We all know the slogan, “See 
something, Say something.” Institutional safety, 
security and emergency response plans should be 
based on the principle, “see something, do some-
thing.” If something seems wrong or out of place, 
members, staff and clergy should be empowered 
and encouraged to investigate (if it feels safe to do 
so). If it does not feel safe, they should be ready  
to take action by notifying the appropriate per-
son or authority, bearing in mind that the police 
would rather be called for something that turns 
out to be nothing, than not be called for some-
thing that turns into a tragedy. For each type of 
emergency in those plans, the decision points for 
alerting institutional leadership and for alerting 
public safety agencies should be identified. The 
policies, protocols and procedures should be well 
explained to the membership and consistently 
applied to all, members and guests alike.
 The core of incident response is individual and 
institutional preparedness to act in an emergency. 
Just as many people are trained to know what to 
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do if someone is choking or having a heart attack, 
they should also train to know how to respond 
to a variety of emergency situations. Members of 
the congregation and staff should be offered, and 
encouraged to attend, training to enhance their 
personal, emergency response skills. While the 
likelihood of encountering an 
active threat in a house of wor-
ship is low, the skills gained 
through such training are invalu-
able if active threats are encoun-
tered anywhere and translate 
to preparedness to respond to 
other types of emergencies. First 
aid training, including Stop the 
Bleed training, could be criti-
cal in the event of an attack on 
a house of worship. It is also a 
valuable life-skill and is more 
likely to be used in cases of routine accidents. The 
emergency plans and procedures should be made 
available to all members and staff, and trained and 
drilled regularly. Honing these skills can imbue the 
congregants and institutions with resilience and 
self-confidence that dissuades opportunistic preda-
tors. 
 Finally, institutions must report suspicious 
activities, bias incidents and crime to appropri-
ate authorities for follow-up action. While this 
is obviously the case for acts involving violence 
or threats of violence, it is equally true for acts of 
simple vandalism, trespass, or other petty crime. 
People who have attacked houses of worship and 
their members did not wake up on the day of 
their attack with a new idea to create mayhem or 
death. They were on a pathway to violence that 
began some time before. As whatever grievance 
they held took shape, their ideation assigned 
blame to persons of a particular faith or ethnic-
ity and rationalized violence against them. They 
planned and prepared for their attack, along the 
way telegraphing their intent to those closest to 
them and in many cases to their intended tar-
gets through surveillance, harassment, trespass, 

or vandalism. In isolation, such acts may appear 
minor or unimportant to the institution. The 
police, however, will likely be able to place inci-
dents in context and assess any threat they may 
signal. Law enforcement are better positioned to 
make a determination if under law an incident is 

a hate crime, a bias incident or 
something else. These profes-
sionals typically come equipped 
with specialized skills for iden-
tifying, de-escalating and man-
aging hazards and threats that 
the membership should not be 
expected to possess or exercise 
on their own.

A Final Thought
   Hate against people and insti-
tutions because of their faith is a 

scourge that has plagued civilization for millen-
nia. As I work daily with the Jewish community 
of the metropolitan D.C. area in the face of ris-
ing anti-semitism, I am evermore certain that 
the most effective approach to securing houses 
of worship and their members starts with the 
basics – maintain situational awareness, harden 
the facility and prepare to respond to incidents. 
Nobody can predict or prevent every attack, but 
by working in collaboration with and supported 
by security professionals, who understand the 
breadth and depth of the threats that are out 
there, houses of worship and their members can 
be prepared, secure and resilient.   
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It’s Coming: National  
Cybersecurity Awareness Month

A
s echoed frequently within the ranks 
of the military: “Proper Planning 
and Practice Prevents Piss Poor 
Performance.” While this truism is 

most often utilized to whip our nation’s first line 
of defense into fighting shape, it’s a credo that 
our cybersecurity community would do well to 
heed — especially given the fact that the space 
cybersecurity occupies in the minds of the general 
populace, while growing, is yet nascent at best.
 Flashback to 2004 and the genesis of National 
Cybersecurity Awareness Month (NCSAM), an 
initiative created to raise awareness in the U.S. 
around the importance of cybersecurity. Founded 
by the National Cyber Security Division with-
in the Department of Homeland Security and 
the nonprofit National Cyber Security Alliance, 
NCSAM has taken place each October, since 
its mid-aughts inception, in efforts to ensure all 
Americans have knowledge of the resources and 
tools they need to be safer and more secure online.
 So, why am I referencing the NCSAM when 
it’s still a full month out? Well, it goes back to 
that famous military mantra, championing pre-

paredness. The last place one wants to receive low 
marks, especially in today’s increasingly digital 
and hyperconnected environment, is in cyberse-
curity. It’s imperative that our community works 
collectively to develop and advance clear, concise 
and actionable messaging that not only raises 
awareness around cybersecurity but promotes 
manageable tactics and best practices for its adop-
tion.  After all, as my Latin professor was quick to 
remind — “praemonitus, praemunitus” — “fore-
warned is forearmed.”
 To that end, this year’s NCSAM is dividing 
up each week in October into different focal 
themes. Week 1 of which is: “If You Connect It, 
Protect It.” Here, the effort is to emphasize that 
all personal devices connected to the internet are 
potentially vulnerable to attacks. As the popular-
ity of BYOD and the IoT continue to grow, it’s 
imperative that organizations have a comprehen-
sive, secure program in place that maximizes both 
user productivity and satisfaction while cutting 
costs and facilitating business continuity securely. 
 Week 2 is a logical extension of Week 1, 
focused on “Securing Devices at Home and 
Work.” As millions of us have grown accustomed 
to and continue working from home, this delinea-
tion between work and home has become increas-
ingly porous. Suffice it to say, devices — no 
matter the environment in which they are situ-
ated — must be secure without any performance 
trade-offs. Enter robust solutions like continuous 
authentication and unified endpoint security that 
leverage artificial intelligence, machine learning 
and automation to provide next-generation cyber 
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threat prevention across all devices — anytime, 
anywhere.
 And because we’re still in the midst of a global 
pandemic, Week 3 wisely adopts a narrower 
focus: “Securing Internet-Connected Devices 
in Healthcare.” With cybercriminals targeting 
health files, insurance data and medical devices, 
it’s critical that the healthcare industry adopts 
AI-driven technology to help their IT staff secure 
sensitive information, protect against vulnera-
bilities and prevent future attacks. This is even 
more important given the rise of telemedicine, 
healthcare IoT and the use of contact-tracing 
apps in efforts to mitigate the current pandemic. 
Historically, these challenges have posed more of 
a privacy concern in the minds of many people, 
which only serves to highlight the importance 
of an integral, symbiotic relationship between 
privacy and security. Perfecting healthcare cyber-
security will ultimately allay the privacy concerns 
of patients while improving overall patient care.

 Lastly, NCSAM 2020 wraps up with Week 4 
focused on “The Future of Connected Devices.” 
That future is one that must be fortified with a 
Zero Trust, Zero Touch security model — one 
where no user, system, or device is automatically 
trusted within a network. This advanced level 
of precaution results in an all-around seamless 
and more secure environment and is something I 
touched upon, in-depth, in a recent column. 
 Consider this brief missive, then, as your start-
ing signal — a blueprint for preparing strong, 
resonant messaging next month in the advance-
ment of our collective awareness of ever-evolving 
cybersecurity knowledge, skills and abilities.
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security,  it doesn’t mean you can’t be prepared to respond to a 
data breach or other security incidents. If you’ve done your job 
correctly, you will never ask “now what?” when such an inci-
dent occurs, because you’ll already have an incident response 
(IR) plan in place that prescribes exactly what you need to do. 
 Cybersecurity IR is different from physical security IR, 
though. With physical security, the top priority is human 
safety, and then “catch the bad guy” is the second pri-
ority. So, you gather all your video and other pieces of 
evidence to help law enforcement find the perpetrator. 
Cybersecurity is different. Your top priority is mitigating 
the damage that’s been done, which may include getting 
the business back up and running. And, since the attacker 
is usually beyond your jurisdiction, it’s rarely a produc-
tive use of time to hunt them down, unless it’s an insider. 
The good news is, it’s possible to put together a compre-
hensive and tested plan to effectively respond to cyberat-
tacks. And, you don’t have to be a technical person to do 

By Brian Wrozek,

Contributing Writer

If you’re reading this 
article because of the 
headline, you’re in 
trouble my friend.

C
ybersecurity threats 
come in many variet-
ies – criminals, nation 
states, malicious 
insiders, ransomware, 

phishing, malware…the list goes 
on and on. But just because there 
are a lot of moving parts to cyber-
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this – you can be the facilitator of a cross-
functional team that includes technical people 
(employees or consultants), as well as other 
relevant executives.
 So, the question everyone needs to ask them-
selves is not “now what?” – it’s “how do I plan 
for this?” So, let’s take a look at how to create an 
effective cybersecurity IR plan. 

First Things First – Build a Plan 
Based on Best Practices
 The first step to building an effective cyberse-
curity IR plan is to adopt an industry-standard IR 
framework, such as NIST 800-61. This sets the 
foundation for your plan and dramatically reduces 
the dreaded “trial and error” that inevitably comes 
with “do-it-yourself ” approaches. NIST 800-61 
breaks down IR into four phases:
• Preparation - Having an IR playbook in place

is key so you’re ready for action should an
incident occur. The playbook should define
procedures, as well as the cross-functional team
required for effective IR. It’s really the same
thing as having a physical security IR plan – if
someone breaks into the office, there should be
a prescribed set of steps to take.

• Detection and analysis - Detecting an attack
is the first step in any IR plan. Analyzing where
the attack came from (internal or external
source) and what systems it touched are impor-
tant for remediation efforts.

• Containment, eradication and recovery -
Preventing the attacker from moving anywhere
else on the network or exfiltrating data (con-
tainment) and then ultimately removing them
from the network is critical. Once the attacker
is removed, recovery can begin – patching vul-
nerabilities exploited by the attacker, following
steps to meet regulatory compliance, etc.

• Post-incident follow-up - Reviewing how well
the organization executed on its IR plan and
applying those “lessons learned” so response can
continuously improve is key as well.
Obviously, the preparation phase is the founda-

tion on which to execute the other phases. Given 

it’s importance, let’s take a deeper look at this 
critical stage.

Building the Plan
 First of all, if your expertise lies more in physi-
cal security than cybersecurity, fear not. There 
is always help to be had, either among inter-
nal technical personnel, or the plethora of out-
side cybersecurity consultants roaming the world 
today (ranging from solo practitioners to global 
consulting firms). These outsourced profession-
als can be put on an IR retainer, where they can 
help with everything from the preparation phase, 
straight through to post-incident follow-up.
 At a high level, there are a lot of non-technical 
aspects to a cybersecurity IR plan that are similar to 
a physical security plan. For example, you need to 
choose someone to lead IR, assemble a cross-func-
tional team, do periodic practice runs so people will 
know exactly what to do if something actually does 
happen, etc. The cross-functional team typically 
involves representatives from areas of the company 
that are responsible for different areas of activity 
required by the response. So, this would include:
• CISO, CIO or both – Ransomware and breach-

es have become board-level issues, so there
should be executive representatives on the team
that can report directly to the CEO and the
board.

• Technical leads - These are people responsible
for different parts of the company computing
infrastructure – security, network, infrastructure,
etc.  They gather computer logs and evidence to
support the investigation (it is common to uti-
lize third-party experts in the forensics efforts).

• Legal - Cyber incidents often have liability
issues attached to them. Legal counsel should
be part of the IR team to evaluate how a par-
ticular incident might open the company to
legal exposure, and provide counsel on how to
mitigate that exposure.

• HR –  Insiders are a major source of cyber risk,
and if an employee causes a cyber incident, HR
needs to be on the ground floor, so a legal and
effective strategy can be developed to address
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the employee issue. Likewise, a cyber incident 
might be the result of a lack of employee train-
ing around cyber-safe behavior, so HR should 
also be directly involved in designing training 
programs that reduce the likelihood of this hap-
pening in the future.

• Corporate communications professionals - 

Cybersecurity incidents create all sorts of 
internal and external communications chal-
lenges. If the company has to disclose the 
breach to comply with regulations, it could 
wind up being reported in the media. Likewise, 
if employees’ personal information has been 
compromised, they will need to be instruct-

ed on measures they should 
take to protect themselves. 
And, if it’s something cat-
astrophic, like a ransom-
ware attack, employees will 
need to understand how to 
continue performing their 
work while the situation is 
addressed. 

• Finance - Responding to a 
breach may require hiring 
outside experts or acquiring 
new technology very quickly. 
Having corporate finance on 
the cross-functional team 
can streamline the process 
of getting the right skills 
and equipment, as quickly as 
possible.

• Risk management leaders 
- If there is a Chief Risk 
Officer, a Chief Compliance 
Cfficer, or something similar, 
that person should also be 
involved in the IR team. 

  Once the team is established, 
it is important to define the 
role of each member as well 
as communications protocols. 
This sets the framework for IR. 
From there, the team should 
work together to develop 
response plans for the different 
types of likely incidents: data 
breaches, ransomware attacks, 
denial of service attacks, insider 
data theft and more.

Cybersecurity
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Testing the Plan
 Creating a plan is an important first step; test-
ing that plan is equally important. Failure to 
effectively execute on a plan is often just as bad 
as having no plan at all. According to the Optiv 
“State of the CISO” report, 36 percent of CISOs 
said they do not practice their IR plans at least 
once per year. Another 19 percent said they prac-
tice once per year. 
 Given the complexity of 
responding to a cyber incident, 
this level of practice is insuf-
ficient. And, when it’s time to 
execute on the plan, companies 
may even find that members 
of the original IR team are 
no longer with the company, 
or their contact information 
has changed, or new lines of 
business have started that are 
not accounted for in the plan. 
Given the pace of change in 
business, IR plans should be 
practiced and updated at least twice each year. 
 Testing often takes the form of tabletop exer-
cises, where members of the cross-functional 
IR team spend half a day or more playing “war 
games” based on a variety of different scenarios. 
These exercises help team members internalize 
their responsibilities during a cybersecurity inci-
dent, and what steps they need to take based on 
different scenarios. 
 Additionally, it is an excellent idea to practice 
computer forensics processes because they help 
determine how the attack occurred, what type of 
attack it was, what damage the attackers did, and 
whether or not attackers are still on the company 
network. 
 A good way to practice forensics is to randomly 
choose a system and have the appropriate person 
conduct forensics on it. Capturing disk images 
and searching log files can take hours, so practic-
ing will ensure forensics are conducted as effi-
ciently as possible if an actual attack occurs.

Every Incident  
Creates New Questions
 Some measures during IR are prescribed. 
For example, if your company is regulated 
and required to report a breach within 72 
hours, that is pretty straightforward. But in 
cases where things are not that clear, many 
business and technical questions can arise. 

For example, if you’re hit with 
ransomware, do you call the 
police? If an intruder is still 
on the network, do you take 
emergency action and shut 
down your internet connec-
tion to stop data from leaving 
the company? Or, if it ’s an 
insider attack, should you let 
the attacker continue so you 
can catch him in the act?   
 Questions like these 
will invariably come up – and 
in many cases, you may face 
questions you haven’t consid-

ered before. But, if you have a rehearsed plan 
in place and your IR team is executing prop-
erly, you will have more time and resources 
to dedicate to finding the best answer, rather 
than being distracted by endless firefights 
because you were not prepared for the inci-
dent. Put another way, you won’t have to 
devote any resources to figuring out “now 
what?” Instead, you can focus on the most 
important issues leading to the company’s 
recovery to normal.
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well-defined standards that provide customers with confidence 
that their connected devices will operate securely throughout 
their entire lifecycle. 
 By 2025, 41.6 billion connected devices will be generat-
ing 79.4 zettabytes (ZB) of data that will need to be securely 
maintained and processed. Analysts forecast that this increase 
in connected devices and the data they generate will continue 
to grow exponentially. The resulting increase in critical data 
and computing is expected to require four times more electric-
ity over the next decade.
 These factors make cybersecurity a must-have for product 
development, much like safety and quality. Manufacturers 
need to develop connected products with security in mind 
by ensuring we have the right talent, are leveraging the 
right technologies and embedding cybersecurity best practices 
throughout our product development lifecycle. 

Understanding Device-Level 
Cybersecurity Certifications 
 For power management that is digitalized and connected, 
UL created its 2900 Standard for Software Cybersecurity for 
Network-Connectable Products (UL 2900). These guide-
lines were the first of their kind and include processes to test 
devices for security vulnerabilities, software weaknesses and 
malware. This standard confirms that the device manufac-
turer meets the guidelines for:
• Risk management processes.

By Max Wandera, 

Contributing Writer

There are currently a 
multitude of different 
standards and 
regulations to address 
the urgent need to 
secure our connected 
world, yet it’s time 
to create a unified 
global conformance 
assessment.

A
world with amped 
up connectivity and 
electrical demand 
needs confidence 
that connected sys-

tems are constructed with trusted 
products. The exponential growth 
of the Industrial Internet of Things 
(IIoT) is creating a crucial need for 
robust cybersecurity practices and 
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• Evaluation and testing for the presence of vul-
nerabilities, software weaknesses and malware.

• Requirements for security risk controls in the
architecture and product design.
UL also provides a Cybersecurity Client Lab

Validation program for manufacturers, which certi-
fies testing laboratories with the global capability to 
test products with intelligence or embedded logic 
to key aspects of its 2900 standard. By purchasing 
products tested in these specialized labs, customers 
can rest easier, knowing their devices are compliant 
with the industry’s highest cybersecurity require-
ments before they are installed in critical systems. 
 Similarly, the International Electrotechnical 
Commission (IEC) adopted the 62443 series of 
standards, which provides a framework to address 
the cybersecurity of Industrial Control Systems. 
These standards provide requirements for all of 
the principal roles across the system lifecycle – 
from product design and development through 
integration, installation, operation and support as 
described in the image. In 2018, the IEC added 
62443-4-2 to improve the security of products. 
 Eaton was the first company in its industry 
to achieve dual certifications for rigorous IEC 
62443 and UL 2900 product certifications. Our 
uninterruptible power supply (UPS) connectivity 
devices meet both IEC 62443-4-1, 62443-4-2 
and UL 2900-1 cybersecurity standards. We also 
posses the first lab approved to participate in 
UL’s Cybersecurity client lab validation program 
– providing the capability to test Eaton prod-
ucts with intelligence or embedded logic to key
aspects of the UL 2900 Standards.

Beyond these device-level standards, cyberse-
curity is essential in the overall development of 
a product lifecycle. Product cybersecurity cer-
tifications are needed to support trusted con-
nectivity. It is just as important to validate that 
secure product development principles are applied 
by manufacturers. This can be confirmed by 
manufacturers that follow an accredited Secure 
Development Lifecycle (SDL), which ensures 
cybersecurity has been embedded throughout the 
entire product development process. 

Why is Secure Development 
Lifecycle (SDL) Important?
 A “Defense-in-Depth” mechanism that is 
effective today may not be effective tomorrow 
because the vulnerabilities keep evolving. This is 
why administrators of industrial control system 
networks must be ever-alert to changes in the 
cybersecurity landscape and work to prevent any 
potential vulnerabilities.
 SDL was created in response to an increase in virus 
and malware outbreaks at the turn of the twenty-
first century. This approach to product development 
places cybersecurity front and center from inception 
to deployment and lifecycle maintenance. SDL can 
help manufacturers stay ahead of cybercriminals by 
managing cybersecurity risks throughout the entire 
lifecycle of a product or solution.
 For manufacturers, adopting a SDL approach 
that has been validated by a third-party is critical 
to creating trusted environments. It’s the third-
party certification that gives customers confi-
dence in the processes and technologies they’re 
applying, much like safety certifications and stan-
dards in the National Electric Code. 
 Although SDL is not an inherent code or stan-
dard, it does dictate how cybersecurity should be 
integrated into processes for product procure-
ment, design, implementation and testing teams.
 IEC 62443-4-1 lays out guidelines for secure 
product lifecycle development in the electrical 
industry. The IEC guideline specifies process 
requirements for the secure development of prod-
ucts used in industrial automation and control 
systems. It defines a secure development lifecycle 
for developing and maintaining secure products. 
These guidelines can be applied to new or exist-
ing processes for developing, maintaining and 
retiring hardware, software or firmware for new 
or existing products.
 Third-party validation for SDL processes is 
important because it provides customers with 
confidence and helps reduce risk by confirming 
that the technologies and processes they’re apply-
ing comply with proven industry guidelines. At 
Eaton, we take SDL very seriously to proactively 
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manage cybersecurity risks in products through a 
framework involving threat modeling, require-
ments analysis, implementation, verification and 
ongoing maintenance.

The Importance of Unifying Global 
Cybersecurity Standards for 
Connected Devices
 Moving forward, advancing cybersecurity in our 
increasingly connected world will require indus-
tries and standards organizations to identify a uni-
fied global criterion for assessing products. To help 
create a more cyber-secure future through global 
standardization we have partnered with UL, the 
International Electrotechnical Commission (IEC) 
and other industry partners to drive for devel-
opment of a global cybersecurity conformance 
assessment for power management products.
 Think of it this way: the security of a network 
or system is only as strong as its weakest link. 
As more manufacturers and industries build and 
deploy IIoT devices, the security and safety of 
systems providing essential operations become 
more important and more difficult to manage. 
These complexities are due, in part, to a lack 
of a global, universally accepted cybersecurity 
standard and conformance assessment scheme 
designed to validate connected products.
 The economic challenges to safeguarding IIoT 
ecosystems spawn from the complex manufactur-

ing supply chain and the difficulty 
of assigning clear liabilities to man-
ufacturers and system integrators 
for any vulnerabilities introduced. 
Most products and systems assem-
blies consist of components from 
different suppliers. Where should 
the element of trust begin and end 
if there is no global conformity 
assessment scheme to ensure that 
products and systems are designed 
to be compliant with the global 
standards defined by the industry?
   There are currently a multitude 

of different standards and regulations created by 
various organizations, countries and regional alli-
ances across the globe. All of these standards and 
regulations address the urgent need to secure our 
connected world; however, they also create the 
potential for confusion and possibility of weak 
links in critical infrastructure ecosystems. A uni-
fied global conformance assessment would address 
these challenges and more. The time to drive this 
singular certification is now. We are working with 
leaders across the industry to do just that.
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Derailing Ransomware 2.0  
Requires a Little Trickery

R
ansomware attacks 
are on the rise – 
and they are get-
ting more and more 

sophisticated and destructive. 
That is bad news for executives 
struggling to maintain a high 
level of cybersecurity even as 
their organizations continue to 
cope with the massive impact 
of a pandemic.
 The good news? Technology is available to help 
companies better defend against ransomware, a 
type of malware that threatens to publish a victim 
organization’s data or continually block access to 
systems unless it pays a ransom via cryptocurrency.
 Recent ransomware developments show just 
how dangerous these attacks have become. Here 
is a brief sampling:
• Zeppelin: The newest member of the 

VegaLocker family of ransomware, first seen in 
November 2019, is an example of increasing-
ly common ransomware-as-a-service (RaaS), 
where cybercriminals develop ransomware and 
sell it to others or rent it and take a portion 
of any ransom collected. Zeppelin is thought 
to rely on water-holing attacks, in which Web 
sites likely to be visited by targeted victims are 
embedded with malware.

• Sodinokibi: Another example of RaaS, and also 
known as REvil, it was discovered in April 2019 
and exploits known security vulnerabilities and 
phishing campaigns. The ransomware encrypts 
a user’s files and can gain administrative access 
by exploiting vulnerabilities.

• Maze: A sophisticated strain of Windows ran-

somware that can spread 
across a corporate net-
work and infect systems by 
encrypting data so it cannot 
be accessed. Even worse, it 
also steals the data it finds, 
and then exfiltrates the data 
to servers controlled by hack-
ers who then threaten to 
release it if a ransom is not 
paid. Maze regularly targets 

managed service providers, so by infecting one 
company it can possibly infect many more.

• RobbinHood: A ransomware family that targets 
organizations using a vulnerable kernel driver 
to prepare systems for encryption. In 2019, the 
ransomware creators successfully attacked and 
received ransom payouts from a number of U.S. 
cities. RobbinHood ransom demands can range 
from three bitcoins for a single computer to 13 
bitcoins for a complete network, which amounts 
to tens of thousands of dollars.

 There are many more. The point is, ransomware 
is far more insidious today than in the past, and in 
some cases, it is designed to attack specific types 
of businesses to maximize returns for the cyber-
criminals who write the malware.
 The new, more advanced attack techniques used 
by cybercriminals enable them to disable security 
software tools and deploy ransomware on highly 
specific targets. These attacks also go beyond 
indiscriminately encrypting any data they come 
across. Instead, they target data that is critical to 
the business. Such attacks require criminals to 
conduct lateral movement activities such as steal-
ing credentials, discovering network assets, prob-
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ing for open ports, querying Active Directory for 
critical objects and escalating privileges.
 Traditional security tools such as endpoint 
detection and response (EDR) systems and end-
point protection platforms (EPP) are important 
in fighting against ransomware. Advanced EDRs 
examine process flows and chains to see if some-
thing looks unusual. These types of observations 
can be helpful after an attack. As teams investi-
gate an incident, EDR can provide the process 
flows it mapped during the attack.
 EPP provides capabilities such as automated 
patch management, maintaining devices remotely 
and protecting endpoints from attacks.
 Such tools do not stop all types of attacks, 
however. They are not designed to detect all ran-
somware methods, especially lateral movement. 
In order to successfully defend against the newest 
and most sophisticated ransomware attacks, orga-
nizations need to have a layered approach that 
supplements EDR, EPP and other legacy tools 
with additional capabilities.
 Here is what cybersecurity teams need to do 
to build a comprehensive and effective defense 
against the latest ransomware:
• Protect data so attackers cannot find it or access 

it. Cybersecurity teams have long made it a top 
priority to deploy multiple layers of data protec-
tion. But with ransomware attacks becoming 
more sophisticated and destructive, protecting 
data has become even more critical. A key part 
of this is protecting the endpoints that gener-
ate and house so much of a company’s data 
resources and having early detection and effec-
tive alerting of attacks. Detecting attacks early 
can lead to substantial cost savings.

• Leverage endpoint protection functions to 
effectively prevent attacker lateral movement 
by anticipating attack methods and efficiently 
derailing these efforts. For example, by provid-
ing Active Directory query redirections and 
deceptive credentials and shares, organizations 
can feed attackers false information and quickly 
redirect them away from production assets.

• Protect the endpoint so attackers cannot see real 
files, folders, removable storage, network shares, 
or cloud storage, only decoys. If the ransomware 
cannot find production data, it cannot have any 
negative affect on it. Companies can create an 
environment where every endpoint becomes a 
decoy that is designed to disrupt an attacker’s 
ability to break out and further infiltrate a net-
work. This can be done without requiring agents 
on the endpoint or causing disruption to the 
endpoints or network operations. In this way, 
an organization can gain early alerting of lateral 
movement activities while misdirecting the attack 
into the decoy environment to collect forensics 
evidence, which can speed up adversary intel-
ligence development and attack analysis. The 
decoy environment can even feed the ransomware 
unlimited data to keep it from moving on to 
other production targets.

 There is no getting around the fact that ran-
somware attacks continue to rise in number and 
gain in sophistication. That means organizations 
need to understand the importance of creating 
multiple layers of protection.
 While there is no single solution to defending 
against all ransomware attacks, a strategy that 
combines traditional tools with newer solutions 
featuring deception-based detection within the 
network can help companies bolster their defens-
es to a much greater extent.
 Such advanced technology can quickly find 
multiple types of lateral movement and has the 
ability to hide assets and redirect ransomware to 
deceptive file shares. Working in unison, cyber 
deception and EDR/EPP tools create a compre-
hensive cyber defense that enables companies to 
outsmart the smartest ransomware. 
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PTZ Domes for Challening 
Lighting Conditions

 Spectra Enhanced series of PTZ domes are ideal 

for airport 

applications 

with challenging 

lighting 

and broad 

surveillance 

areas with long 

perimeters 

to monitor. 

Spectra 

Enhanced 7 combines PTZ technology in one 

camera. It offers 4K resolution with 18x optical 

zoom, enabling a much wider field of view for better 

detection, classification and identification. Built 

with a frameless direct drive motor system with fast 

and automated tracking, it eliminates the risk of 

PTZ cameras pointing out the wrong direction and 

missing valuable threat information. Airports can 

now get on target quickly and accurately for fast 

response time. Powered by deep learning algorithms, 

analytics are quickly set up and improve detection 

accuracy with lower false positives. It increases the 

camera’s ability to easily categorize objects within 

the scene, tracking and counting of people and 

vehicles. Airport personnel can focus on situations 

needing immediate attention and analyze 

information to improve operation efficiencies. 

Find out more at www.pelco.com/airports

Security Center for Airports
 Genetec Security Center for Airports enables 

security managers, terminal and ground handling 

staff, control room operators, and passenger 

experience managers to work together using a single 

unified product. In addition to video management 

(Security Center Omnicast ), access control (Security 

Center Synergis) and Automatic License Plate 

recognition capabilities (Security Center AutoVuTM), 

Security Center for Airports features a number of 

airport-specific capabilities including:

• Security Center Flight Business Logic: correlates 

flight information with other operational resources 

and automates surveillance and operation 

management based on flight and gate information 

so security teams are always in sync. 

• Security Center Boarding Route Management: 

uses Security Center SynergisTM to define specific 

routes and streamline boarding and deplaning 

operations. 

• Security Center Restricted Area Surveillance: 

relies on multiple intrusion detection technologies 

(radar, LiDar, fence intrusion detection, video 

analytics, drone detection, etc.) to detect potential 

threats across wide areas to strengthen tarmac, 

aircraft, traveler and staff security. 

• Security Center Passenger Analytics: an advanced 

analytics solution that extracts valuable insights 

from sensors like security cameras. Helps measure 

and visualize passenger counting, queues and 

occupancy to predict the passenger flow and send 

notifications to mitigate bottlenecks. 

Find out more at www.genetec.com

Product Spotlight
on Surveillance for Airports/Seaports
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Intrusion Detection  
and Object Tracking

 Vicon’s new series of high-powered thermal sensor 

cameras integrate 

with high-speed 

SN683D PTZ 

dome camera to 

detect, identify 

and track intruders 

using thermal 

detection and is 

combined with 

targeted surveillance from the PTZ for full situational 

awareness. When a threat is detected the PTZ 

automatically slews to cue, providing immediate 

confirmation and forensic coverage. Detection alerts 

automatically notify personnel of potential threats. 

The thermal detection system decreases the number 

of security personnel needed to monitor critical 

areas in traditional detection and surveillance.

Find out more at www.vicon-security.com 

Moving Cameras Made  
for Extreme Environments

 Bosch MIC IP cameras are rugged, constructed 

from anti-corrosive metal, 

and can function at -40°F to 

+149°F. Its built-in Intelligent 

Video Analytics technology 

provides maximum situational 

awareness in demanding 

environments. With Camera 

Trainer, a machine learning 

functionality, MIC IP cameras 

can recognize user-defined 

target objects, including 

moving and non-moving 

objects, to alert operators of unusual scene activity. 

The 4K UHD version provides high-resolution for 

mission critical applications such as city surveillance 

and congested highwaysm, making them ideal for 

ports and airport perimeters. 

Find out more at www.bosch.com

Product Spotlight
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AXIS Visitor Access for AXIS Entry Manager 

Looking for a solution that allows you to easily control who enters a building and when…without the need 

to buzz visitors in? With AXIS Visitor Access, you get an easy add-on application for AXIS Entry Manager, 

making it simple for small sites to grant visitors access using a QR code as a credential. All you need is an 

AXIS A1001 Network Door Controller and an Axis door station.  

For more information, please visit: 

www.axis-communications.com/visitoraccess/SM920

Low-touch 
solutions

for access management.

Low-touch 


