Executive Summary

ASIS Scouting the Future

Summary: Terror attacks, data breaches, ransomware—there is constant
need for security, but the form it takes is evolving in the face of new
technological capabilities and social and geopolitical changes. The seven
change drivers identified in this research are by no means a comprehensive
outlook for the future of security, but represent areas where change is
occurring most rapidly and could have the largest impact. These change
drivers derive from a foresight best-practices approach that spans technology,
geopolitics, social issues, economics, and the environment.
Intended use
Ø For the ASIS Board of Directors: The research can inform an ongoing
process of strategic planning to set priorities that enable leadership of the
security profession.
•

For the Strategic Planning Committee: The research can surface
strategic opportunities for ASIS.

•

For the ASIS Content Strategy Team: The research can form the
basis of content to disseminate through the association’s multiple
channels to educate and inform ASIS members.

Ø For the ASIS Foundation Board of Trustees: The research can guide
investments in research initiatives to update and deepen the profession’s
body of knowledge.
•

For the Foundation Research Committee: The research can support
a research agenda that prioritizes and defines proposed research
initiatives.

The process

• Interviewed ASIS members for their

understanding of the terrain of interest

• Developed domain map defining the
areas to be investigated

• Researched 80 trends and signals of
change, and provided over 100
additional background trends

• Developed 15 potential change driver
ideas as a result of analysis of the
trends

• Honed change driver ideas based on
advisory board and ASIS member
feedback

• Produced the seven change drivers, with
periodic reviews by advisory board
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Elements of a Change Driver
Ø Page 1 provides an overview of the change.
• Summary paragraph: This is a concise description of the driver of
change. It can be used in reports, summaries, or other information flows
to describe the brief.
• Forecasts: Based on the trends and data points collected, these are
primary forecasts of changes in this topic area. They represent what are
known as “probable futures”—the changes that are more likely to happen
given current trends and data.
• Key uncertainties: In any forecast area, there are uncertainties that can
alter the future. These are the “known unknowns,” and they need to be
considered when making downstream forecasts.

Ø Page 2 provides more detailed support for the change.
• Supporting trends: These are key trends and weak signals that drive
this change and provide background understanding of the rationale for
the forecasts and other sections.
• Data points: These are a few interesting data points that illustrate and
support the change.
• Topics for additional research: These indicate candidates for more
in-depth research.
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Elements of a Change Driver
Ø

Page 3 provides ideas to seed strategic planning discussions.
• Strategic insights: These implications are divided into two categories:
for the security industry and for ASIS as an association.
• Timing: Timing identifies the overall maturity and speed of the driver of
change, in order to understand priority and urgency: stage, which
assesses where the change driver is in its lifecycle; and speed, which
addresses how fast or slow the driver is moving.
• Potential alternative futures: These are some possible (not probable)
futures that should be considered from a risk-management perspective.
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Change Drivers
The change drivers describe seven areas of change that are
important for ASIS to understand as the organization
develops strategic plans and provides leadership in the
security industry.
Complexity at High Speed: A VUCA world—volatile,
uncertain, complex, and ambiguous—means that issues
unfold both rapidly and in unexpected ways. Hyperconnectivity and automation compound the issues of speed
and complexity. Social media causes the human side to
operate at high speed as well: a company or an individual
can go from unknown to globally controversial in a matter of
hours.
Shifting Values and Valuables: Technological,
generational, and economic changes are reshaping ideas
about what is valuable. In particular, information—especially
in digital forms—is becoming more central to corporate
functions and peoples’ lives. Organizations will have to
navigate diverging views of risk, and security will have to
continually adjust to what is seen as worth protecting.
Global Rules in Flux: International rules are evolving as
power shifts and new actors arise. How global politics,
business, trade, technology, and even science are governed
will inevitably change, as the needs and perspectives of the
newly powerful are accommodated. Some systems will be
adjusted, and others may be overturned.

Tomorrow’s Internet: The Internet is poised to change in
multiple, potentially radical ways. New regulatory
frameworks could significantly alter the user experience as
well as the business models behind it. Moves to give end
users more ownership and control over their personal data
would reshape online marketing and security, and the
growth of the Internet of Things will give network
connectivity to objects in the physical environment.
AI Friends, AI Foes: AI systems will become central to
ever more activities, with human-machine cooperation
increasingly pervasive in business and industry. Automation
will enhance security by enabling new types of threat
detection and response. However, these tools in the hands
of malefactors will expose and create new vulnerabilities in
systems previously thought secure. Forecasts Automation
could increase the general public’s expectation.
A Predictive World: Predictive analytics will provide lowcost, easy-to-use tools to businesses, organizations, and
individuals. This will empower users with a greater ability to
detect and forecast developments to make better-informed
decisions, but these systems could also provide false or
skewed information that may distort choices.
Transparency Battles: Transparency is increasing, for
companies, governments, and individuals, and is in conflict
with needs for privacy and secrecy. In a more transparent
world, organizations will face a growing expectation of
openness and accountability in their decision-making,
relationships, and practices.
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Spanning the Forces of Change
Technological
• Data collection
• Automation
• Data analysis
• Connectivity
• Biotech & health
• Cybersecurity

Social
• Social divisions
• Media & information
• Demography
• Values

AI Friends,
AI Foes

A Predictive
World

Tomorrow’s
Internet

Shifting
Values and
Valuables

Transparency
Battles

Global Rules
in Flux

Complexity at
High Speed

Environmental
• Climate change & disasters
• Natural resources
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Economic
• Ownership
• Consumer life
• Economic conditions
• Business practices

Political
• Geopolitics
• Security & law
• Political trends
• Governance
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Conclusion
The security industry and ASIS will face many challenges in the years ahead, but find abundant new opportunities
as well. Understanding the implications of the changes outlined in these briefs will allow them to navigate the
evolving environment and develop the strategies needed to lead in the new, emerging future.
Some challenges and opportunities for the security industry include:
ü New models of risk assessment and cost evaluations that focus on changing ideas of what is valuable and needs
to be protected
ü Recognizing that information technology and as a consequence cybersecurity is pervasive across an
organization, thus changing the whole administrative framework for security services within an organization
ü The widespread use of artificial intelligence, and as a consequence the evolving role of security in both
leveraging and protecting against machine interactions
ü Evolving legal and social issues around balancing security needs with individual rights and expectations in
surveillance, privacy, encryption, etc.
ü Managing the new media environment with special focus on issues and perception management

A few of the challenges and opportunities for ASIS include:
ü Educating and guiding members through the technology adoption and learning curve for AI, predictive
analytics, and digitally-empowered social environments
ü Expanding its global influence in defining security best practices, guidelines, and standards
ü Increasing public and corporate awareness of the changing nature of security threats, tensions, and solutions
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