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The Internet of Things: Security and Privacy Implications
29 June
London: 14.00 | Paris: 15.00 | Istanbul 16.00
Smart grids, smart televisions, smart cameras...smart interconnected
technology everywhere. According to multiple studies, the "network-ofnetworks" will comprise more than 50 billion connected devices by 2020. The
Internet of Things is just the first stage of the Internet of Everything -- a fourth
industrial revolution where interconnected cyber-physical systems will
communicate in real time, bringing a total connectivity to all aspects of life. But
are we prepared for the Internet of Everything?

Radek Havlis, CPP

This webinar will feature Radek Havlis, CPP, vice president security
cooperation, Deutsche Telekom AG, Germany.
Click here for more details.
Remember a $99 subscription gives you access to ALL 2016 ASIS webinars!
Preview all upcoming webinars.
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ASIS Europe 2017:
Save the Date

Left to Right: Dmitry Budanov, Sergey Urusov and Tim Bobak at the Association of European
Businesses in Russia event.

ASIS China 2016
Programme Under
Development

By Tim Bobak

As part of an ASIS International awareness programme, the Moscow, Russia Chapter leadership teamed up
with the Association of European Businesses in Russia and the Russo-American Chamber of Commerce to
ASIS Middle East 2017: organise two events on corporate investigations for managers of multinational businesses with operations in
the former Soviet Union. The events took place on 12 May and 2 June with a combined audience of more
Save the Date
than 100 individuals.
EuroDynamics
Dmitry Budanov, regional vice president of ASIS Region 9F, and Timothy Bobak, Young Professionals lead
Seeks Articles
for the Russia Chapter, presented at the events, not only to raise awareness of fraud, but also to guide top
management through the steps required to adequately respond to crisis incidents. This is necessary as
Global Agenda
there is a lack of know-how about security best practices in the management pool of most companies.
Accordingly, security industry leadership must be committed to demonstrating that security personnel can
Professional
add value throughout the business cycle. Fraud case studies were used to illustrate the value of integrated
Development
responses to threats to business continuity, morale, profits, and criminal proceedings.

Join Us on
Facebook!
ASIS Europe

Join Us on
LinkedIn!
ASIS International
Group

ASIS members also took part in a panel discussion at the annual meeting of the Franco-Russian Chamber
of Commerce to raise awareness of brand protection and anticounterfeiting measures. This effort focused
on product design, legal action, investigative procedures, and legislative lobbying to pursue counterfeiters
across the Eurasian Customs Union.
Security breaches and crime remain a hot topic for international businesses in the Russian Federation and
former Soviet Union, as the decline in economic growth has prompted an increase in crime and a reduction
in profits, meaning that each major threat has greater potential consequences for company operations and
long term goals.
Tim Bobak is Young Professionals lead for the ASIS Moscow, Russia Chapter and project manager at Elite
Security.

Ireland Chapter: Terror, Crisis, and Smart Buildings
ASIS Europe Network

ASIS Asia-Pacific
Network
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ASIS Middle East
Network

El Manual del
Investigador
Profesional ya está
disponible en
español

La guía explora temas
necesarios para ser un
exitoso investigador y
prepararse para el
examen Certificado de
Investigador
Profesional.

Did You Like This
Issue?
The European Bureau
of ASIS continuously
strives to bring highquality content to ASIS
members in Europe.
Consequently, we invite
you to contact the
editor to provide
From left to right: John Walsh, senior security manager, Mylan; Dan Verity, Guidepost Solutions; Finbarr
feedback or submit an
McCarthy, head of global security Europe, Mylan; Sheelagh Brady, SAR Consultancy; Todd Clements, Fifty
article.
Talents.

Updated Links
and Resources
Please visit our
updated Links and
Resources page.
Contact the EMEA
Bureau with additions
or corrections to the
many useful
information resources
provided.

ASIS
International
EMEA Bureau
For queries on ASIS
European events,
membership, benefits,
resources, certification,
or other topics, contact
the EMEA Bureau at:

By John Murphy
The ASIS International Ireland Chapter recently held two educational seminars. The first was hosted by
Mylan Pharmaceuticals at their Dublin office and featured presentations on terrorism, the crisis
management team's role in employee kidnapping prevention, and project management in data centres.
Sheelagh Brady of SAR Consultancy, who has a law enforcement background and extensive international
experience, discussed traditional versus new forms of terrorism, as well as the risk of lone wolf or
coordinated attacks. She also stressed the importance of table-top exercises and training.
Todd Clements of Fifty Talents, gave a fascinating presentation on employee kidnapping prevention and the
role an organisation's crisis management team during a kidnap incident, which was drawn from his law
enforcement background. Dan Verity of Guidepost Solutions discussed data centre security project
management, providing a process for security managers that would assist when tasked with managing such
a project.
The second event was hosted by Tyco at their global headquarters in Cork. The meeting was opened by
Donal Sullivan, vice president, Tyco International, who provided an overview of the company's operations in
the city. A presentation by Lieutenant Commander Tony Geraghty of the Naval Service, Defence Forces
Ireland, followed. This provided an operational commander's perspective on operations in the
Mediterranean in support of the migrant crisis, together with the risks and challenges associated with such
operations.

ASIS International
EMEA Bureau,
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Rue des Aduatiques 48
1040 Brussels
Belgium
Tel: +32 2 318 57 51
Fax: +32 2 318 57 50
europe@asisonline.org
www.asisonline.eu
www.asisonline.org

European Links
Visit the ASIS
International European
web portal at:
www.asisonline.eu

Attendees at the Tyco Smart Building Event in Cork.

Please visit our
European Chapter
websites:
www.asisbenelux.eu

Tyco staff provided a number of educational presentations on information security, smart buildings, and
research and development. Members took a tour of the Cork facility, which is the smartest building in
Ireland. It features Tyco's protection, security, and asset-tracking systems; solar panels; rain harvesting;
smart parking; energy-saving lift and lighting systems; as well as magnificent views of Cork. Researchers
and developers from the R&D lab provided insights into some of the current projects in progress that will
help enhance future security and business operations.

www.asiscz.org

John Murphy is secretary of the ASIS Ireland Chapter.

www.asisfinland.org

New Alerts App Released in France

www.asisonline.fr
www.asis.no
www.asis.ie
www.asis-spain.org
www.asis.se
www.asisonline.ch
www.asis.org.uk
www.asis.com.gr
www.asis-germany.org
www.asis-austria.org

Benefits of ASIS
Membership
The top reasons you
benefit by being an
ASIS International
member:

By Eric Davoine
The French interior ministry, which is in charge of security, recently released a new mobile emergency alert
app. The app was launched a few days before the start of the UEFA Euro 2016 championship but it will
remain operative after that.

- Unrivalled networking
opportunities with more
than 38,000 industry
peers.

The goal of the app is to alert people, via geotracking or after having set preferred cities, in case of
emergencies such as a terrorist attacks and disasters such as floods.

- Up-to-date
information, including
industry best practices,
new technologies, and
emerging trends.

According to the press release, the app will also be available in English.

- Complimentary
subscriptions
to Security
Management, the
leading security
industry publication,
and ASIS Dynamics,

Eric Davoine is ASIS France Chapter chair.

The content comes from official sources and will be operated by the ministry services.

Read the press release (in French) here.
The app can be downloaded now for IOS and for Android.

UK Chapter Webinar: Big Data Analytics in Security
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the Society's awardwinning member news
publication.
- Opportunities to build
a professional
reputation and
credentials.
- Tailored professional
development
programmes to fit your
specific career goals.
- Advocacy of the
security industry to the
government and
business communities.
- Board-certified,
professional
designations.
- Members-only access
to new career
opportunities in security
management.
- Access to more than
300 peer-reviewed,
security-related
publications.

The ASIS International United Kingdom Chapter and City Security magazine will host a webinar on 5 July at
15:00 BST/16:00 CEST. All ASIS European members are welcome to participate.
The topic will be "Benefits of Big Data Analytics in Security: Helping Proactivity and Value Creation."
The speakers will be Don Randall, MBE, chairman, CoLCPA, and former head of security and chief
information security officer at the Bank of England; Vibhor Gupta, technology lead, ASIS United Kingdom
Chapter; and Todd Vigneault, former enterprise security leader at Symantec. The webinar will be hosted by
Andrea Berkoff, editor of City Security magazine.
For more details and registration, click here.

Spain Chapter Transformational Leadership Workshop

- Discounts on
programme and ASIS
Annual Seminar and
Exhibits registration,
merchandise, and
certification
programmes.
More Information...

New Chapters: Call
for Volunteers
ASIS International
seeks volunteers to
help form new chapters
in Iceland, the Baltic
States, the Western
Balkans, and other
European countries
that currently lack
them.
For more information,
contact the EMEA
Bureau or click here to
download procedures
on forming a new
chapter.

ASIS Published
Titles
- POA: Physical
Security; Applications;
Information Security;
and Investigation

Juan Carlos Pastor leads the workshop.

By Juan Muñoz, CPP
More than 40 members and guests attended the workshop on transformational leadership organised by the
ASIS International Spain Chapter. This was another activity related to the 35th anniversary of the chapter,
which was constituted in 1981.
The one-day workshop was delivered by Juan Carlos Pastor, Ph.D, head of the Leadership Centre of IE
Business School in Madrid. The executive education institution and ASIS are collaborating on the Effective
Management for Security Professionals course, now on its sixth edition, and on its Spanish version, Gestión
Estratégica para Profesionales de Seguridad, the first edition of which will be held at the beginning of July.
Professor Pastor is one of the lecturers in both courses.
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- POA: Security
Management; Legal
Issues; Security Officer
Operations; and Crisis
Management
- Active Shooter: A
Handbook on
Prevention
- Casino Surveillance
and Security
- Crime Prevention for
Houses of Worship

As part of its 2016 strategic plan, and following ASIS objectives, the Spain Chapter is preparing and
delivering different programmes related to areas of executive education. This year's topic is transformational
leadership, following on from advanced negotiation in 2015.
Transformational leadership is when a leader works with subordinates to identify needed change, creating a
vision to guide the change, and executing the change in tandem with committed members of a group. It
serves to enhance the motivation, morale, and job-performance of followers through a variety of
mechanisms, including connecting the follower's sense of identity and self to a project and to the collective
identity of the organisation; being a role model for followers to inspire them and to raise their interest in the
project; challenging followers to take greater ownership for their work, and understanding the strengths and
weaknesses of followers, thus allowing the leader to align followers with tasks that enhance their
performance.
Juan Muñoz, CPP, is chair of the ASIS Spain Chapter.

Germany Chapter News

- Detecting Forgery in
Fraud Investigations
- ASIS Disaster
Preparation Guide
- Emergency Planning
Handbook, 2nd Edition
- First Responders
Guide to WMD, 2nd
Edition
- Personal Identification
- Professional
Investigators Manual
- Protecting Schools
and Universities from
Terrorism

By Sebastian Müller
The ASIS International Germany Chapter as launched two new sections on the chapter website: Young
Professionals and Jobs. The chapter invites all members to visit these new areas online.
Organisation has started for the chapter's participation at Security Essen, in collaboration with ASW and the
ASIS Brussels Bureau.
ASIS Members are reminded that they are invited to the ASIS Germany Chapter conference from 29 June
to 1 July. Check the chapter website for registration and updates.
Sebastian Müller is director operations of Tango Security & Investigations GmbH and secretary of the ASIS
Germany Chapter.

IFSEC Global Stage for Security Innovation

- Readings in Security
Management
- Security in 2020

Schedule Your
ASIS
Professional
Development
Now
A comprehensive 2016
calendar is
available here.
Register early and save
by taking advantage of
early-bird rates for
ASIS educational
programmes.

The IFSEC International Global Stage for Security Innovation will be held at ExCel London on 21 to 23
June. It is your chance to speak to the suppliers of the world's leading security solutions and discuss with
the manufacturers topics that concern you directly. Learn best practices from industry experts and set up
new business through the various networking opportunities available to you during the three-day event. You
will see products from all key areas of security, including access control, surveillance and detection, and
deterrence and perimeter security.
The Home Automation House and Smart Security Theatre will feature new products and solutions that are
taking the security industry by storm. These will be demonstrated in-situ and discussed. The theatre will
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explore how traditional security solutions can become interconnected and interoperable so that they play a
vital role in the advanced security architectures of the world around us, providing stronger resilience, greater
security, and a safer future.
The new and improved Physical Perimeter Security Zone brings together all leading manufacturers into one
space, allowing you to see a range of products such as fences, bollards, locking systems, safes and more.
With increased security threats from terrorism, the need to protect your business from external threats has
never been greater.
Also not to be missed is the Engineers of Tomorrow Competition, Inspirational Speaker Series, the ARC
Village, Installer Zone, TAVCOM Training Theatre. Additionally, all the Industry's leading associations will
be onsite to answer your questions.
Get your badge to attend all areas at IFSEC International today.
The submission deadline for the next issue is 1 July.

ASIS International News
June Security Spotlight on Security Awareness

Free resources include a selection from the security management volume of the Protection of Assets
Manual, book chapters, and seminar recordings. Past topics include travel safety, IoT, Investigations, and
social media monitoring. View all.

New ASIS Books: Securing Houses of Worship and Active Shooter
In May, ASIS International released two new books Crime Prevention for Houses of Worship by Paula
Ratliff and Active Shooter: A Handbook on Prevention by Joshua Sinai, Ph.D. Both publications are
available as hard copies and as e-books for Kindle on www.amazon.com.

CSO Roundtable Rebrands as CSO Center for Leadership and Development

The new CSO Center for Leadership and Development will continue to serve as a standalone membership
organization within ASIS International to support the development of leading security executives. "Our new
identity reflects our commitment to thought leadership, to developing the next generation of CSOs, and to
our evolving suite of benefits," says 2016 CSO Center President Mike Maloof, CPP. The CSO Center's new
mission, "A Safe and Secure Global Community," is "an explicit acknowledgement of our shift in direction
and focus," adds Maloof, who also serves as the vice president of global physical security for Oracle. Read
the press release.

Executive Protection Council Launched
The ASIS International Executive Protection Council, the newest addition to the ASIS International roster of
34 councils, has been approved by the ASIS Board of Directors.
Members of the council work in executive protection (EP) full time, oversee EP departments, or advise
clients on EP concerns, according to the council's chair, Robert Oatman, CPP. Senior managers from
Fortune 500 companies as well as from privately held companies that provide EP services to the private
and government sectors serve on the council.
Impetus to form the council began in 2013, when ASIS offered a certificate in Executive Protection.
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While Oatman had taught a two-day program for ASIS on executive protection since 1998, growing interest
in the course and the certificate lead to the formation of an ad hoc council in 2014.
With its formal status now secured, council members will focus in earnest on their mission and goals, which
include providing education and resources on professional executive protection and establishing EP as a
business enabler to keep protectees safe and productive. In the short term, the council will foster its active
leadership, add new members, enhance content to the council's website, and present a webinar. Longer
term, the council hopes to develop an executive protection standard, and has formed a subcommittee to
look into that possibility.
International interest in EP is evidenced by the diverse backgrounds of the students that attend the ASIS EP
programs. Many are currently working in the field, but all want to learn more about the art of executive
protection. In addition, says Oatman, corporations have realized the value of EP services. As a result, EP
has become a viable career path for individuals transitioning from law enforcement or government
positions.
To learn more about the council and its programs, visit the council's website.

Women in Security
The ASIS International Women in Security (WIS) Council's Certification Committee is working with the WIS
Global Chapter Liaison Committee to promote ASIS certifications at the chapter level. The committee will
continue to provide certification-related information to the WIS Global Chapter Liaison Committee for the
latter's dissemination at the chapter level. The Certification Committee understands the importance of
consistent messaging to encourage female security professionals to seek ASIS certification and committee
continues to promote ASIS certifications through informative newsletter articles.

Viewpoints and Articles
Cost-Effective Risk Reduction and Compliance Assurance for Physical Security
By Dr. Vibhor Gupta, Ph.D.
Banks, financial institutions, companies managing critical national infrastructure such as utility providers,
nuclear power plants, and data centres are mandated to ensure compliance against government and
industry regulations for several areas of their businesses. The risks associated with failure to comply are
related to the financial and reputational profile of any organization and therefore are taken seriously across
all levels and areas.
Physical access governance is one such area, which ensures that:
1. The right person has physical access to the right place at the right times.
2. All required vetting and validation of any person who is being provisioned physical access has been
done in accordance with the security policy of the organization.
3. Necessary approvals are received before physical access for any person is provisioned for a
particular area-for example, critical or high security areas such as data centres.
4. Required privileges, training, and certifications-for example, health and safety-are in place in
accordance with the security policy of an area.
5. Physical access is revoked or suspended per the defined security policy.
To measure and assure compliance, organizations must collect, manage, analyse, and report on data and
processes during the lifecycle of any person on site. This involves collaboration between several
departments concerned with physical security, IT, risk, and business continuity.
A physical identity and access management (PIAM) solution could help physical security achieve these
objectives in a cost-effective manner through automation and integration.
An ideal PIAM solution is one that can allow organizations to collect and manage the flow of data across
disparate systems, such as different physical access controls, as well as presents the capability to automate
auditing and reporting of related processes and workflows for all areas, employees, contractors, and
visitors. A return on investment in the form of operational cost savings and identifiable risk reduction through
automated auditing and reporting should be carefully assessed by each organization per their compliance
mandates, process complexities and existing infrastructure. Finally, successful implementation of a PIAM
solution is the key to any such initiative and therefore it is highly recommended as a well-referenced, out-ofthe-box solution.
Download the full paper here. For questions about the article, e-mail the author.
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Dr. Vibhor Gupta, is technology lead for the ASIS United Kingdom Chapter.

EU Overview
New EU Digital Laws a Boon to Cybersecurity Insurance

Newly passed EU laws on data protection and cybersecurity could be a boon for insurance companies,
which could pick up more clients once the rules go into effect in 2018.
Under the data protection regulation and the network and information security (NIS) directive, the EU's new
cybersecurity law, companies will be required to report to authorities if their digital networks are attacked by
hackers. Both laws were approved earlier this year.
There is limited data about how many companies in Europe have already purchased insurance policies to
cover hacking attacks. Insurance companies and researchers say that's because the market is still too
young.
Read more here.
Source: Euractiv

EU, U.S. Sign Umbrella Agreement on Data Protection
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Loretta Lynch, Ard van der Steur, and Vera Jourova.

The European Union and the United States signed a deal on 2 June to protect personal data transferred
across the Atlantic in a bid to fight crime and terrorism.
The so-called umbrella agreement signed in Amsterdam follows five years of talks that were hobbled by
European concerns about revelations of large-scale U.S. snooping.
"It will improve cooperation between the United States and European law enforcement authorities when
combatting serious crime and terrorism," Dutch Justice Minister Ard van der Steur said at a signing
ceremony during the Dutch six-month presidency of the EU.
"It will advance the full respect for fundamental rights whenever personal data is being transferred between
us," he said at the ceremony with U.S. Attorney General Loretta Lynch.
Read more here.
Source: Euractiv

Commission Adopts New Rules in Wake of Costa Concordia Disaster

The European Commission has adopted a series of legal proposals aimed at simplifying and modifying the
safety and security framework for passenger boats in EU waters, EurActiv Spain reports.
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Updating the legislation has been a reaction to "lessons learned, including accidents and the evolution of
technology," noted the Commission, which insisted that the safety of more than 400 million passengers that
set sail in EU waters every year would be guaranteed in a more effective and efficient manner.
Read more here.
Source: Euractiv

Education and Events
ASIS Europe 2017: Save the Date

ASIS Europe 2017 will take place from 29 to 31 March, 2017, at the MiCo Conference Centre in central
Milan, Italy.
ASIS International members can expect the high-quality content that ASIS Europe is known for, with more
options to attend than ever before.
The event has a new visual identity and is themed "From Risk to Resilience." This approach will allow the
address of key trends and issues facing professionals in the region dealing with physical and cybersecurity,
risk, compliance, investigations, crisis management, safety, and disaster response.
Expect more news soon about the revamped event concept.
Questions? Please contact europe@asisonline.org.

ASIS China 2016 Programme Under Development

The ASIS China 2016 Conference will take place from 14 to 15 November.
The Call for Presentations closed on 30 April and ASIS is now working with the event's Programme
Committee to develop the conference content. More information will be available soon.
For questions about the event, please contact asiapacific@asisonline.org.

ASIS Middle East 2017: Save the Date
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ASIS Middle East 2017 will take place from 5 to 7 November, 2017, in Manama, Kingdom of Bahrain.
Local ASIS volunteer leaders and ASIS staff met in early May to begin designing the event to best serve the
specific ambitions of the region.
For questions about the event, please contact middleeast@asisonline.org.

EuroDynamics Seeks Articles

ASIS International invites members to submit articles to be published in future editions of EuroDynamics.
Whether the topic is a case study about a facility, an analysis of new legislation in your nation, an article
about mitigating threats, a look at fresh opportunities for the security profession, or other items that promote
practitioner knowledge and best practices with other ASIS members, we would be glad to receive it.
Board certified professionals are entitled to claim up to 9 CPE credits per published article.
General writing guidelines:
• Articles must be in English only.
• Articles should not exceed 350 words.
• If you would like to submit longer articles, please send a 350-word summary that will be published in
the newsletter and on the ASIS European website with a link to the full article.
• Sales or marketing submissions will not be accepted.
Please contact the editor for more information and to submit an article.

Global Agenda

12 to 15 September -- ASIS 62nd Annual Seminar and Exhibits, Orlando, FL, USA
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14 to 15 November -- ASIS China Conference 2016, Shanghai, China
29 to 31 March 2017 -- ASIS Europe 2017, Milan, Italy
5 to 7 November 2017 -- ASIS Middle East 2017, Manama, Kingdom of Bahrain

Professional Development
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A $99 subscription gives you access to ALL 2016 webinars!
Purchase your subscription through the store today, so you don't miss a single programme.
Preview all upcoming ASIS webinars.
Upcoming Webinars
Webinar Archive
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e-Learning
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Classroom Programmes
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