January 2014, No. 109
Hear what
delegates,
sponsors and
exhibitors thought
about ASIS Europe
2013
What the industry says
about ASIS Europe
2013:

An overview of the
event:

th

Welcome to the 109 edition of ASIS
International's EuroDynamics, the monthly newsletter for ASIS
members in the Europe covering ASIS news, chapter news, and
important European headlines.
The ASIS EMEA Bureau invites members to submit updates or
articles to share with the other members in Europe. Please note
that board certified professionals are entitled to up to 9 CPE
credits per article.
The deadline for the next issue is 29 January.
Highlights of this issue: Richard Widup takes up the ASIS
presidency. The Spanish Private Security Law is in review. The
adoption of the European Union (EU) Data Protection Regulation
before the end of the European Parliament's term is unlikely. The
EU and its member states are learning from security operations at
international events. European Standard Organisations have
published road maps for the development of standards in the area
of security.
Please add regionalnewsletters@asisonline.org to your personal
address book or safe sender list to ensure correct delivery of your
monthly newsletter.

Widup Becomes ASIS President, Board Gains International
Members
Quick Links

Register Now
Sponsor/Exhibit

On the first of January, 2014, Richard E. Widup, CPP, began his oneyear term of office as president in of ASIS International. Widup is the
59th president of ASIS, succeeding Geoffrey T. Craighead, CPP, who
became chairman of the ASIS Board of Directors.

Register Now

In their leadership positions, both Widup and Craighead serve on the
Board Management Committee of the ASIS Board of Directors. The
Board Management Committee directs the activities between meetings
of the full Board. These volunteer leaders maintain the strategic
continuity of the programmes, products, and services that ASIS
provides.

Sponsor/Exhibit
The 2014 ASIS Board Management Committee is as follows:
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The 2014 ASIS International Board of Directors
Three new members were elected in August 2013 to serve on the
Board of Directors for a three-year term that also started on 1 January:
•
•
•

Christina Duffey, CPP, vice president, Paragon Security
(Canada)
Godfried Hendriks, CPP, managing director and consultant,
GOING Consultancy BV (The Netherlands)
Richard F. Lisko, CPP, vice president and general
manager/South Texas Region, Allied Barton Services (United
States)

Of note, this year's Board has more international members than ever
before. Chairman Craighead is a native Australian and President-Elect
Tyson is from Canada, which is also the home of Board Member
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Duffey; Hendriks is Dutch.
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Register by 18 February for the ASIS 13th European Security
Conference & Exhibition to benefit from the discount rate.
Take advantage of this unique opportunity to join more than 500 senior
security professionals who will gather in The Hague, The Netherlands,
on 1-3 April, 2014.
Keynote Speakers:
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Security Conference &
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Hague, The
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2014
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Security Conference &
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Ivo Opstelten, Minister of Security and
Justice, The Netherlands
Wednesday, 2 April, 2014 -- 9-10 a.m.

Ivo Opstelen was appointed security and justice minister on 14
October, 2010, as part of the Rutte-Verhagen government. Opstelten
was the mediator during negotiations that resulted in the formation of
the Rutte-Verhagen government, for which he has also served in the
security and justice minister role from November 2012 to the present.
After graduating from university, Opstelten worked for the municipality
of Vlaardingen between 1970 and 1972. He was then, successively,
mayor of Dalen (1972-1977), Doorn (1977-1980), and Delfzijl (19801987).
In 1987, Opstelten was appointed director-general for public order and
Safety at the Ministry of the Interior. In 1992, he became mayor of
Utrecht, then mayor of Rotterdam from 1999 to 2008. Finally, he was
acting mayor of Tilburg during 2009 and 2010.

Organised Crime: The Scale of the
Challenge facing Europe
Rob Wainwright, Director, Europol
Thursday, 3 April, 2014 -- 9-10 a.m.

Join the ASIS AsiaPacific Network

Wainwright was appointed director of Europol in April 2009. He is also
currently an active member of the World Economic Forum, primarily on
cyber issues.
Join the ASIS Middle
East Network
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ASIS International's
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Prior joining Europol, Wainwright graduated from the London School of
Economics, University of London, with a BSc in 1989. He became an
intelligence analyst in the United Kingdom (UK) in the fields of
counterterrorism and organised crime, where he worked for the
following ten years. Since then he has sharpened his expertise in those
areas, and from 2000 to 2009, he held such key position as head of the
UK Liaison Bureau at Europol, international director of the National
Criminal Intelligence Service, and chief of the International Department
of the UK's Serious Organised Crime Agency. He is credited with
establishing the international strategy and operational capabilities of
the newly formed agency.

Six Reasons why you should be at ASIS Europe:
1. Hear industry leaders from important companies and
organisations speak about the latest developments, trends and
innovations in security.
2. Apply lessons learnt from other industries to your own sector.
3. Connect with high-level security professionals from all over
Europe and beyond.
4. Become motivated by new ideas and information.
5. Form new partnerships and connect with familiar faces in the
industry.
6. Get social and join discussions on Facebook, LinkedIn, and
Twitter.
Who should attend?
•
•
•

La guÍa explora temas
necesarios para ser un
exitoso investigador y
prepararse para el
examen Certificado de
Investigador
Profesional.

•
•
•
•
•
•

Security management professionals
Corporate executives in IT, supply chain management,
strategic planning, and human resources
Representatives from companies that provide security
solutions and technology
Law enforcement and fire protection professionals
Facility management professionals
Intelligence services and military personnel
Government officials (Justice and Home Affairs, Foreign
Affairs, and Defence)
Academics
Consultants, vendors, and architects
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ASIS International
EMEA Bureau
For queries on ASIS
European events,
membership, benefits,
resources, certification,
or other topics, contact
the EMEA Bureau at:

2014 ASIS Membership Renewal
It's time to renew your ASIS International membership for 2014. Don't
let your member benefits become interrupted.
To renew, click on this link or visit the "My ASIS" section of the ASIS
Web site; after signing in, select the "My Transactions" tab to see the
dues renewal invoice. Your membership can be identified by the
"Member Type" populated in the far right column. Please select the
invoice and choose "Add to Cart."
For assistance, contact ASIS Member Services via e-mail at
asis@asisonline.org or by phone at +1.703.519.6200 from 9 a.m. to 5
p.m. Eastern Time, Monday through Friday.
Stay connected in 2014. Renew your membership today.

300 Avenue de
Tervueren, 1150
Brussels, Belgium.
Tel: +32 2 645 26 74
Fax:+32 2 645 26 71
contact@asisonline.eu
www.asisonline.eu
www.asisonline.org

Contribute to EuroDynamics and Earn CPEs

European Links
Visit the ASIS
International European
Web portal at:
www.asisonline.eu
Please visit our
European chapter
Websites at the
following links:
www.asisregion9b.org
www.asisbenelux.eu
www.asiscz.org
www.asisdenmark.dk
www.asisfinland.org
www.asisonline.fr
www.asis.no
www.asis-spain.org
www.asis.se

ASIS International invites members to submit articles that will be
published in future editions of EuroDynamics.
Whether the topic is a case study about a facility, an analysis of new
legislation in your nation, an article about mitigating threats a look at
fresh opportunities for the security profession, or other items that
spread practitioner knowledge and best practices with other ASIS
members, we would be happy to receive it.

www.asisonline.ch

Board certified professionals are entitled to claim up to 9 CPE credits
per published article.

www.asistr.org

General writing guidelines:

www.asis.org.uk
www.asis.com.gr

•
•
•

Articles must be in English only.
Articles should not exceed 500 words.
If you would like to submit longer articles, please send a 500-

www.asis-germany.org

Not Yet a Member?
The top reasons you
benefit from becoming
an ASIS International
member:
- Unrivalled networking
opportunities with more
than 38,000 of your
industry peers.
- Up-to-date
information, including
industry best practices,
new technologies, and
emerging trends.
- A complimentary
subscription to Security
Management
magazine, the leading
security industry
publication.
- Opportunities to build
a professional
reputation and
credentials.
- Tailored professional
development programs
to fit your specific
career goals.
- Advocacy of the
security industry to the
government and
business communities.
- Board-certified,
professional
designations.
- Members-only access
to new career
opportunities in
security management.
- Access to more than
300 peer-reviewed,
security-related
publications.
- Discounts on program
and ASIS Seminar and
Exhibits registration,
merchandise, and
certification programs.
More Information..

New Chapters: Call
for Volunteers
ASIS
International seeks
volunteers to help form
new chapters in
Iceland, the Baltic
States, the Western
Balkans, and other
European countries

•

word summary that will be published in the newsletter and on
the ASIS European Web site with a link to the full article.
Sales or marketing submissions will not be accepted.

Please contact the editor with questions or for more information.

Roy Bordes Award Now Open
The Roy Bordes Award for Physical Security provides the winning
chapter with a customized, two-day, locally delivered, physical security
education program. Established in 2008, the award pays the cost of
instructors, their travel and accommodations, and collateral materials.
Award funds are limited, necessitating that additional meeting
expenses will be the host chapter's responsibility. All chapters are
invited to compete for the award, however, preference will be given to
developing chapters working to expand membership and educational
offerings. Chapters may submit one application annually. Relatives of
ASIS Foundation Board of Trustees are not eligible for the award. The
award application period ends 11 March.
Please click here for more information.

Be a Sponsor or Exhibitor at ASIS Middle East 2014, and
ASIS Europe 2014

Does your organisation's strategic plan call for growth in the Middle
East, and Europe? If so, sponsorship of ASIS Middle East 2014, and
ASIS Europe 2014 offers a great way to gain exposure and to raise the
visibility of your brand, products, and services among key decision
makers in these regions.
Click these links to review and select from an extensive list of
sponsorship and exhibit opportunities:
• ASIS 5th Middle East Security Conference & Exhibition -- 1618 February, 2014, Dubai, UAE
• ASIS 13th European Security Conference & Exhibition -- 13 April, 2014, The Hague, The Netherlands
Identify the event that is most in line with your organisation's marketing
strategy and budget, or contact ASIS International to shape a tailored
package that best suits your company's needs.
For further information on other ASIS global conferences, contact the
ASIS EMEA/AP Bureau: Tel: +32 2 645 26 74; email: europe@asisonline.org.
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- Security in 2020
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calendar is available
around the clock at
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early and save by
taking advantage of
early bird rates.

Adoption of the Data Protection Regulation by Spring
Unlikely Following Meeting of EU Justice Ministers
Euractiv reported that Justice Ministers of the 28 member states failed
to reach an agreement on the adoption of the Data Protection
Regulation at a meeting held on 6 December.Euractiv reported that
justice ministers of the 28 European Union (EU) member states failed
to reach an agreement on the adoption of the Data Protection
Regulation at a meeting held on 6 December.
The adoption of this legislation by spring is one of the goals of the
European Commission. Indeed, the elections at the European
Parliament will take place in May, and a negative vote would mean that
this adoption could be postponed to the end of this year. The European
parliament's civil liberties committee voted in October 2013 to back this
piece of legislation. However, EU justice ministers failed to reach an
agreement on the concept of a one-stop-shop for data protection.
Each member state has a data protection authority to handle
complaints to ensure that industry complies with national privacy laws.
Some have more powers than others and are more proactive in taking
up cases, however.
An amendment to the draft law tabled by German MEP Green Jan
Philipp Albrecht would allow EU citizens to issue complaints on datamishandling directly to their national data supervisors.
A person in Austria, for instance, who wants to file a complaint against
Facebook, would not have to reach out to authorities in Ireland, where
it has its European seat. The Austrian data authority would instead
pass on the complaint, in a coordinating role, to its Irish counterpart.
Any decision made by the Irish authority would then be binding across
the bloc. A European Data Protection Board would step in to mediate if
the two coordinating authorities disagree on the verdict.
On the other side, companies would be able to tackle EU-wide data
cases through the data chief in the EU country in which they have their
headquarters, instead of dealing with 28 national regimes.
But Germany proved the most resistant to the one-stop-shop proposal
at the meeting, and received backing by ministers from the Czech
Republic, Denmark and Hungary.
"This proposal involves replacing all of the German consumer rights on
data protection -- which is around 100 pages -- and we therefore have
to be careful that our high standards remain," Ole Schrӧder, secretary
of state in the German federal ministry of the interior said at the outset
of the meeting.
However, an EU diplomat said that the EU data proposal is modelled
on the German one. "Reding has asked the German minister so many
times to send her just two examples where they think the German
standard is higher," he said.
"Harmonisation, yes, but not at any price," Schrӧder added, when
asked if he believed whether -- in the light of the NSA scandal -- the
data protection regulation should be pushed through more quickly.
Meanwhile the United Kingdom and Sweden, whilst favouring the onestop-shop proposal, continue to argue that the regulation should
instead be a directive, allowing member states greater flexibility in
transposing the rules. "There is no question that this will be turned into
a directive, I mean there is simply nobody asking for that aside from

Realise additional
savings by booking
your hotel room before
the deadline. Plan
ahead to get ahead.

them," noted the diplomat. An EU regulation is immediately applicable
across the bloc when it is passed. But a directive must be transposed
into national law, which can take years.
Ministers agreed in principle to the one-stop-shop principle in October,
so the failure represented a blow to achieving agreement on a
complicated dossier.
"Today's meeting was a disappointing day for data protection... today
we have moved backwards and I am very disappointed about that,
because a swift agreement would be important for our citizens as well
as our companies," said Viviane Reding, the EU's Justice
Commissioner.
Sources: Euractiv, EU Observer
Please click here for more.

EU Cyber Security Agency ENISA Argues for Better
Protection of SCADA Systems
How long can we afford having critical infrastructures that use
unpatched Supervisory Control and Data Acquisition (SCADA)
systems, the European Union's cybersecurity Agency ENISA asks?
ENISA argues that the EU member states could proactively deploy
patch management to enhance the security of SCADA systems.
Much of Europe's critical infrastructure resides in sectors such as
energy, transportation, water supply. These infrastructures are largely
managed and controlled by SCADA systems -- a subgroup of Industrial
Control Systems. In the last decade, SCADA technology has gone from
being isolated systems into open architectures and standard
technologies that are highly interconnected with other corporate
networks and the Internet.
A consequence of this transformation is the increased vulnerability to
outside attacks. One way to enhance the security of SCADA is through
the application of patches. At the moment, two of the key important
issues with patching are the failure rate of patches (60 percent) and the
lack of patches, as less than 50 percent of the 364 public vulnerabilities
had patches available for SCADA.
ENISA identified several best practices and recommendations
regarding patching that can improve the security posture of SCADA
environments:
•

•

•

Compensating Controls :
o Increase in depth defence through network
segmentation to create trusted zones that
communicate using access controls ;
o Hardening the SCADA systems by removing
unnecessary features;
o Usage of techniques such as Application White Listing
and Deep Packet Inspection;
Patch management programme and service contract:
o Asset owners should also establish a patch
management service contract to define on the
responsibilities of both the vendor and the customer in
the patch management process;
o Asset owners should always conduct their own tests.
This can be done virtually or by maintaining separate
systems to test on.
Certified systems should be recertified after a patch is applied.

Source: The European Network and Information Security Agency
Please click here for more.

Proposals for New Standardisation Activities to Improve
Security Of Citizens
The European Standardisation Organisations (CEN, CENELEC, and
ETSI) have published a report which lays out road maps for developing
new standards that will contribute to improving the security of Europe's
citizens. The concept of security includes protection against threats by
terrorism, severe and organised crime, natural disasters, pandemics,
and major technical accidents, among others.
In 2011, the European Standardisation Organisations (ESOs) accepted
a request (Mandate M/487) from the European Commission concerning
the development of a work programme for the definition of European
Standards and other standardisation deliverables in the area of
security. The mandated work was attributed to the CEN Technical
Committee 'Societal and Citizen Security' (CEN/TC 391).
Mandate M/487 covers only civil applications, and does not include
defence and space technologies.
In response to Mandate M/487, the ESOs carried out a study analysing
the current standardisation landscape in the field of security. They also
collaborated on the preparation of potential work programmes taking
into account the legislative context, societal needs and relevant
technological developments.
During its second phase, CEN/TC 391 developed proposals for
standardization activities in three specific sectors:
•
•
•

Chemical, Biological, Radiological, Nuclear, and Explosives
(CBRNE);
Border Security -- automated border control systems (ABC), as
well as biometric identifiers;
Crisis Management and Civil Protection, including
communication and organisational interoperability.

In 2014, the ESOs will reinforce the dialogue with security stakeholders
to follow up on the conclusions of the final report and develop
standards for security systems, products, and services.
Source: European Committee for Standardisation (CEN)
Please click here to download the report.

EU Advocate General Says Data Retention Law Breaches
Privacy Rights
According to EU Observer, Pedro Cruz Villalon, an advocate general at
the European Court of Justice, said on 12 December that the data
retention directive breaches the charter of fundamental
rights.According to the EU Observer, Pedro Cruz Villalon, an advocate
general at the European Court of Justice, said on 12 December that the
data retention directive breaches the charter of fundamental rights.
The 2006 directive allows governments and intelligence agencies to
track and store data on the movements, meetings, phone and Internet
use of every European Union citizen. Operators are required to retain
details of emails and telephone calls for up to two years in a database

specifically designed for police access.
Villalon says the European Commission has to come up with better
reasons to justify the directive.
The Spanish advocate says safeguards need to be set up to limit
access because the retained data is at risk of being used in unlawful,
fraudulent, and malicious ways.
He suggests using courts or independent bodies to screen access
requests instead of just allowing a loose interpretation of a "serious
crime" to justify police probes.
"It should have required a case-by-case examination of requests for
access in order to limit the data provided to what is strictly necessary,"
notes the opinion.
The case has been taken to the court by TJ McIntyre of Digital Rights
Ireland. The advocate general's opinion is not binding but is still seen
as a major victory by prorights advocates because the court's judges
often come to the same conclusion.
A final court verdict is expected sometime in the first half of 2014.
Source: EU Observer
Please click here for more.

Making Cross-Border Crime Investigations Easier
Judicial authorities asking their colleagues in another European Union
(EU) country to carry out criminal investigations there, for example, by
searching houses or interviewing witnesses, should get a faster and
more favourable response thanks to a Parliament/Council deal
endorsed by the Civil Liberties Committee on 5 December. The
agreement on the European Investigation Order (EIO) directive also
includes provisions to ensure that fundamental rights are fully
respected.
"This instrument will allow effective prosecution of crime, in particular,
cross-border crime, for instance related to terrorism, murder, drug
trafficking, and corruption. It will also guarantee respect for human
rights and fundamental freedoms," said Parliament's rapporteur Nuno
Melo.
The EIO aims to make it easier for judicial authorities to request
investigative measures and thereby obtain evidence in another EU
country. For example, French judicial authorities tracking criminals
holed up in Germany could ask their German counterparts to carry out
a house search or to interview witnesses there.
This is already possible, but investigators have to rely on a patchwork
of rules, some more than 50 years old, which in many cases leads to
unjustified delays and additional burdens. The EIO will also reduce
paperwork, by introducing a single standard form for requesting help to
carry out all kinds of investigative measures and obtain evidence.
Member states would have up to 30 days to decide whether or not to
accept an EIO request. If accepted, there would then be a 90-day
deadline for conducting the requested investigative measure. Any delay
should be reported to the EU country issuing the EIO. These deadlines
aim to ensure that cross-border crime investigations are not delayed
without justification.

The text should be voted by the Parliament at the beginning of this year
and formally approved by the Council of Ministers shortly thereafter.
Once the directive is approved, member states will have three years to
transpose it into their national laws. The United Kingdom will take part
in the EIO arrangements, but Ireland and Denmark will not.
Source: European Parliament, Committee for Civil Liberties, Justice
and Home Affairs
Please click here for more.

Russia is One Month Away from Implementing the Tightest
Security at any Olympics
NPR reports that Russia is less than one month away from
implementing the tightest security at any Olympic Games, and that the
fear of terrorist attacks is anything but imaginary.
Sochi is near the North Caucasus region, the home of Muslim ethnic
groups that have regularly come into conflict with Moscow. "In fact,"
notes NPR, "over the past few years, Islamist militants have staged
almost daily attacks in various parts of the region, where the death toll
among security forces, insurgents, and civilians numbers in the
thousands.
The potential dangers of holding the Olympics near a conflict zone was
brought home last month, when a pair of suicide bombings in the city of
Volgograd left 34 people dead and dozens wounded. Volgograd is on
the edge of the North Caucasus, a little more than 400 miles from
Sochi." The article describes some of the security measures being
taken, including "uniformed Cossacks who have the authority to stop
visitors and check their identities," says NPR.
In related news, a shootout on 15 January in southern Russia's
Dagestan region has left three members of the Russian security force
and four gunmen dead. CBS News reports that the deaths were the
result of special operations sweep to roundup militants before the Sochi
Olympic Games. The incident took place in the village of Karlanyurt.
Source: Security Management
Please click here for more.

Education and Events
Application Period Open for University of Phoenix FullTuition Scholarships
Each scholarship will allow a prospective student the opportunity to
complete an undergraduate or master's degree programme through the
College of Criminal Justice and Security at University of Phoenix.
Recipients may choose to attend a University of Phoenix physical
campus or attend University of Phoenix online.
Applicants must meet all admission requirements for the University,
and maintain good standing throughout the term of their scholarship.
The scholarship is open to security practitioners worldwide.
A committee comprised of members from the Foundation Board of
Trustees, the ASIS International Board of Directors, and the
Professional Certification Board will review applicants and select the
scholarship recipients.

Applications open on 4 February.
Please click here for more.

Global Agenda
16-18 February, 2014 -- ASIS 5th Middle East Security Conference &
Exhibition, Dubai, UAE
Registration is open!
13-14 March, 2014 -- ASIS 24th New York City Security Conference &
Exhibition, New York, USA
Registration is open!
1-3 April, 2014 -- ASIS 13th European Security Conference &
Exhibition, The Hague, The Netherlands
Registration is open!
5-6 May, 2014 -- 7th Annual CSO Roundtable Summit, Miami, FL,
USA
3-6 June, 2014 -- Effective Management for Security Professionals,
Madrid, Spain
29 September - 2 October, 2014 -- ASIS 60th Annual Seminar &
Exhibits, Atlanta, GA, USA

Professional Development
Webinars
Subscribe today and get all webinars FREE between now and 31
December, 2014!
Upcoming webinars.
Webinar Archive
This month highlighting: Practical Applications of Video Analytics
Full list of archived titles
e-Learning
Full list of programmes
Classroom Programmes and Webinars
2014 at a glance.

Chapter and Certification Events
Please click here to access the European agenda.
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