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Volker Wagner, president of ASW and chair of the
ASIS European Convergence and ESRM Subcommittee.

As economies go global, so do criminal organizations and corporate
security departments and law enforcement agencies must form alliances
and cooperate to stay ahead. This was the theme of an ASIS
International and German Alliance for Security in the Economy (ASW)
full-day conference on 26 November in Berlin. The event gathered 50
senior professionals in corporate security and law enforcement from 11
countries. Volker Wagner, president of ASW and chair of the ASIS
European Convergence and ESRM Subcommittee served as the event's
chair.
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The programme started with a keynote presentation on cybersecurity
from Andreas Könen, vice president of the German Federal Office for
Information Security. According to Könen, cyberespionage is typically
detected only after about 240 days have passed. He added that the
amount of spam is decreasing, but malware in spam is increasing.
Currently, 275,000,000 types of malware are affecting Windows.
Software continues to be the weakest link, and on average, two new
vulnerabilities are pinpointed each day, he said.
Könen was followed by Sabine Wiedemann, head of corporate security
at Daimler AG, who spoke about security operations at the global
company. Wiedemann noted that security cannot operate without
interbusiness partners such as the legal and human resource
departments.
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Andreas Könen, Vice President of the German Federal
Office for Information Security (BSI).

Next on the agenda was a panel discussion with Gerhard Hantschke,
head of international strategic development at the German Federal
Criminal Police; Frank Ewald, vice president of corporate security at
Deutsche Post DHL; and Stuart Hughes, CPP, global director of profit
protection at Adidas. The discussion focused on public-private
cooperation. While it was noted that good cooperation exists between the
private sector and law enforcement in Germany, it can be much
enhanced. Project Griffin in London was named as a successful example
of this kind of superlative cooperation. However, in Germany, privacy
legislation places strong limits on the depth information exchanged
between the public and private entities.
The panel discussion was followed by an excellent presentation by Dr.
Christoph Rojahn of Deloitte & Touche, GmbH, about trends and recent
developments in international forensics. Rojahn noted that compliance
should be a key driver of corporate security. Overlapping regulations are
increasingly problematic for the private sector and during the next
decade, we will see a further increase in legal complexity, Rojhan told
attendees.

LinkedIn!
ASIS International
Group

ASIS Europe
Network

ASIS Asia-Pacific
Network

ASIS Middle East
Network

President's
Perspective
ASIS International's
President Richard
E, Widup, CPP,
shares his unique
insights on a range of
membership and
industry issues in his
President's
Perspective
column. Read the
latest here.

In the afternoon, David Hunt of HIS spoke on developing a social media
intelligence capability. He was followed by ASIS Past President Eduard
Emde, CPP, who spoke about issues that are shaping the future of
security management and competency development. The event closed
with update on Ukraine by Risto Haataja, managing director of TEMI
Group.
A crew from Potsdam TV attended the event and aired a report (in
German).

Security Management Congress Gathers in The Netherlands
By Erik de Vries, CPP, Benelux
Chapter Chair

On November 20, more
than 200 security
professionals arrived in
Nijkerk, The Netherlands,
for the ASIS Security
Management Congress
2014. ASIS Benelux
members could participate
in the congress at no
charge.
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business continuity.
Keynote speakers Bart Blokland, director of Alliander, a leading Dutch
gas and electricity network company, and Professor Martin
Gill, criminologist and director of Perpetuity Research, presented
challenging, and provocative, keynotes that called for innovations in the
security profession and resulted in ardent discussions. Tom Egbers,
Dutch television sport anchor, ended the event with a keynote that
included mind game to test participants' sport and general knowledge.
For the third year in a row, the congress included parallel and
intersecting knowledge, discussion, roundtable, expert, and walk-in
sessions. This scheduling made the day strikingly interactive and busy,
as participants set their own agenda. Sessions included topics such as
ASIS Young Professionals, the benefit of ASIS standards and guidelines,
the ASIS report Persuading Senior Management with Effective,
Evaluated Security Metrics, which was funded by the ASIS Foundation,
and the results of a Dutch security management salary survey.
The preceding evening, the ASIS Benelux chapter had hosted a
successful iteration of its Annual Chapter Dinner.
Click here for a highlight video.
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More than 30 members and invited guests attended the ASIS Ireland
Chapter Meeting.

The U.S. Embassy in Dublin hosted more than 30 members and invited
guests of the ASIS Ireland Chapter for a program of thought-provoking
topical presentations.
The embassy's regional security officer, Special Agent John McNichols
provided fascinating insights into diplomatic security, focussing on his
role, as well as giving an overview of the Overseas Security Advisory
Council.
Finbarr McCarthy, corporate security director, Europe, for Mylan,
examined the challenges of guard force vendor selection in Eastern
Europe, especially in Poland. He provided an overview of security officer
licencing, the impact of government policy, and employment contracts.
John Murphy, chapter vice chair, presented a chapter update providing a
summary of the chapter's seminar, meetings, and study group activities

during 2014. John also discussed the new chapter website which will go
live before the end of 2014.
Please visit our
European Chapter
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www.asiscz.org
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www.asisfinland.org

Diarmuid O'Neill, the Chapter's Education Officer, provided insight into
the Irish Protected Disclosures Act 2014. O'Neill also facilitated an
interesting discussion that focussed on whistleblowing as a tool in
corporate governance and risk management in the private sector.
Chapter Chair John Bailey closed the event by thanking the U.S.
Embassy for hosting the meeting, as well as the members for their
attendance.
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Chapter Vice Chair Paul Reither, corporate security director of the OMV,
welcomed the attendees and as did the author, Chapter Chair Werner
Preining.
Preining presented a review of the Chapter's 2014 activities, a review of
the ASIS International 60th Annual Seminar and Exhibits in Atlanta, and
a councils' activities update, including those of the Crisis Management
and Business Continuity Council, the IT Security Council, and the Critical
Infrastructure Working Group.
Next, Peter Aschenbrenner and Paul Reither made a presentation titled
"Religiously Motivated Terrorism: Consequences for the Industry." The
presenters discussed the increase in terrorism tied to globalization.
The next speaker was Christoph Riesenfelder, who spoke on
"Information Security for Leadership," which explored, among other
issues, passwords and their associated risks.
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After lunch, Preining presented the topic "Assuring Business Competitive
Advantage through Eavesdropping Mitigation." The last presentation of
the day was given by Bernhard Maier, director of BM Investigations, who
discussed obtaining information from public sources within Austria.

Speight Wins CIR Risk Manager of the Year Award
The United Kingdom Chapter of ASIS International would like to
congratulate Dr. Peter Speight, director of risk management for
Securitas, on winning the prestigious Continuity Insurance and Risk
(CIR) Risk Manager of the Year Award 2014. The award is given by the
digital magazine, CIR, as well as the Institute of Operational Risk, the
Public Risk Management Association, and other organizations.
Chapter Vice Chair Mike Hurst says, "Peter has been a champion of
Enterprise Security Risk Management for many years and we are
delighted that his work has been recognised by this award. ASIS has
produced several guidelines and standards on this subject and it is fitting
that an ASIS member has won this award."
Speight is a long-time ASIS member and has joined the United Kingdom
Chapter's Leadership team as secretary.

ASIS International News
Leadership Management and Practices Council Seeks
Members
The ASIS Leadership Management and Practices Council is recruiting
international members. This high-profile group is actively involved in
diverse projects related to its topic area. The council provides the ASIS
membership with relevant, measured, and sustainable global security
best practices. The council also collaboratively identifies and promotes
people-, process-, and asset-protection strategies, as well as
communicates with business leaders on challenges and opportunities
unique to the security profession. Interested international members can
contact Council Chair Mark H. Beaudry, CPP.
Details about the Council's mission can be found on the ASIS Councils
tab at ASIS Online.
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Drone and Privacy Intrusion
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Businesses using drones to capture images have brought a new range of
conflicts with the risk of what is being termed "collateral intrusion" of the
privacy of individuals. In the United Kingdom, Parliament began to
question the use of drones for commercial purposes, as these aerial
vehicles, in the course of operations, could capture images of individuals
that contravene the Data Protection Act. However, data protection
boundaries remain blurry when it comes to the use of drones by private
individuals.
The scope of European Union data protection rules covers the collection,
processing, and retention of personal data, but does not apply where
personal data is collected for private purposes. The scope of private use
must be clarified by legislation.
The European Commission launched a consultation last August on a
policy initiative on drones. The commission is preparing a summary
report that will be available in the near future
Source: Out-Law.com

EU Data Protection Reform Under Discussion
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The current European Union legislation framework regarding EU data
protection is an attempt to update the outdated. The directive currently in
use is from 1995, and at the time of its implementation, did not anticipate
that the Internet would become such a paramount resource. A single law
is needed by legislators to simplify the current legislative patchwork and
reduce the administrative burden associated with compliance in multiple
jurisdictions, leading to a projected savings for businesses of around
€2.3 billion per year. The initiative will reinforce consumer confidence in
online services and providing a much-needed boost to growth, jobs, and
innovation in Europe.
Among the key highlights of the proposal is the so-called "right to be
forgotten," the right of data portability, and the implementation of a single
national data-protection authority.
The legislative process to update the directive began in 2012 upon
European Commission Vice President and EU Justice Commissioner
Viviane Redding's initiative. However, the process has been time
consuming and still requires further discussion.
Source: Mondaq.com

Fighting Piracy Off the Somali Coast

The European Union Institute for Security Studies published a report on
the fight against piracy off the coast of Somalia. This report summarizes
the lessons learned by the Contact Group on Piracy off the Coast of
Somalia (CGPCS) and provides an in-depth analysis from the field.

The report was written to address key challenges and circulate the
experiences of those involved in the fight against piracy. In its
conclusions, the report analyses the international framework and to what
extent the work of the contact group can be applied to various policy
fields such as peacebuilding bodies. This task is not easy and requests a
sound analysis of the state of play to result in effective preventative and
defensive actions.
This report details the work of the CGPCS since its implementation in
2009.
Source: The European Union Institute for Security Studies

Thriving Business on the Anonymous Internet

Dozens of Dark Web "retailers" are proving resilient, despite the efforts of
law enforcement. Moreover, the anonymous Internet is expanding and
becoming more sophisticated. This dark market is dominated by two
upstarts, Agora and Evolution. The most popular products on these sites
are illegal and prescription drugs. Other high-traffic sections are weapons
and "tutorials" on how to commit various crimes.
The dark net has actually transformed the illegal wholesale market: it is
less dangerous than street trades, it reduces territorialism, and the
product quality is higher due to the customer rating system. Jamie
Bartlett, author of The Dark Net, warns that these sites are impossible to
close because "listings, messaging, payment, and feedback are all
separated, controlled by no central party."
Source: The Economist

Joint Operation Takes Down More than 400 Dark Sites

An online raid jointly conducted by 16 European countries and the United
States took down Silk Road 2.0 and 400 other sites that sold illegal items
such as drugs and weapons. These dark sites operated on the
anonymous Tor network that allows accessing the hard-to-reach parts of
the Internet where illegal marketplaces thrive.
Many thought that these marketplaces were completely untouchable, but
now the authorities say that they have developed new techniques to take
these networks down. The people behind them, however, remain hard to
catch -- only 17 arrests were made. Considering that the Dark Web is
estimated to be up to 500 times the size of the regular Web, it becomes
clear that there is much work to be done.
Source: The BBC

Hotel Wi-Fi Connection Spy Attacks
Since 2007, multiple hotel Wi-Fi connections in Asia, and some in
America, have been hijacked by a group dubbed DarkHotel. The victims
seem to be deliberately targeted; they have been mostly people from
India, Japan, and North Korea -- all countries that either have nuclear
weapons already or could easily build them. Other victims of the malware
include senior bosses from American weapons firms.
Presumably, DarkHotel's actions are the work of a nation-state, due to
their highly technical execution. Clues in the disassembled malware have
led some to suspect the South Korean government.
Source: The Economist

Would-be Jihadists Cruising to War Zones

The past three months, an unknown number of potential jihadists have
travelled on cruise ships to reach conflict areas in the Middle East such
as Iraq, Syria, and Turkey, according to Interpol. The police agency said
that more stringent checks of passenger lists should be made by airlines
and cruise operators to keep the situation from escalating.
"There is evidence that the individuals, especially in Europe, are
travelling mostly to the Turkish coastal town of Izmit and other places to
engage in this type of activity," said Interpol Director of Counterterrorism
Pierre St. Hilaire.
Source: The BBC

Europol Coordinated Airport Ticket Fraud Raids
Europol organised raids in 80 airports in 45 countries to detect travellers
that were using a fraudulently bought ticket. In total 118 people who
bought tickets with stolen credit cards were arrested. The initiative is
called Global Airport Action and is a joint effort between police forces,
airlines and credit card companies. The airlines lose more than U.S. $1
billion a year and with this action a first step is taken against organised
crime.
Source: The BBC

Belgacom and EU Cyberattack May be Linked to U.S. and
British Intelligence
According to a technical research conducted by the investigative news
Web site The Intercept, the complex malware Regin is the technology
behind the cyberattacks against the European Union and a Belgian
telecommunications company called Belgacom. The analysis also
verified that these were carried out by U.S. and British intelligence
agencies.
The hacking operations on the European Union and Belgacom were
discovered after Edward Snowden leaked U.S. National Security Agency
documents.
Source: The Intercept

Education and Events
ASIS 14th European Security Conference & Exhibition

ASIS International will host the ASIS 14th European Security Conference
& Exhibition in 2015 in Frankfurt, Germany.
Take advantage of this unique opportunity to join approximately 500
senior security professionals who will gather 29-31 March, 2015, at the
Messe Frankfurt Congress Centre.
Reasons to Attend
1. Hear Industry leaders from important companies and
organisations speak about the latest developments, trends, and
innovations in security.
2. Apply lessons learnt from other industries to your own sector.
3. Connect with high-level security professionals from all over
Europe and beyond.
4. Become motivated by new ideas and information.
5. Form new partnerships and connect with familiar faces in the
industry.
6. Join discussions on Facebook, LinkedIn, and Twitter.
Who Should Attend

•
•
•
•
•
•
•
•
•

Security management professionals
Corporate executives in IT, supply chain management, strategic
planning, and human resources
Representatives from companies providing security solutions
Law enforcement and fire protection professionals
Facility management professionals
Intelligence services and military personnel
Government officials (Justice and Home Affairs, Foreign Affairs
and Defense)
Academics
Consultants, vendors, and architects

Register now

ASIS 6th Annual Middle East Conference & Exhibition

The ASIS 6th Middle East Security Conference & Exhibition, under the
patronage of His Excellency Lt. Gen. Dhahi Khalfan Tamim, deputy
chairman of police and general security, will take place February 15-17,
2015. The venue will be the Events Centre of the InterContinental
Festival City Hotel, Dubai, United Arab Emirates.
Join fellow colleagues to share experiences, best practices, and ideas
with senior security professionals from a wide range of backgrounds and
disciplines during five parallel presentation tracks (including the ASIS
CSO Roundtable and the Technology and Solutions Theater). Visit more
than 1,000 square-meters of exhibition space and learn about new
products and technology.

ASIS Middle East 2015 is a unique end user-focused business summit
that is expected to attract more than 700 senior participants, many of
whom are CSOs, security directors, security managers, and security
consultants from all over the region and beyond.

Several guests who will participate in a keynote panel of experts have
been confirmed. The panel will probe whether the introduction of security
industry regulations and frameworks has led to increased performance
and is viewed as a positive to customers and stakeholders. A keynote
speaker has also been confirmed.
For more information on the Conference & Exhibition, visit its page at
ASIS Online or contact middleeast@asisonline.org.
Registration for the ASIS Middle East Security Conference and Exhibition
can be done online here.

EuroDynamics Seeks Articles

ASIS International invites members to submit articles to be published in
future editions of EuroDynamics.
Whether the topic is a case study about a facility, an analysis of new
legislation in your nation, an article about mitigating threats a look at
fresh opportunities for the security profession, or other items that spread
practitioner knowledge and best practices with other ASIS members, we
would be happy to receive it.
Board certified professionals are entitled to claim up to 9 CPE credits per
published article.
General writing guidelines:

•
•
•
•

Articles must be in English only.
Articles should not exceed 500 words.
If you would like to submit longer articles, please send a 500word summary that will be published in the newsletter and on the
ASIS European Web site with a link to the full article.
Sales or marketing submissions will not be accepted.

Please contact the editor.

Global Agenda
15-17 February, 2015 -- ASIS 6th Middle East Security Conference &
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29-31 March, 2015 -- ASIS 14th European Security Conference &
Exhibition, Frankfurt, Germany
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