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On June 5, 2003, the law firm of Skadden, Arps, Slate, Meagher & Flom LLP conducted a conference on Protecting America’s Secrets: The Department of Homeland Security’s Critical Infrastructure Information Policy. The focus of the conference was to clearly define critical infrastructure information, the risks associated with the information sharing process, and its implications on legal investigations. 


Lucy Clark, Acting General Counsel for the Department of Homeland Security (DHS), remarked that the sharing of critical infrastructure information presents a major challenge to DHS due to the fact that nearly 85% of the nation’s critical infrastructure resides in the private sector. Ms. Clark, who helped draft the Homeland Security Act of 2002 and lobbied Congress for its passage, encouraged the establishment of fair and competent practices and procedures for handling critical infrastructure information. The Homeland Security Act encourages the voluntary sharing of critical infrastructure information and establishes uniform procedures for its handling and care. Critics of the Homeland Security Act argue that it goes too far with its protections.  

On April 15, 2003, the Department of Homeland Security issued a proposed rule for the handling of critical infrastructure information.  Ms. Clark identified this as the first step in creating the framework to establish a critical infrastructure program. The proposed rule seeks to define what is included under the definition of critical infrastructure information.  Ms. Clark explained that information must be voluntarily submitted, which may be done through an Information Sharing & Analysis Center (ISAC), and the appropriate official at DHS must review the submission. She encourages the government to collaborate with the private sector to the highest degree in order to prevent terrorist attacks. The information received in response to the proposed rule will constitute the cornerstone of the President’s National Strategy for the Protection of Critical Infrastructures and Key Assets. Sharing information is essential to protecting critical infrastructures, but it must be done in such a way that also protects the government’s interest in securing America’s assets. 

 Speaking on behalf of the private sector, Terry Cox, Director of Security Services for Consolidated Edison of New York, Inc., argued that there has been very little feedback from the government with respect to the electric sector. The electric sector has received no information on particular threats or safety guarantees from the government. He stressed the importance of two-way communication, not just the transfer of critical information from the private sector to the government. The government needs to identify specific safety concerns and share that information with the private sector. Mr. Cox took issue with several provisions of the Department’s proposed rule. In particular, the determination of whether or not information has been submitted in good faith is made by a judge; but the judge is not empowered to determine whether information is not related to critical infrastructure or is not submitted in good faith. Additionally, Mr. Cox objected to the proposed rule’s exclusion of subcontractors, and questioned what a contractor  might do with threat or safety information if he is prohibited from sharing it with subcontractors. Overall, the electric sector has been very proactive in providing information to the government, but the sector has not seen reimbursement for their efforts to enhance security. The electric sector anxiously awaits the benefits of  its compliance and voluntary efforts, and hopes to soon see a return on their safety and security investments. 

For additional information on the legal implications of voluntary disclosure, please read the attached memo by Joseph Beach of Skadden, Arps entitled Critical Infrastructure Information: The Statutory Regime Protecting Voluntary Disclosure. 

