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5.0. GUIDELINES DESIGNATION

This guideline is designated as ASIS GDL IAP 02 2007.

6.0. SCOPE

The scope of the Information Asset Protection (IAP) Guideline is broad in that it can be applied
to all sizes of organizations and all industry sectors to include non-profits, educational
institutions, and government agencies. The guideline can aid employers in developing and
implementing a comprehensive risk-based strategy for information assets protection. Such a
strategy may include the fundamental concepts of (1) classifying and labeling information, (2)
handling protocols to specify use, distribution, storage, security expectations, declassification,
return, and destruction/disposal methodology, (3) training, (4) incident reporting and
investigation, and (5) audit/compliance processes and special needs (disaster recovery).
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7.0. SUMMARY

This guideline is organized into three primary sections. The first section offers a general
framework and some guiding principles for developing an effective Information Assets
Protection (IAP) policy within any organizational setting. The second section proposes
recommended practices that may be applied in the implementation of a high-quality IAP
program. The third section consists of two appendices that provide useful tools for any size
organization. Appendix A consists of a Sample Policy on IAP. Appendix B is a Quick
Reference Guide, a sample flow chart for assessing information protection needs that can be
modified and customized to meet an organization’s needs.

8.0. PURPOSE

An organization’s competitive edge often is the result of information derived from the creativity
and innovation of its personnel. Consequently, the loss of this information would negatively
impact the organization’s investment in personnel, time, finances, product, and/or property.
Whether it is a trade secret, patent information, or other intellectual property; a simple
improvement in the way an organization produces a product or conducts its business; a technical
modification, new technique, or management concept; or employee/personnel human resources
information, the importance of these assets cannot be underestimated. In order to safeguard its
information assets, an organization should establish a policy that requires specific measures be
taken to protect information assets. This policy should outline organizational roles,
responsibilities, and accountabilities, since it will be critical to the defense of an organization
should a regulatory or legal matter ensue. The policy should be defined in terms that are easily
understood and maintained.

Effective protection of information assets, whether in electronic, verbal, written, or any other
form, involves these basic principles:

1. Classification and labeling information.

2. Handling protocols to specify use, distribution, storage, security expectations,
declassification, return, and destruction/disposal methodology.

3. Training.

4. Incident reporting and investigation.

5. Audit/compliance processes and special needs (disaster recovery).

9.0. KEY WORDS

Assets, Copyright, Intellectual Property Rights (IPR), Patent, Proprietary Information, Risk, Risk
Assessment, Threat, Trade Mark, Trade Secret, Vulnerability.
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10.0. TERMINOLOGY

The terms defined below are for the purposes of understanding their usage within this guideline.

Assets: Any real or personal property, tangible or intangible, that a company, organization, or
individual owns that can be given or assigned a monetary value. Intangible property includes

such things as goodwill, reputation, proprietary information (both tangible and intangible), and
related property. For purposes of this guideline, people are included as assets.

Confidentiality: Secrecy, the state of having the dissemination of certain information restricted.

Copyright: A property right in an original work of authorship (including literary, musical,
dramatic, choreographic, pictorial, graphic, sculptural, and architectural work; motion pictures
and other audiovisual works; and sound recordings) fixed in any tangible medium of expression,
giving the holder the exclusive right to reproduce, adapt, distribute, perform, and display the
work.

Intellectual Property Rights (IPR): A category of intangible rights protecting commercially
valuable products of the human intellect. The category comprises primarily trademark,
copyright, and patent rights, but also includes trade secret rights, publicity rights, moral rights,
and rights against unfair competition. (Note: Some areas of the world differ significantly in their
recognition and enforcement of patents, trademarks, copyrights, and other IPR. It is important to
understand the IPR climate and the ability of the legal safeguards that are applicable in each
jurisdiction where there is a necessity to support your business requirements.)

Non-Disclosure Agreement (NDA): A legal contract between at least two parties that outlines
confidential materials or knowledge the parties wish to share with one another for certain
purposes, but wish to restrict from generalized use. In other words, it is a contract through which
the parties agree not to disclose information covered by the agreement.

Patent: Information that has the government grant of a right, privilege, or authority to exclude
others from making, using, marketing, selling, offering for sale, or importing an invention for a
specified period (20 years from the date of filing) granted to the inventor if the device or process
is novel, useful, and nonobvious.

Proprietary Information: As defined by the Federal Acquisition Regulation (48 CFR 27.402
Policy): A property right or other valid economic interest in data resulting from private
investment. Protection of such data from unauthorized use and disclosure is necessary in order
to prevent the compromise of such property right or economic interest.

Risk: A security risk is the potential that a given threat will exploit vulnerabilities to cause loss
or damage to an asset.

Risk Assessment: A systematic process whereby assets are identified and valuated, credible
threats to those assets are enumerated, applicable vulnerabilities are documented, potential
impacts or consequences of a loss event are described, and a qualitative or quantitative analysis
of resulting risks is produced. Risks are generally reported in order of priority or severity and
attached to some description of a level of risk.
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Root Cause Analysis: A technique used to identify the conditions that initiate the occurrence of
an undesired activity or state.

Sensitive Information: Information or knowledge that might result in loss of an advantage or
level of security if disclosed to others.

Service Mark: A name, phrase, or other device used to identify and distinguish the services of a
certain provider. Service marks identify and afford protection to intangible things such as
services, as distinguished from the protection already provided for marks affixed to tangible
things such as goods and products.

Technical Surveillance Countermeasures: Employment of services, equipment, and techniques
designed to locate, identify, and neutralize the effectiveness of technical surveillance activities.

Threat: The manifestation of an ability or intent to adversely affect an asset.

Trade Mark: A word, phrase, logo, or other graphic symbol used by a manufacturer or seller to
distinguish its product or products from those of others.

Trade Secret: All forms and types of financial, business, scientific, technical, economic, or
engineering information, including patterns, plans, compilations, program devices, formulas,
designs, prototypes, methods, techniques, processed, procedures, programs, or codes, whether
tangible or intangible, and whether or how stored, compiled, or memorialized physically,
electronically, graphically, photographically, or in writing if (a) the owner thereof has taken
reasonable measures to keep such information secret; and (b) the information derives
independent economic value, actual or potential, from not being generally known to, and not
being readily ascertainable through proper means by, the public.

Vulnerability: A weakness or organizational practice that may facilitate or allow a threat to be
implemented or increase the magnitude of the impact of a loss event.
11.0. INFORMATION ASSET PROTECTION (1AP) POLICY

As with implementation of any successful organizational policy, it is essential that at the outset
of discussions concerning an Information Asset Protection (IAP) policy that:

1. Anorganization’s leadership provide commitment, budgetary resources, and depth of
support so all business units assume appropriate responsibility for developing strategies
to align organizational and protection goals.

2. A dedicated department, group, and/or individual(s) be tasked with the responsibility for
the policy management and overall accountability/audit.

3. All business units, personnel, temporary employees, vendors, consultants, contractors,
and business partners be required to adhere to the policy.

8 ASIS GDL IAP 02 2007
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4. Continuous education and training be conducted for the affected parties.

11.1. General Framework For An Effective Policy

Ultimately, the responsibility for protecting information assets rests with the leadership of an
organization. When they exist in an organization, departments such as security, legal,
operations, human resources, information technology, and other functions often assist in
developing, implementing, and supporting the effort. Some of the roles and responsibilities for
managing an IAP policy include the following:

= Ensuring that risk identification, evaluation, and mitigation activities are integrated into and
support business processes.

= Developing, implementing, and managing a program of integrated protection controls to
mitigate identified risks to an acceptable level.

= |dentifying cross-sector interdependencies of information asset and physical asset protection.

= Ensuring that information technology (IT) systems and telecommunications systems
complement the 1AP policy.

= Defining and communicating roles and responsibilities and adherence to roles and
responsibilities throughout the organization and with employees, partners, vendors, suppliers,
consultants, customers, etc.

= Performing regular internal assessments of the policy.

= Tracking security events and conducting post-event reviews to identify root causes and
determining if protection measures fit the originally intended purposes and are consistent
with the current risk profile.

= Reporting significant changes in risk and/or asset value to appropriate levels of management
on periodic and post-event basis.

= Defining a process for formal risk acceptance by management.

= Assigning responsibility to monitor potential changes in contractual obligations, regulations,
laws, and intellectual property rights issues in order to assess potential impact on the
organization.

= |dentifying and communicating unique regional or site issues, cultural, legal, or
organizational requirements and assessing potential impact to the organization.

Information assets may include all forms and types of financial, business, and scientific
information, customer related information (including identification, preferences, and pricing),
business strategies, manufacturing processes, research and development, personnel data, etc.
Such information may be electronically generated and processed, stored on some form of storage
media, printed on paper or on other mediums whereby information may be recorded and
communicated.

Failure to take reasonable steps to protect assets from unauthorized use may make it difficult for
an organization to obtain legal recourse in preserving its intellectual property rights if the
information is compromised.

It is important to identify what information should be protected and then identify the many forms
this information may take over its lifecycle. It is also important to recognize that only a certain
segment of the organization’s information may warrant protection. Once such information is
identified, it should be classified such that the most significant information assets receive the
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greatest degree of protection. However, some suggested controls might not be applicable, or
practical, in every part of every organization. Failure to include appropriate subject matter
expertise at the beginning of project discussions and design can result in significantly increased
security costs and the potential for less effective solutions.

An organization’s leadership should consider both the categories of information and the levels of
information that represent protection objectives.

Categories of information assets may include:

* Proprietary Information ¢ Physical Products
(Customer lists, marketing plans, pricing (Prototypes, models, molds, dyes and manufacturing
strategies, test results, etc.) equipment, etc.)
+ Trade Secrets ¢ Trade Marks and Service Marks
+ Patent Information + Privacy Information
(Personal data, evaluations, credit info, etc.)
+ Copyright Information + Regulated Information

(Health Information®, financial data,
government classified, etc.)

Although the controls outlined in this section of the guideline are primarily designed for
protecting proprietary and trade secret information, they serve equally well for all information
assets including those listed above.

Levels of information may be determined by criteria such as:
Sensitivity. This information includes that which if disclosed outside of trusted people and
processes would likely have a significant impact on the organization’s operations and business

strategy.

Criticality. Critical information is that upon which an organization relies to accomplish its
mission and support business decisions.

Other levels and/or terms are commonly used in various business and organizational settings
to distinguish the degree of sensitivity or degree of protection warranted. These include
confidential, restricted, limited, non-public, and others. Most organizations define between two
and four levels of sensitivity/protection. Fewer than two levels may not adequately distinguish
material, and more than four levels may be too complicated and cumbersome to effectively

manage.

It should be noted that some information might require protection only for specific periods of
time. An example of this can be found with the National Aeronautics and Space Administration
(NASA) during a typical space shuttle launch. Prior to and during a shuttle mission, certain

1 Such as protected information under the Health Insurance Portability and Accountability Act of
1996 (HIPAA)
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information is considered highly sensitive. Once the mission is completed, some of that
information becomes obsolete or no longer requires the same level of protection. Similarly,
efforts to protect patent information can often be minimized once the patent has expired.

11.2. Information Asset Protection Policy Statement

The policy statement sets the tone for the organization, its employees and all those in a trusted
relationship (e.g., consultants, sub-contractors, partners, and vendors). In addition, being able to
demonstrate a meaningful, well-communicated and consistently enforced policy often helps to
support any subsequent legal actions if they become necessary.

The policy should present a general introductory statement based on the premise that:

e Information is one of the organization’s most important resources.

e All information needs to be appropriately evaluated according to its sensitivity.

e Protection measures should be sufficient to ensure confidentiality, integrity, availability,
accountability, recoverability, auditability, and non-repudiation for information in both
the physical and cyber environment.

(See Appendix A, Sample Policy.)

11.3. Risk Assessment Considerations

A thorough and tailored risk assessment is the foundation in the development of an overall IAP
strategy. Questions such as the following are often helpful in performing a risk assessment:
e What competitive advantage does this information provide?
e What is the likelihood that competitors are seeking this information?
e What is the potential damage to the organization’s operations?
What is the potential damage to an individual?
What is the potential damage to the organization’s reputation or image?
What is the potential for loss of customer, shareholder, or business partner confidence?
What is the potential for loss of trade secret or patent protection?
What is the potential for loss of ability to be first to market?
What is the potential for loss of market share?
What is the effect on stock value or venture capital support?

Assessments should be performed on a regular basis to address changes that may occur in the
business environment, security requirements, and the nature of the information assets, threats,
vulnerabilities, and impacts. In addition, they should be performed in a systematic manner such
that the process and results are reproducible. These assessments, in certain circumstances, may
include the inclusion of appropriate IPR risk assessments as part of a due diligence process prior
to any business transaction. These assessments need to be product, technology, and transaction
specific in order to be most effective at identifying, assessing, and addressing risk.
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Please see the ASIS General Security Risk Assessment Guideline, available at
www.asisonline.org/quidelines/quidelines.htm, for further information on how to conduct a risk
assessment.

12.0. IAP POLICY IMPLEMENTATION AND RECOMMENDED PRACTICES

The following principles form the foundation of an effective IAP policy: identifying, valuating,
classifying, and labeling information assets; need-to-know controls; privacy protection; security
awareness and training; information asset management; and investigating loss or compromise.
This section provides general guidance -- in a “how-to”” format — for implementing an effective
IAP program in organization. Each subsection lists practices and/or procedures that should be
considered as part of an overall protection strategy. For many of these issues, more specific
information is available in the resources listed in the References/Bibliography section.

12.1. Identifying Information Assets

The first step in implementing an IAP is to identify the information that may need to be labeled
and protected. This step helps narrow the scope of the information that requires protection and
focuses limited security resources where they are most needed.

12.2. Valuating Information Assets

After information is identified, an organization needs to perform a valuation process to determine
importance and criticality to the enterprise.

12.3. Classifying Information Assets

An organization must establish a classification system that assigns a value to critical information.
(See Appendix B.)

12.4. Labeling Information Assets

All identified assets should prominently display the appropriate classification and level in
whatever media it appears.

12.5. Need-To-Know Controls

= Anemployee’s access should be based on his or her current job function and a need-to-know
basis, not solely on a position or management level.

= Use categories and levels of information to aid in defining need-to-know controls.

= Apply methods/layers of protective measures to information assets appropriate to their
categories and levels.

= Ensure that successive methods/layers of protective measures complement the organization’s
overall policy and provide the balance between the conduct of the business and approved
accessibility.

12 ASIS GDL IAP 02 2007


http://www.asisonline.org/guidelines/guidelines.htm

Information Asset Protection Draft Guideline for Public Review and Comment Period

12.6. Privacy Protection

In addition to proprietary and trade secret information, all organizations handle some form of
“privacy” information pertaining to their employees, management, relationships, customers or
others. In order to maintain the necessary level of trust and to meet legal and regulatory
requirements, distinct controls on privacy information should be implemented.

= Establish specific privacy policies and designate an employee responsible for implementing
and managing the privacy program.

= Evaluate privacy information relating to employees, partners, vendors, customers, and others
and determine legal and regulatory requirements.

= Ensure systems are in place to ensure employee privacy is not compromised.

= Review applicable federal, state and international guidelines to ensure adequate internal
controls are in place to protect the privacy of employees.?

= Clearly mark privacy information properly released to indicate:
= How the information will be used and made available to others.
= Proper notifications and actions if a compromise should occur.
= Destruction or disposition instructions when the information is no longer needed.

Conduct program audits to ensure privacy policies are practiced effectively.

12.7. Information Security Awareness and Training

Almost invariably, security awareness and training is one of the most cost effective measures

that can be employed to protect corporate and organizational information assets. This is largely

due to the fact that protecting information, generally more so than any other asset, is best

achieved through routine business practices that permeate every element of an organization.

Therefore, where each individual entrusted with sensitive information takes prudent measures

and personal responsibility for protecting those assets, a robust security environment should

occur naturally.

= Determine the need for and scope of an Information Security Awareness Training program
within the organization based on a comprehensive risk assessment and the nature of the
business.

= Consider developing and delivering tailored security awareness training for all individuals in
a trusted relationship.

= Include non-employees such as part-time personnel, temporary employees, consultants, sub-
contractors and on-site vendors in such training.

= Deliver awareness training on a recurring basis and via multiple modes to effectively reach
all appropriate personnel.

= Whenever possible, information security awareness and training should be documented.

12.8. Key Projects and Other Potentially Competitive Information

= Consider requiring specific information asset protection policies for key projects, initiatives,
new product lines, etc.

2 Additional guidance is available at the Federal Trade Commission Web Site,
www.ftc.gov/privacy and from the European Union (EU) Data Protection Directives.
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= Ensure that peripheral information, such as supply orders, hiring needs, facility
enhancements, etc., observable activities, or other indicators do not provide valuable
intelligence to a competitor or adversary.

= Consider the vulnerability of information released to outside entities as part of joint ventures,
partnering agreements, or trusted partner (vendor, supplier, client) arrangements. Recognize
that the other entity may not have the same level of protective measures in place for
information that your organization considers adequate.

= Consider publicly available information in the aggregate, not just item by item.

= Assess potential vulnerabilities by taking the adversary’s perspective and defend against
realistic collection techniques.

= Coordinate major releases with all relevant elements of the organization including
marketing/public relations, human resources, budget and finance, production, research and
development, and others as appropriate.

= A pre-release approval process should exist for any presentations, papers, or articles that may
contain information pertinent to sensitive activities or plans.

= Periodically review Web content concerning the organization (and the sites of joint ventures,
partnering agreements, or trusted partner [vendor, supplier, client]) and key projects to assess
publicly available information.

12.9. Investigating Loss or Compromise

Investigations contribute not only to subsequent litigation and support to law enforcement
agencies (if appropriate), but also to asset recovery, identifying the root cause of the incident,
preventing future occurrences, assessing the real damage or loss caused by the incident,
identifying peripheral issues/problem areas, and recommending corrective actions. Appropriate
investigative techniques should be used at all times and legal considerations taken into account
when developing an investigative plan.

12.9.1. Investigation

= Establish an investigative plan and coordinate with counsel.

= Thoroughly investigate known and suspected compromises of information.

= |dentify investigative resources that are available (both internal and external) or may be
needed including forensic laboratory support and various expert capabilities.

= Establish and maintain effective liaison relationships with law enforcement and investigative
service providers as well as various information sources.

12.9.2. Damage Assessment

= To the extent possible and as soon as possible, determine exactly what information has been
compromised.

= Determine the implications of the compromise in terms of economic loss, research/project
delays, operational impact, corporate image, shareholder confidence, legal liability, and
corporate relationships (partners, vendors, suppliers, subcontractors, etc.).

= Determine the actual and potential impact of the compromise on other corporate projects and
initiatives.

= Report actual and potential impact to an appropriate level of management.
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12.9.3. Root Cause Analysis

Attempt to identify any systemic problems or existing business practices that would allow or
contribute to the compromise of sensitive information.

Maintain easily accessible documentation (or an automated database) on incidents (including
allegations and suspected incidents) related to the compromise or suspected compromise of
sensitive information. This is extremely valuable for Root Cause Analysis subsequent to a
known compromise and for historical trend analysis. It is also useful in determining the
aggregate information that has been released over time on a particular project or initiative.
Following a root cause analysis, identify and implement appropriate corrective actions and
follow-up to adjust policies and practices that contributed to or facilitated the loss incident.

12.10. Handling, Receipt, Transmission, Storage, and Destruction

Enforce access restrictions according to sensitivity level of the information and “need-to-
know” criteria for individuals.

Shredders or secure collection receptacles should be conveniently located near office areas
with printers, copiers, and fax machines.

Signage should be posted in office areas with printers, copiers, and fax machines reminding
employees that overruns and misprints need to be destroyed.

Consider, where appropriate, the documenting of all transfers (internal and external) of
sensitive records/documents.

Consider conducting periodic, random audits to ensure compliance.

Conduct and document a selection process and due diligence for any contractors that will
process records, documents, or sensitive information in any manner.

Ensure central records storage facilities comply with established fire and building codes and
standards that address issues such as shelving, fire suppression, and compartmentalization.?
Destroy records and sensitive information in a manner that precludes reconstruction
consistent with its level of sensitivity; and document the date and place of destruction.
Obsolete stored records should be destroyed regularly according to a records retention
schedule.

Destroy incidental and duplicate records on a regular basis.

Collect and store information/media to be destroyed such that it is secured from unauthorized
persons (including cleaning crews) and in containers that prevent inspection, handling, and/or
removal.

Avoid, if possible, discarding particles of destroyed media in outside trash receptacles
accessible to the public or by a method where they could be retrieved.

Protect records and information while in transport by using measures such as locked
containers, seals, escorts, RFID (Radio Frequency Identification) tags, transportation
logs/receipts, and other means as appropriate.

Where appropriate, a means should be employed to distinguish original documents from
reproductions - and in some cases, reproduced copies should be numbered and accounted for.

3. “Compartmentalization” in this context refers to limiting the amount of materials in any space
or area that is not separated by a mechanism to prevent or substantially inhibit the spread of
fire. In this case, the National Fire Protection Association has determined that no more than
250,000 cubic feet of records should be in any area or space that is not separated by an adequate
firebreak mechanism.
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= Minimize unnecessary retention of sensitive records and materials by periodically reviewing
the need to retain information, including duplicate copies, and enforcing an effective
destruction policy.

12.11. Protection of Information in Hard Form (Physical Product)

12.11.1. Prototypes and Models

= Prototypes and models should be afforded all the same physical security, access controls,
classification, employee vetting, verification, and documentation as other information assets.
Particular attention should be paid to prototypes and models whether they exist in the form of
paper designs, hardware, test vehicles, market test materials, software, or other prototypes.

= Obsolete prototypes, models, and test items should be destroyed such that they may not be
reversed engineered.

= Contractors or vendors entrusted with prototypes, models, or test items should be
contractually bound to protect them in a manner consistent with the owner’s policies and
procedures; and they should be provided with instructions for return or disposition of the
items when no longer needed.

12.11.2. Manufacturing Processes and Equipment

= Access to production or processing facilities should be restricted to those employees that
require access to perform their functional responsibilities.

= Prohibit unauthorized photography within the production or processing areas.

= Contractors with access to the production or processing area should have executed NDA’s
such as those required for the handling of other sensitive information assets.

= Employees, contractors, and visitors entering the production or processing area should sign in
using a control system (or log), and display clearly visible identification badges indicating
their status and approved level of access.

= Obsolete and/or damaged production equipment, as well as scrap, should be disposed of in a
manner that does not compromise or divulge information regarding the production or
processing area (e.g., the amount or scrap magnesium generated may indicate production
levels of certain products).

= Consider, where appropriate, protecting information regarding loading dock activity,
deliveries, and shipments.

12.11.3. Compartmentalization and Physical/Visual Barriers
= Information of various classifications should not be co-mingled but should be
compartmentalized with increasing levels of security to match increasing levels of sensitivity.

= Safeguards such as barriers and covers should be employed where sensitive information may
be visually exposed to unauthorized individuals (when in place and during transport).
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12.11.4. Preventing and Detecting Counterfeiting and Illegal Copying

= Monitor Internet activity on a regular basis to identify potential counterfeit products, sales,
similar products, as well as other suspicious activity.

= Conduct training sessions with employees to alert them about similar products and potential
counterfeited products and backgrounds of known suspects, competitors, or common
schemes.

= Require all employees, vendors, and subcontractors to sign non-disclosure agreements
(NDA’s).

= Design in and employ unique packaging, product type, and/or shape to prevent re-labeling,
re-pricing, etc.

= Employ appropriate anti-counterfeiting technology consistent with a security risk assessment.

= Maintain strict numbering and sequence control markings for all technical memoranda and
reports.

= Develop protocols for regular compliance and inventory control audits of internal and
external relationships.

= Create aggressive Internet communication and education strategies to raise awareness,
educate, inform, and collect intelligence.

= Maintain close liaison with law enforcement and prosecutorial agencies to assist in detection,
awareness, alerts, and information sharing efforts.

= Consider participation in programs such as the U.S. Customs Intellectual Property Rights e-
Recordation program. https://apps.cbp.gov/e-recordations/

= Understand jurisdictional requirements to register IPR.

12.12. Technical Security Controls

This section incorporates steps to mitigate technical collection threats and measures related to
Information Technology (IT) security. Incorporating more traditional protection measures with
these technical issues and associated controls truly represent an application of the principle of
““convergence” in asset protection. Many of the approaches described in this section require
specialized expertise, and some services may need to be outsourced. Be sure to select
outsourcing partners carefully and perform solid due diligence on prospective providers, as you
will be establishing a strong trust relationship with them.

12.13. Technical Surveillance Countermeasures (TSCM)

A key element of the threat to sensitive information involves technical means of collection by
adversaries. Technical Surveillance Countermeasures (TSCM) refers to the use of services,
equipment, and techniques designed to locate, identify, and neutralize the effectiveness of
technical surveillance activities (electronic eavesdropping, wiretapping, bugging, etc.).
Technical surveillance countermeasures should be a part of the overall protection strategy.
Individuals within the organization responsible for physical security, facility security,
information asset protection, telecommunications, meeting planning and information technology
all have a stake in addressing these concerns.
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= Regularly inspect telecommunications equipment, cables, and terminals for technical
surveillance compromises using equipment, methodologies, and personnel capable of
detecting current threats.

= Offices and meeting rooms should be regularly inspected for technical surveillance
vulnerabilities on a random basis and also immediately prior to any sensitive or proprietary
discussions.

= Use credible and trusted service providers for technical countermeasures support. Be sure to
perform a thorough screening process before engaging a particular vendor.

= Perform periodic scans for unauthorized wireless network devices, regardless of whether a
wireless network is installed.

12.14. Information Systems Security

Information systems security includes controls that protect information systems such as networks
and standalone systems. Protections are needed for the network perimeter, internal network
components, communications, applications, data, and end user devices.

= Consider how IT controls will impact the organization’s ability to implement emergency,
safety, and business continuity measures.

= Change default manufacturer passwords, user names, and administrative accounts.

= Assign administrative privileges appropriately. Administrators should use non-privileged
accounts when not performing system administration. Administrative and user accounts
should not be group accounts whenever possible.

= Limit and monitor physical access to network components.

= |nstall and update anti-virus and firewall software on network servers and client devices
(laptops, workstations, and personal electronic devices).

= Train users in computer security awareness, including the risks associated with remote
access, mobile access, and wireless technology.

= E-Commerce: Implement adequate security controls and methodologies to ensure internal
resources are not compromised by Internet-related activities or services.

= Require external organizations with access to information systems maintain an equivalent
security posture through compatible security practices. This requirement should be added to
contracts and service agreements.

= Combine IT security controls, such as firewalls and Intrusion Detection Systems to provide
multiple layers and methods to stop possible attacks.

12.15 Network Intrusion Detection and Extrusion Prevention Systems

NOTE: Sections 12.16 through 12.20 highlight several technical IT security measures that can
be considered. Since these measures are technical, a limited description is presented. It is
recommended that you work with your internal IT organization or individual to determine which
of these measures should be implemented. Key factors to consider are the amount of information
within your company that is considered an information asset and the level of protection that this
information should receive.

Intrusion Detection Systems (IDS) monitor for malicious programs and unauthorized changes to
files and settings. They also monitor network traffic and provide real-time alarms for network-
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based attacks. Extrusion Prevention Systems can be configured to prevent the unauthorized
transfer of critical information via e-mail, Internet, or other communications methods.

12.16. Firewalls

A firewall should be used to protect the boundaries of the network by filtering communications.
The firewall blocks or redirects unauthorized or potentially dangerous information (packets,
files, email, etc.), notifies system administrators to critical incidents, and logs attempted
intrusions for automated or manual analysis.

12.17. Logical Network Access Control

Logical network access control is the process by which users are identified and granted
privileges to information, systems, or resources. The primary objective is to preserve and protect
the confidentiality, integrity, and availability of information, systems, and resources.

12.18. Application Security

Modern business applications typically consist of custom code, third party software components,
and one or more servers. Improper integration of these components can sometimes result in a
vulnerability that can later be exploited to gain unauthorized access to your data. Even with
strong network security, application level attacks have proven that vulnerabilities could be
exploited using a point of entry legitimately open for business needs.

12.19 Sanitizing Information Systems and Media

Sanitizing is the process of removing the data on the media before the media is reused. In
general, laboratory techniques cannot retrieve data that has been sanitized/purged. Overwriting
is a software process that replaces the data previously stored on magnetic storage media with a
predetermined set of meaningless data. Clearing is the process of eradicating the data on the
media and can be accomplished by overwriting or degaussing (reducing or eliminating an
unwanted magnetic field). In general, laboratory techniques allow the retrieval of information
that has been cleared, but normal operations do not allow such retrieval. Destroying is the
process of physically damaging the media to the level that the media is not usable as media, and
so that there is no known method of retrieving the data.

12.20 Data Security

These measures are designed to protect the information (or data) while it is being processed,
stored, or transmitted by IT or other electronic systems.

12.20.1 Encryption

Encryption involves obscuring the meaning of a piece of information by altering or encoding it
in such a way that it can only be decoded, read and understood by people for whom the
information is intended. Encryption should support an information identification, classification,
and protection structure.
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12.20.2. Digital Signatures

A digital signature is an electronic signature that can be used to authenticate the identity of the
sender of a message. Digital signatures are especially important for electronic commerce and e-
mail.

12.21. The Wireless Environment

Wireless Local Area Networks (WLAN’s) can provide a cost effective method for accessing an
organization’s network. WLAN’s can be used as an alternative to or an extension of traditional
wired networks, especially in those areas that create a difficult installation of these
infrastructures. However, WLAN’s can introduce significant risks if not properly installed,
configured, and monitored. Your IT organization or individual is the best resource to
understand and mitigate these risks.

12.22 Legal Protections

Various definitions of terms such as ““intellectual property”” and “trade secret” apply in different

settings, including at the federal versus the state/local level in the United States. The Economic

Espionage Act defines these terms at the federal level, while various definitions exist at the state

level, often based on the definition found in Black’s Law Dictionary. In general, the elements of

a trade secret include some form of the following: economic value or advantage to the holder;

clear identification of the information; and reasonable and prudent protection measures. Legal

actions and assets protection strategies should carefully consider the venue (or venues) in which

any legal action may take place and, hence, the applicable laws and definitions. Listed below are

areas to discuss with your organization’s legal counsel.

= Taking enforcement actions on any patent, copyright, or trademark/service mark violations.

= Understanding current legal protocols and case law to assist in determining lost profits and
financial damages and ascertaining appropriate protection strategies.

= Understanding the status of intellectual property rights protection and the nature of violations
in each jurisdictional where the organization plans to do business.

= Evaluating the effectiveness of IPR protections in each country to ensure control currently
and in the future.

= Participating in programs such as the U.S. Customs Intellectual Property Rights e-
Recordation program. https://apps.cbp.gov/e-recordations/

12.22.1 Trade Secrets

= |n order to be able to prove a trade secret case in court, document your identification and
valuation of the asset, its role in establishing competitive advantage in your industry, and the
full scope of protection measures you have instituted to protect it.

= Ensure that reasonable and prudent traditional and cyber security measures are in place to
prevent unauthorized access to trade secrets.

= Conduct periodic, random security audits to ensure compliance.

= Execute NDA’s with employees, suppliers, and consultants, etc. prior to any disclosure.

= Establish need-to-know criteria to ensure individuals have access to only the specific
information they need in order to do their jobs.

= |nstitute effective information warning notifications to ensure individuals are aware of
exactly what needs to be protected.
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= Take steps to properly destroy materials no longer needed to prevent compromise.

12.22.2 Patents

= Follow trade secret guidelines for all newly discovered processes/products until a patent has
been issued.

= Establish a patent strategy to ensure that patent protection is acquired in all appropriate
jurisdictions.

12.22.3 Copyrights

= Apply copyright markings to original works.
= Register materials to be copyrighted in all appropriate jurisdictions.

12.22.4 Trademarks and Service Marks

= Apply appropriate trade/service markings and notices to materials produced by the company.
= Register trade/service marks for processes and products in all appropriate jurisdictions.

12.23 Agreements Protecting Information

Written non-disclosure agreements assist in ensuring a common understanding as well as a legal
obligation with respect to protecting information assets. NDA'’s should acknowledge that any
information on any media that records business communications or transactions is considered
an official record under the law and will be handled in a manner consistent with the policies and
procedures regarding other information assets.

= All employees should execute an NDA as a condition of employment. Via the agreement,
the individual should acknowledge that all information assets regarding the employer,
vendors, and customers are considered confidential, will be kept confidential, and are the
property of the employer.

= Employee NDA'’s should also include verification that the employee has read, understands,
and will abide by the IAP policies and procedures.

= A contractor, subcontractor, consultant or vendor that has access to information assets in any
form and for any purpose should be contractually bound to protect the information to the
same degree as they are protected in-house, and commensurate with the asset’s level of
sensitivity.

= Employees should be debriefed upon resigning or termination, and should be reminded of
their continuing obligations under the NDA.

12.24 Protecting Information in Special Environments

There are a wide variety of special circumstances and environments that pose unique or
additional requirements/considerations in terms of information asset protection. Some of the
most common are mentioned here.

12.24.1 Telecommuting and Remote Access

Users connect to the company’s private network using various technologies so the network
architecture must include alternative connection methods. A Remote Access Server (RAS)
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provides remote network access via modem while using basic user defined or domain specified
account authentication. Remote users can connect to an enterprise network through the Internet
using an encrypted virtual path. Since the RAS connections are point to point, no encryption is
required.

= Strong authentication and encryption are required, especially for remote access to privileged
and administrative information.

= Disconnect wireless or LAN connections prior to connecting to an RAS.

= Strong monitoring and auditing of remote access traffic is critical.

12.24.2 E-Conferencing

Holding meetings and other communications using video, telephone, and web-based technology
is a very popular and even critical element of successful business and organizational dealings.
Unfortunately, the telecommunications infrastructure and the Internet weren’t designed to be
secure. Regardless of its lack of security, business and organizations are using these mediums to
communicate sensitive and private information that is critical to their operations.

= Understand how a service provider deals with private information and what policies have
been implemented to ensure the data is protected at all times.

= |tisimportant to find out what the service provider’s policy is regarding passwords. A
mechanism should be in place to address password maintenance. It is also critical to know
who at the service provider has access to passwords.

= Whenever possible, encryption should be used for the transfer of data and when feasible,
passwords should be scrambled through encryption.

= Use access control mechanisms and encryption when discussing sensitive data.

= Unless the security measures can be validated, users should assume their discussions are not
private.

12.24.3 Domestic and International Travel

Special circumstances, threats, and vulnerabilities may arise during business travel. Consider
these issues prior to travel. There are several services - including the US Department of State’s
Overseas Security Advisory Council (OSAC) - able to assist in travel and destination risk
analysis. Effective planning and preparation will aid in mitigating associated risks.

= Business travelers, especially those who will be involved with any form of sensitive
information assets, should:

= Receive a pre-travel security briefing and/or consult travel advisories, notifications,
information services, and publications prior to departure.*

= Use organizational recommendations for travel agencies to facilitate tracking and
itinerary and schedule changes (especially during potential emergencies).

= Travel with a low profile without visible identification that shows organizational,
personal, or national identity to reduce one’s targeting potential.

4 This information is available from a variety of Government and private sector sources, both
online and in hardcopy.
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= Restrict information carried to only what is absolutely necessary.
= Carry information with you, not in checked baggage, and do not surrender baggage
containing sensitive information to baggage handlers or bellmen.

Be aware that economic espionage targeting, including technical surveillance, is possible.
Avoid working on or discussing sensitive information in public areas or on public
transportation where information may be subject to inadvertent or deliberate compromise.
Use computer privacy screens, cable locks, and other recommended solutions to improve
information asset protection.
Use company offices and office equipment, including computers, faxes, printers, and secured
network connections, when and where available, during travel.
Avoid use of hotel faxes, copy facilities, and business centers for sensitive information.
If required to transfer electronic files to facilitate printing, copying, or projection of
presentation materials, be sure to remove data from temp and other files on non-owned
equipment.
Follow organizational guidance concerning telecommuting.
Report actual, attempted, or suspected targeting of information during travel.

12.24.4 Trade Shows

Trade shows offer a traditional venue for business and government intelligence collection.
Corporate policy should clearly define and enforce the line between marketing activities and
compromise of sensitive information. Training, awareness, and preparation are key elements of
an assets protection strategy for trade show participation.

Establish an education awareness program and a reporting mechanism tailored to individuals
who travel to trade shows, conferences, symposia, and technical meetings. Education
awareness programs should include up-to-date information on information asset protection,
personal safety, crime prevention, travel security, elicitation techniques, etc. Travelers
should also be aware of NDA’s that are in place.

Identify “high risk” travelers based on their position, project, access, or clearance within the
company. Develop and implement special procedures for “high risk” travelers.

Consider documenting all information and equipment (such as laptops, notebook computers,
hand held devices, etc.) to be carried to the meeting and make backup copies of information
or computer files when appropriate.

Ensure travelers are debriefed upon their return when appropriate (e.g., high risk, overseas
technical conference, etc.) Document key points and report internally and/or externally as
appropriate.

Follow-up on relevant information from debriefings, post-travel reports, and other sources
relevant to travel security or information assets protection during travel.

12.24.5 On- and Off-Site Meetings

On- and off-site meetings, especially those of a business or scientific nature, have a long history
of being targeted for information collection and development of relationships with attendees.
Obtain an annual schedule of the organization’s strategic and critical business meetings and
develop a tailored IAP strategy for each meeting as necessary. It is important that a risk
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assessment of scheduled meetings be used as a guide in planning appropriate security controls to
help mitigate identified risks for each event.

e Perform a risk assessment for off-site meetings where information assets may be discussed or
shared.

e Establish liaison with security and other departments at venue sites required to obtain floor
plans and details concerning telecommunications, network, and audio/visual infrastructure
and equipment prior to venue approval.

= Work with meeting planners to identify and select meeting sites and room assignments based
on information protection concerns and ability of location to support business and security
requirements.

e Arrange for a low-profile event when appropriate, minimizing signage and electronic
postings of events, sponsors, room locations, and schedules. Use meeting names that do not
suggest subject matter or identify attendees.

e Based on the results of the risk assessment, determine the need to perform a Technical
Surveillance Countermeasures inspection before and during meetings to mitigate the risk of
technical collection. Vulnerabilities commonly identified include unencrypted wireless
mikes, vulnerabilities with infrared and other wireless headsets used to translate language,
audio leakage, devices and unplanned electronic equipment brought in by participants or
others, and unsecured telecommunications equipment, cables, and terminals.

e Determine the need for secure shipment and storage before, during, and after event.

= Maintain security of printed materials and computer media during reproduction,
transportation, and storage prior to distribution.

e Limit hard copy information distributed to the extent possible.

e Insure that electronic presentations are protected during all stages of creation, editing,
transmission, and presentation.

e Ensure that electronic presentations are removed from non-owned presentation computers
using approved methodologies/software that prevent recovery of data.

e Ensure suppliers use information security practices supportive of organizational goals and
restrict use of outside resources without security precautions.

e Determine if venue site will limit access to rooms or allow your organization to do so.

e Determine the need for security officers to control access and to provide 24-hour security of
meeting rooms and electronic equipment, including laptops.

e Collect information and notes left behind by attendees, to the extent possible, for secure
disposal or return or arrange for on-site shredding service by an approved provider.

12.25 Qutsourcing to Providers

A wide variety of business functions are being outsourced to third-party providers including
foreign entities. Asset owners should recognize that this practice transfers operational control
and accountability for the business function to outside parties and may increase the risk to
information assets. In certain cases, the information risks are not easily identifiable and may
result from subtle or hidden clauses in contracts and outsourcing agreements. Be sure to
thoroughly assess potential risks and balance business and security requirements.

= Thorough due diligence should be performed for potential outsource providers, including:
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= Financial performance and reputation including IPR violations, trade complaints,
or export control issues of the potential partner in past business dealings of a
similar nature, including potential partner links to foreign governments or firms
with intellectual property rights violations, trade complaints, or export control
issues
= Full or partial foreign ownership or controls of any US-based outsource providers.
Individual and corporate non-disclosure agreements (NDA’s) should be in place with
potential outsourced providers prior to discussions. Subcontractors should be identified and
NDA'’s obtained. Ensure that no NDA’s will conflict with the project.
An initial on-site security review should be completed prior to signing an outsourcing
agreement, and regular on-site security reviews should be conducted to ensure continued
compliance, at locations both inside and outside the U.S.
Advise personnel of contract requirements and identify an on-site individual(s) responsible
and accountable for compliance.
Identify, physically and logically, where personnel will work and ensure that appropriate
physical security and information technology requirements are in place.
Contact your organization’s legal counsel for applicable laws and regulations (of all
participating countries) concerning the export and import of technology, personal and privacy
information, and implementation/enforcement of proper protection procedures to help ensure
compliance.®

12.25.1 Contractor and Subcontractor Relationships

An organization should have security measures clearly articulated, agreed upon by all parties,
and formally written into contracts, agreements, and similar legal documents.

Contractors and subcontractors that process information in any manner (e.g., data entry,
imaging, scanning, conversion, storage, and destruction) should be thoroughly evaluated.
Such evaluation may include employee background screening requirements, contracts with
other organizations, etc.
Contractors and subcontractors should sign an NDA to be kept on file and include, but not be
limited to, the following terms:
= Contractors and subcontractors should be bound by an NDA that specifically
delineates the policies and procedures, including all security measures, by which they
will provide services for which they were hired.
= NDA'’s will be completed and kept on file for all individuals who have access to
project information. These agreements should indicate that the employee
acknowledges and understands that all information to which he or she is exposed is
not to be disclosed and that he or she may be subject to termination, criminal, and/or
civil action should that agreement be breached.
= Individuals are obligated to report any breaches of security or information
compromises, as well as cooperate in any investigations.

5 Determining applicable laws and regulations is generally outside the scope of the security
function within an organization. Nonetheless, it is an important task in the international
environment and helps ensure that sensitive information is properly — and legally — protected.
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= All records will be returned or destroyed in a prescribed manner upon termination of
the project or when no longer needed.

12.26 Cell Phones, Laptops, and PDA’s

26

As a condition of issuing any portable equipment capable of generating or storing
information (e.g., notebook computers, blackberries, etc.), employees should sign a release
acknowledging that the equipment and any information produced or stored on it are the
property of the employer.

Use of mobile devices with embedded cameras (e.g., cell phones) should be controlled and
discouraged, particularly around sensitive materials or in restricted areas.

Avoid storing sensitive such as Social Security Numbers, credit card numbers, and passwords
on any wireless device.

Be careful about posting your cell phone numbers and email address. Attackers often use
software that browse Web sites for email addresses, which then become targets for attacks.
Do not follow links in an email or text message. Be suspicious of URL’s sent in unsolicited
email or text messages. While the links may appear to be legitimate, they may actually direct
you to a malicious Web site.

Consider locking your phone when not using it or creating a password for phone access.
Consider installing software that allows you to remotely lock the phone or erase the data if
the phone is lost or stolen.

Asset tag or engrave the laptop. Permanently marking or engraving the outer case of the
laptop with the organization’s name, address, and phone number may greatly increase the
odds of getting the laptop returned.

Rename the Administrator Account.

Prevent the last logged in user name from being displayed.

Use a non-descript carrying case.

Be careful when logging online in a wireless hot spot, such as a hotel, café, or airport lounge,
as you may not be logging on to a valid wireless network. You may log on to someone
nearby with a wireless computer attempting to steal your identity.

Have your laptop configured to not auto-connect to wireless access points that are listed as
“unsecure.”

Regularly check with the manufacturer of your device for news or software updates or any
specific security vulnerabilities.
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14.0. APPENDIX A — SAMPLE POLICY ON INFORMATION ASSET
PROTECTION

The following sample policy for Information Asset Protection, a compilation of several real-
world corporate policies, can be tailored to any organization. In adapting the policy to your
organization, we suggest a review of Sections 11 and 12 of this guideline to determine if any
additional issues need to be addressed in your particular environment.

SAMPLE
ORGANIZATIONAL POLICY ON
INFORMATION ASSET PROTECTION

Policy Overview

We are committed to protecting the organization’s assets, including employees, information, and work
environment, to enable us to achieve our business goals. As such, we have established this Information
Asset Protection (IAP) Policy. It sets forth our guiding principles with respect to protecting the
organization’s information assets.

Information is a key organizational asset and will be protected commensurate with its value and based on
the results of periodic risk assessments. The protection strategy is based on the following principles:

e Protecting information assets will consist of identifying, valuating, classifying, and labeling in an
effort to guard against unauthorized access, use, disclosure, modification, destruction, or denial.

o Controls will represent cost-effective, risk-based measures consistent with other policies and the
strategic goals of the organization.

e The IAP strategy integrates traditional security, Information Technology security, legal, and
administrative functions.

o Responsibility and accountability extends to all employees as well as the extended enterprise
including consultants, contractors, sub-contractors, part-time employees, temporary employees,
interns, teaming partners, and associates.

o We will meet all applicable legal and regulatory requirements.

IAP Program Manager

All questions, issues, and concerns related to this policy will be directed to the IAP Program Manager.
[Identify the specific contact by name, department, office, or title along with physical location, telephone
number, and e-mail. You may also wish to designate a page on your Intranet or Web site for information
on this subject.]

Applicability
The 1AP policy and principles apply to all employees. It also applies to the “extended enterprise” which

consists of both individuals and entities with access to the organization’s information assets, people, and
facilities.
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Information Assets

Our information assets fall into a variety of categories, some of which are subject to specific laws and
regulations. In those cases, we will comply with all applicable laws and regulations. This may become
complicated in some circumstances when laws and regulations at the local, state, federal, and
international levels may all apply. Contact the organization’s Counsel or IAP Program Manager for
guidance in specific cases.

The major categories of information assets include: privacy information, proprietary information, trade
secrets, patents, copyrights, trademarks, financial data, and regulated information. Each of these
categories warrants certain protections according to the IAP policy. More specific guidance is provided
in the applicable practices and procedures. [We suggest that you make such procedures and practices
available on the organization’s Intranet via a Web page for IAP. The page should also identify the IAP
Program Manager to whom questions may be addressed.]

Information Classification and Sharing

It is essential to share information both internally and externally in order to perform our mission, leverage
innovation, and achieve our business objectives. However, it is also our responsibility to ensure that
sensitive information assets are protected from loss or compromise. All employees and members of our
extended enterprise are responsible for sharing information assets appropriately and protecting them from
inappropriate disclosure, modification, misuse, or loss.

To protect information (paper, electronic, verbal, etc.) according to its business value, we have developed
policies, practices, and procedures as part of our IAP Program. This includes a mechanism to classify
our most sensitive information assets into four categories: Highly Restricted, Restricted, Internal Use, and
Unrestricted. Procedures that provide the appropriate level of security control and access to information
are based on these classifications:

Highly Restricted is used for proprietary information that could allow a competitor to take action which
could seriously damage our competitive position in the marketplace, or the disclosure of which could
cause significant damage to the organization’s financial or competitive position. Strict precautions are
used to eliminate accidental or deliberate disclosure and to detect unauthorized attempted access. Access
for employees is limited to specifically named or authorized individuals. Access for non-employees (i.e.,
our extended enterprise) is limited to individuals who are approved and are covered by a Non-Disclosure
Agreement (NDA).

Restricted is used for information that is organizationally or competitively sensitive, or could introduce
legal or employee privacy risks. Careful precautions are used to reduce accidental or deliberate disclosure.
Access for employees is based on the individual’s role. Access for non-employees (i.e., our extended
enterprise) is limited to individuals who are approved and are covered by a NDA.

Internal Use is used for information generated within the organization that is not intended for public
distribution. Common sense precautions are used to reasonably protect this information. Access is
generally limited to employees. Access for non-employees (i.e., our extended enterprise) is limited to
individuals or organizations that are approved and are covered by a NDA.

Unrestricted is used for information that can be shared within the organization and outside of the
organization.

Each of us is responsible for
o Following all procedures and practices regarding the protection of information assets
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e Participating in incident management, risk assessments, work processes, and control mechanisms
that support the policy
Ensuring proper access controls are in place to any information that you create and/or own

e Using common sense and forethought in the release of organization-related information

Employees in designated roles have been assigned specific responsibilities for the deployment,
implementation, and maintenance of the IAP policy. These roles and their responsibilities are as follows:

The IAP Program Manager is responsible for overall policy. This may include, but not be limited to:
e Determining the levels and the protection required within each level
e Providing baseline information security through the organization’s technology infrastructure
e Providing IAP Management Reports as appropriate
e Coordinating the program with other members within the organization

Management may also designate others within the organization (including the organization’s Counsel,
Human Resources, Information Technology, Security, etc.) with responsibility for providing direct
support, advice, and guidance to the IAP Program. These responsibilities may include assisting in policy,
practice, and procedure development, program implementation, program evaluation, investigations, and
corrective actions.

Organization Managers and Directors are responsible for employee understanding of and compliance with
the AP policy as well as organizational practices and procedures. This may include, but not be limited
to:
e Training employees on all classification levels
e Ensuring policy deployment, work processes, and controls exist within the organization to
support the policy
e Ensuring risk assessments are conducted as needed and that incidents are managed within the
framework of the 1AP policy.

Additional detail on Information Security procedures can be found on the IAP Web Page at
[Insert Intranet reference for your IAP Web page.]

Employee Privacy

Employee data is also an organizational resource, to be protected against alteration, loss, or unauthorized
disclosure. We guard information that is essential to running the business and protect this information
from disclosure to anyone other than those who have a legitimate business need or legal right to have it.

The privacy and confidentiality of personnel records must be assured. Only that personal information
pertinent to decisions made in the course of employment or required for legal purposes is collected. Any
personal information collected by the organization will be necessary and relevant, and will be obtained
and maintained using methods which respect the individual’s right to privacy as well as applicable laws
and regulations. In addition, each employee has the right to know what type of personal information the
organization maintains about him/her and how it is or may be used.

Periodic audits may be conducted to ensure compliance with organizational policy as well as laws and
regulations regarding privacy and personal information management.

32 ASIS GDL IAP 02 2007



Information Asset Protection Draft Guideline for Public Review and Comment Period

Securing Our Property

We are committed to providing security for our tangible and intangible assets to avoid loss.

Each of us:
o Helps to ensure access to the organization’s facilities is limited to authorized persons or approved
visitors

o Wears and displays appropriate identification as defined by organizational policy

e Addresses security issues in a proactive manner, seeking early involvement and consultation of
Security with issues of new brand initiatives, construction projects, etc.

o Takes personal responsibility for being aware of and taking appropriate action on potential
security risks in the work environment

Local management:
e Ensures facilities meet recommended access control standards and comply with other security
guidance
o Responds to security incidents and/or concerns, ensuring they are properly reported to Security

Security, in conjunction with IT and other appropriate departments within the organization, has the
responsibility to conduct any investigative activities in cases of known or suspected information loss,
compromise, theft, data manipulation, denial of access, fraud, or conflict of interest. Security also has the
responsibility for involving local authorities as appropriate in these investigations. Specialized expertise
should be engaged through trusted external providers when appropriate to support security investigations.

Specific measures for handling sensitive information, marking, storage, transmission/transport, copying,
declassification, and destruction of sensitive information in all forms are provided in our organization’s
practices and procedures available on the Intranet at [Insert Intranet reference for
your IAP Web page.]

Security Awareness and Training

Each employee and member of the extended enterprise is responsible for protecting our information
assets. Each individual must also be aware of the reasons or need for controls, as well as the practices and
procedures that comprise our AP Program. Security, in conjunction with the AP Program Manager, will
provide periodic security awareness training that will include up-to-date information on the risks to
information assets and prudent defensive measures. Awareness will also be facilitated through regular
newsletter articles, reminders, and Web-based resources.

Our intention is to: a) keep security at the forefront of peoples’ minds, and b) give everyone the tools he
or she needs to protect information assets. Easy and quick access to the practices and procedures they

need — as well as useful answers to their questions — will help ensure that all members of our organization,
including our extended enterprise, are involved on a daily basis in protecting our business success.

Public Release of Information

Direct all media inquiries to the External Affairs (or Pubic Affairs) Director. This action should help
ensure that public information remains consistent and monitored.
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Publications and Presentations

We encourage the appropriate sharing of information through presentations and publications. Such
sharing fosters innovation, networking, market development, public relations, and community awareness.

Any information shared must follow the 1AP policy regarding security precautions for each respective
classification level. Contact your manager if you have any questions or concerns regarding the
information to be shared.

Make the External Affairs (or Public Affairs) Department aware of all planned presentations and
publications to outside organizations or groups. Presentations and publications that could potentially
involve Restricted or Highly Restricted information should be consistent with the organization’s IAP

policy.
Travel Security Planning

Information assets are particularly vulnerable during both domestic and international travel by the
organization’s employees and associates. As such, special precautions are appropriate prior to, during,
and following business travel.

Security Awareness training programs that address the security precautions to consider while in travel
status should be developed. The security training should review relevant security practices and
procedures, discuss the safety and security environment of the particular location(s) involved, and provide
for specific security measures, if appropriate. These may include visit requests/notifications, reporting
procedures, material packaging or forwarding, preparation of media (e.g., CDs, DVDs, wireless devices,
hard drives, etc.) and other issues. Ensure that information and physical property (such as notebook
computers and handheld devices) will be adequately protected, and that the traveler is prepared to be
safety- and security-conscious. Any security or safety related issue, suspicious activity, or problems
encountered should be promptly reported to Security, the AP Program Manager, or your manager.

Notebook computers and handheld devices are particularly vulnerable to theft during travel, at such
places as busy airports, meetings, and conferences. The use of wireless devices and networks outside of
the organization’s facilities is subject to restrictions outlined in the organization’s practices and
procedures. In addition, do not discuss sensitive information in public places where conversations can be
overheard or recorded — or with individuals who do not have a need-to-know. Be wary of individuals
who express a high degree of interest in the organization’s projects or information.

New Projects and Initiatives

All new research, development, product line or brand initiatives should be protected using the security
principles and strategies detailed in the IAP policy and the supporting practices and procedures. An IAP
plan should be considered for any projects involving Highly Restricted or Restricted information.

Information Technology (IT) Resources

Computers, peripherals, handheld, and wireless devices owned and/or issued by the organization remain
the property of the organization and are intended for business use only. All such systems and the
information contained on them are subject to monitoring or review by the organization’s officials or
representatives, and no expectation of privacy exists in the possession or use of these systems. Individuals
(employees and members of the extended enterprise) are responsible for proper handling and protection of
all hardware, firmware, software, data, and information associated with these systems. This includes
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ensuring that software is properly licensed and that the equipment is reasonably protected from theft,
tampering, and misuse.

In addition, individuals are responsible for protecting any and all information that may reside on such
systems, regardless of its sensitivity or subject matter. Information must be properly protected while
resident on the system and while being processed, copied, transmitted, received, or exchanged.

Although a limited and reasonable amount of non-business use may be tolerated in some cases (e.g.,
receiving a personal phone call on a organization-issued mobile telephone), such use should be minimal
and proper security measures still apply. When using such systems, comply with all IT, communications,
and other relevant policies. Under no circumstances will any inappropriate matter (e.g., pornography,
illegal activities, defamatory material, threats, etc.) be accessed, downloaded, stored, transmitted, or
processed on organization owned or issued systems.

Web Presence

Ensure that information you post on your organization’s Web site is properly protected using the IAP
policy procedures for Highly Restricted, Restricted, and Internal Use information. The organization’s
Web site is accessed and viewed by many individuals and the appropriate level of protection must be
implemented. All employees should be aware that information on a topic may appear on several different
pages within the Web site itself and should ensure that all pages reflect the same level of information and
the ability to access.

Trusted Relationships (Extended Enterprise)

Specific obligations, practices, and procedures for IAP will be documented in written agreements prior to
the execution of any contract, consulting engagement, or other business relationship which may involve
the exchange of or access to sensitive information. The agreements may include an NDA, contract
clauses, memoranda of understanding, and/or other formats. The agreement should specify the type of
information to which it applies, the identity of the parties involved, the purpose of the agreement, and the
time period for which it will remain valid. Specific reference to the AP policy and other relevant
organizational policies, practices, and procedures will be made in all such agreements.

Individuals and entities in a trusted relationship with our organization should be made aware, consistent
with the NDA that is in place with the individual or entity, that their obligation to protect certain
information may extend beyond the time period of their relationship with us or the end of the particular
project to which the agreement applies. In addition to our written agreement, local, state, federal, and/or
international laws and regulations may also apply to information protection and disclosure matters.

Reporting Suspicious Activity or Suspected Loss/Compromises

All inappropriate approaches by individuals (in person or electronically) requesting sensitive information
and other suspicious activity should be reported. In addition, any suspected loss or compromise of
sensitive information should be reported. Report such incidents to the IAP Program Manager and/or
Security via the most expedient means. If relevant to your organization, reporting may also be
accomplished through your organization’s “Alert Line” at . [Insert phone number]

This organization abides by copyright, trademark, trade secret, and patent law.

Employees who violate this policy — either intentionally or through negligence — may be subject to
disciplinary action, including possible termination. In addition, employees, individuals, and entities
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covered under this policy may be subject to administrative actions, criminal prosecution, and/or civil
actions for violations.

15.0. APPENDIX B — QUICK REFERENCE GUIDE

The Quick Reference Guide presented on the following pages is a straightforward and widely
applicable tool that every employee or trusted associate of an organization may use to determine
the proper classification of material and relevant procedures for handling sensitive information.

The Quick Reference Guide can easily be tailored to any organization and adapted for use by key

management decision makers, managers with specific responsibility for information assets
protection, or all employees.
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QUICK REFERENCE GUIDE for INFORMATION ASSET PROTECTION
This guide has been created as an example of what an organization may create and disseminate to its
employees on the use of classifying information and following procedures based on the classification.

Step
1

This document is a quick reference guide for information asset owners and
users. For more detailed information on specific topics, please see the

policy, practices, and procedures manual available at
Listed below are the four categories used to classify information and a

brief explanation of the procedures to be followed for each classification.
All information should be classified under one of the following four
categories: Unrestricted, Internal Use, Restricted, or Highly Restricted.
Only information under the categories of Internal Use, Restricted, or Highly
Restricted is required to be marked. Share or disseminate this information
following the procedures listed below for each category. If the information
has not yet been classified, proceed to Step 2.

Unrestricted

This information can be
shared within the
organization and outside of
the organization.

Internal Use

Restricted

1.

Read access is
unrestricted within the
company. Version
control and updates are
managed by the
content owner.

Sharing externally
without a non-
disclosure requires a
clear understanding
between the parties
that the information is
to be treated as
confidential.

This information is not
to be shared with the
public.

1.

Content Owners
manage access lists
and authorize sharing.

Access is limited to
certain organizations,
groups, or people in
certain roles (i.e., legal,
engineering, marketing,
etc.)

Breadth and type (e.g.
create, read only,
update or delete) of
Information access is
limited and is based on
role and fraud control
requirements.

A signed NDA and an
established “need to
know” policy are
required to share this
information with the
Extended Enterprise.®

Content Owners manage
access lists for type of
access and authorized
sharing.

Access is restricted to
specifically named
individuals with an
established “need to know.”

Authorizing a fellow
employee requires
verification of employee
status and a clear
understanding of intended
use.

In authorizing sharing
information with an
individual from the
Extended Enterprise, verify
that a signed NDA and an
appropriate contractual
agreement are in place.

Quarterly review of
continued access.

6 “Extended Enterprise” consists of both individuals and entities with access to the organization’s
information assets, people, and facilities.
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Step Did you create or otherwise own the information?

2

information. | will determine the information classification using the following

Yes. | need to determine classification, and | have the authority to classify my

questions.

The column with the most selections suggests the protection classification. Caveats:
e Use good business judgment when sharing any business information.

e Share documents in read-only form.

No, but I would like to share it. Share information following the guidance provided
in the chart under Step 1. If you have a strong feeling that unmarked information should
be marked because it may have a value to competitors or may have proprietary value,
contact the information owner to share your concerns. It is the information owner’s or

creator’s responsibility to initially mark and update information classifications.

Unrestricted Internal Use Restricted _
1. What competitive advantage does None Possible Definite advantage | Significant advantage
this information provide? advantage
2. Likelihood that a competitor is None Some likelihood Likelihood exists Strong likelihood
seeking this information:
3. If this information was disclosed, None Some damage Moderate damage Severe damage
lost, or changed:
- Potential damage to
organization’s operations?
- Potential damage to an None
individual?
- Potential damage to the None
organization’s reputation or
image?
- Loss of customer, shareholder, or None Some chance Good chance Definite chance
business partner confidence?
- Loss of trade secret or patent None
protection?
- Loss of ability to be first to None
market?
- Loss of market share? None
- Effect on the company’s stock None Little effect Moderate and Severe and long-term
value or venture capital support? short-term effect effect
Examples: Factual Organization Pre-patent data, Developmental
information charts, employee safety data, formulas,
contained in directories, maps | product initiative patent data,
organization’s of the facilities. reports, customer _consolidated
advertising and data, consumer financials, stock
on its Web sites. insights, personnel actions, global
sourcing plans. information, flagship
brand strategy.

If the information does not meet the minimum criteria for “Internal Use” above, it might be
considered public information, unless it falls under a special category such as data restricted by

financial, healthcare, or privacy regulations. Check with your IAP Program Manager.
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Protection Requirements for Sharing Information Within Various Classifications

Listed below are examples and suggested procedures to follow for the marking and dissemination of
documents. Note: International, federal, state, or local laws or regulations may supersede protection
requirements. For all electronic systems, the employee must use the organization’s owned or approved
software, media, and tools.

Internal Use (Green)

Restricted (Yellow)

Marking

Documents
(Paper and electronic)

Only items with broad
corporate circulation are
marked "Internal Use” and
these are shared in non-
editable form.

Mark "Restricted" on the first
page or mark at
Application/Web site entry.

Mark "Highly Restricted" on every
page and every screen that displays
or provides access to Highly
Restricted data.

Mailing/Shipping

Within the company

Routing envelope
with no special
markings.

Double, sealed envelopes.
Mark inner envelope
"Restricted: to be opened by
addressee only." No security
marks on outer envelope.

Double, sealed envelopes. Mark
inner envelope "Highly Restricted: to
be opened by addressee only." No
security marks on outer envelope.

Facsimile (FAX)

Within the company

No special requirements.

Over Outside Lines

Notify recipient and confirm the
fax number.

Confirm fax number and ask if
machine is physically secured.
Ask recipient to be present
while fax is received.

Ask that recipient be present
while fax is received.

Avoid Faxing across international
borders, if possible. If sent,
neutralize or sanitize contents to
degree practical.

Fax if other more secure methods of

transference are unavailable.

1. Neutralize /sanitize contents to
degree practical.

2. Request recipient to be present
during receipt.

3. Do not draw attention to
sensitivity by marking cover
sheet.

E-mail/Electronic Transfer

Within the company
(intranet, encrypted
links, dedicated lines)

No special requirements

Through Outside
Networks (Internet)

1. Address to specific
individuals.

2. Do not post on bulletin
boards or send to public
forums.

Encryption is recommended

but not required for internal

electronic communications.

1. Use encryption
technology, if possible.

2. Validate business need
and identity of the
receiver.

1. Encrypt email messages or files,
if possible.

2. Use encryption technology, if
possible.

3. Validate business need and
identity of the receiver.

Storage

Within the company

Use password enabled screen
saver with timeout less than 15
minutes.

Off company premises

1. Keep Information under
your control.

2. Use password enabled
screen saver with timeout
less than 15 minutes.

1. Encrypt electronic documents and control access.
2. Maintain personal control or use locked storage.

Destruction/Disposal

Within the company
and offsite

Where appropriate, adhere to the organization’s retention limits.

Shred hard copy or use locked recycle bins.

1

2

3. Delete electronic information.

4. Destroy removable media (e.g., diskettes, CD’s, tape cartridges, zip disks, etc.) before disposal.
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