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Foreword
Tosafeguard life, physical assetsdinformation, it is essential to

¢ identify risks and vulnerabilities,
e establish the likelihood ofariousloss evens, and then
e develop ways to minimize or eliminate such events.

Thus, @ery security manager or facility manager should know howeoteduct a risk s
sessmentFortunately, hat knowledge is readily availabl&SIS Internationddascontri-
buted to the securiy body of knowledg&vith its General Security Risk Assessment &uid
line, availabldree atwww.asisonline.org/guidelines/guidelinesgsra.ptfe guideline é-
scribes the seven major steps in conducting a security risk assessment.

Clearly, risk assessmentrigportant, but he real question ithis: Are U.S. security praet
tionersactuallyconducting risk assessmentand, if so,how are those risk assessmentse-

ingused It is commonlyheldthat security measureare often akneejerk response to

events, budgetsre denied because security not a priorityl Y R & 3 dzl, adRcE 3 dzy &
S NJare éften applied without careful thoughUntil now, the actual use of risk assessment

by security practitionerfiad not been researched in aisntific fashion.

That information gap led m® suggest a study tearnwhat isactuallyhappening ircorpo-
rate AmericaThe studyemployeda survey, whichas this report showqroducedcompsé-
lingresults

| am truly gratefufor the supportthat manypartiesprovided n this project. First, tharsk
must be giverio the ASIS Foundatipwhich shared the belief that such research was a
priority,and tod K S C 2 dzy R (i BoB Ro@gwhdnat NdbyOarided the process
from inception to conclusion butlso assisted witsurvey developmentThanksre also

dueto the Security Industry Association (SIA) team of Mark Visbal and Linda Yelten for d
veloping the survey, and® 2 Rl @ Q& C | Qradading fr pablisfinig I1® MBIS
Business Practices @wil provided invaluablénput on the survey questiondly employer,
Koffel Associates, Ingenerousy donated a significant portion of my timend GageBabcock

& Associates, Incsupported the project through donation to the ASIS Foundation.

With this research, ecurity professionals and facilitmanagerscannow better understand
the actual practice of risk assessment in the security fieladth knowledge provides -

portunity to learn from the experiences of otheasd then tocraftt and encourge others
to craftt more effective risk and response programs on the basis of fact.

Shayne P. Bates, CPP
September 2007



Executive Summary

Until now, he interaction between security spending decisions and security practiti@ners
use of formal risk ssessmnt wasknown only through anecdotes. This report presents the
findings of a survey designed poovide hard data on the subject

Survey Description

The ASIS Foundation atiek Security Industry Association teamedto develop a 28
guestion surveyn theuse of risk assessment by persons with security responsifitity
day® Facility Managemagazinee-mailed23,000 subscriberand asked thoseiith security
responsibility to answethe surveyon-line. During he two-week response windowg15
completedresponses were received.

Not all companies elevate security to a separate positiBurvey espondents were preak

minantly managers or directors of facilitigsnd 10percentK R G KS g2 NR daSOdzNA (& ¢
title. About tiree out of four explicitly claimed responsibility for security budged buying

(selection)decisions.

The survey covered a comprehensive variety of induskrigsR f 2 Ol A2y ad wSalLlRyRSyYy
featuredpopulations ranging from less thd®0to more than1,000 people per facility,

space ranging from less tha00,000square feeto more than10,000,000square feet

campuses includingr100+ buildingsandannual security budgets ranging frdass than

$50,000to $5,000,000 or more

Thed dzNIJ S & Q focud WEhiE | NEB

How and to what extent are risk assessmeratstually performed, and
how do they affect spending decisions?

Key Survey Results and Findings
The survey provides a number of valuable, potentially actionable insights. These are some of
the most significant:

e The majority of respondents perform risk assessments at asty two years, but
about onethird do not conduct risk assessments ofterregularly.

e Although security practitioners generally favor preventitimee out of four res-
pondents statehat loss events not risk assessmentsare the most popular tg-
ger that leads to security upgrades.

e Onethird of security practitionersvho perform risk assessments believe theg-a
sessments are futile and could not be the basis of a security upgrade.

e Between onethird and onehalf of respondents do not install security equipment
make other security upgrades response to a risk assessment.

e Aboutone-third of responents fail to conduct cogbenefit analyses when evaltia
ing options to mitigate risk.



e A thoroughly completed risk assessment would likely minimize the top three ba
riers tothe purchase of security systemshich are:

— budget limits & barier for four out of fiverespondent$
— management directivedarrier fornearly half)
— ROI not justifiedl{arrier for3 out of 10)

¢ Less than halbf respondentsneasure the effectiveness of security systems after
installation.

Themes for Future Research

Like all surveys, the ASIS/SIA Risk Assessment Survey has its limitations. Nevertheless, its
findings raise several themes and issues that may be worthy of future res&anchxan-

ple, are organizations spending their security budgets less efficienbaing spendinged
cisions on loss events rather than on risk assessméftits?do many practitioners fail to
conduct regular and frequent risk assessmems®d why do so many risk assessments fail to
lead to security upgradés

Research could alssxamine vhat is mae effective in ensuring adequate security funding:
formal risk assessments stories ofloss eventslt would also be useful to learn whether
regular and frequent risk assessments areause or effect of highuality security po-
grams.Anadditional topic for future research would be the issue dfwmost security p-
grades go unevaluated

|«



1. This Report

In fall 2006, the ASIS Foundation, working with the Security Industry Asso¢@i#dand

¢ 2RIF&Qa Cl Onadadng &onduttedla SuB/&Jto leaoutthe risk assessment
practices of security practitionerRespondents people with security responsibility for
their organizations offered a bounty of informationThey

e revealed heir greatest security concerns

e judged their own programs

e stated whether, how, and how oftethey conduct risk assessments

¢ rated the significance and effectiveness of risk assessmentsictaibefore seg-
rity upgradesand

o stated whether they perform codtenefit analyses beforgpending funds for see
rity productsand services

This eporton the ASIS/SIA Risk Assessment Suswiyided into the following sections:

e Survey Descriptionthed dzNI»S & Qa LJdzN1J2riethadolggNAand ley > Fdzy RAy 33
pondents

e Key Survey Findingshe most significant and interesting results from the survey

¢ Implicationsand Issues for Further Researdhsues and questions raised by the
survey results

e DetailedSurvey Resultsi I 6 dzf G SR NBalLRyasSa G2 GKS &adz2NBSeQ

A separate report by the Securitydustry Associatiofwww.siaonline.org)titled & 9 yU&er
Insights: A Study of Security Buying Pracfices & dzo 2 shi@aydata i & @fferent angh
sis, emphasizing budgets and thevcess ofelectirgand purchasg security equipment.



2. Survey Description

TheASIS/SIA Risk Assessment Surveycaaductedto providea greater understanding of
ASOdzNRGE LINI OGAGA2YSNEQ dzaS 2F Nhesludywask f e AAa A
funded jointly by ASIS and SIA, and the survey instrumastproduced by the two assaei

tions working in concert.

A link to the28-questionsurvey was anailed toapproximately 23,008ubscribers ofo-
RI2Qa Cl OArfadazing. Raclpignts v&dNdsked to complete the survey only if they
had security responiility. The email asked those without security responsibility to forward
the email to persons who did have that responsibilBurvey recipients had the period of
September 25, 2006, to October 9, 2006, to respdritey were offered a chance to win a
$200 gift certificate for participatingt 2 Rl @ Qa C | GdcdivRdR25 caniplgtéd 3 NJ
veys, a responsete of about 1percent

Respondents

Survey respondents represented most types of security practitioners working in the United
States Although theyreported a variety of job title§10 percentof which contained the

g2 NR a & & Oaek sécdirity officgrall respondentsby completing the surveym-
plicitly claimed to have security responsibility for their organizatidhgreover,77 percent
explicitly claimed responsibility for security budget decisjanisile 72 percent said they had
security buying (selection) responsibilityyis suspected that the regtenerallyhad other,
non-budgetary security responsibilities.

Overall, most respondgs weremanagers or directors of facilities, as would be expected of
subscriberstat 2 R @ Q& CI OMsurieisdlelyaf spycializédiNdedicated security

managers might have yielded somewhat different results. Howeverptesentsample may

actualy be more representative of theay security is practiced in #ipes oforganizations

across the United States. Clearpt all companies elevate security responsibility to assep

rate position.Given the implicit and explicit indications that the resdents had security

responsibility for their organizationshis report will use thgenerali SN & a SO dzNA (& LIN
GA2ySNERE (2 RSaAONAROS adz2NBSe NBaLRyRSyiliao

Respondents and their organizations represented a broadssection ofthe following:

e Industries:agriculture education entertainment venuesfinancial/legal/business
professonal servicesgovernment health care hospitality, industrial/manufactur
ing, information technolog¥telecommunications/high teclretail outlets senior &-
cilitiedassistedliiving, theme parkswarehousingand many others

e Occupancyranging from less tha100 to more than 1,000 people

e Square footageranging from less than 10@0 square feet to more than 10 million
square feet

e Building types:standalone, lowdensity office park, highdensity highrise, industi-
al complexand others

|



Number of buildings in complexanging from 1 to more than 100

Security hardware and softwarén use:alarm monitoring barriers closedcircuit
television/digital videq electronic access contralectronic article surveillange
electronic gate access control systerasiergency phonedire alarmsinformation
security productsintrusion detection systemsock hardwaremedical alert sg-
tems, panic buttonsand many others

Security policies and similar measurdsackground investigations, incident dat
bases, drug screeningnd others

Risks facedcomputer intrusiongfrom internal and external sourceghysical risks
to peopleandproperty (from internal aml external sourcesgnvironmental cata-
trophes, explosiondjres, and others

Security budgetsranging from less than $50,000 to more than $5 million

These respondents are clearly the very people who should regularly conduct risk-asses
ments and reap the@dvantages thereof.

Background on Risk Assessment

According to the ASISeneral Security Risk Assessment Guidelisk assessment is the
GLINROS&aa 27F haatedrisks fioyh hterddd addaxX®raabthreats to an entity,
its assets, or persghS f ®§

The key elements of the ASB&neral Security Risk Assessment Guidatmes follows:

1.

2.

6.

7.

Understand your organization and identify the people and assets at risk.
Specifylossrisk eventgvulnerabilities

Establistthe probability of loss risk anfilequencyof events

Determine the impact of the events

Develop options to mitigate risks.

Study the éasibilityof implementation of options

Perform a cosbenefit analysis.

The guideline then calls for ongoing reassessnoémisks.

ltiscommonlyhE R G KIF G NAR&] FaasSaavySyd Aa Fye- SaaSyidaalf

sponsibilities. As the ASIS Assets Protection Course hotes:

! www.asisonline.org/guidelines/guidelinesgsra.pdf
2 www.asisonline.org/store/program_detail.xml?id=2177307



The core of all modern security operations is the need to provide-eiisttive po-
tection. Without wellexecuted riskassessment, valuable security resources can be
wasted or misdirected.

In short, security practitioners are urged to conduct risk assessments, and the preceding
steps constitutea recommendednethod of doing so. The survey was conducted to dete
mine how aml to what extent risk assessments are actually performed in practice.

|~



3. Key Survey Findings
This sectiopresensthe mostnotable findings from the survey data. Complete results of
0§KS &dz2NBSeé | NB LINB &Sy i DBtailddgurvayiResalts. NS LJ2 NI Qa FA Y+ €

The majority of respondents perform risk assessmeitieast every two yearsnd much of
the timethey and their organizations base security spending decisiotisase asses

ments. That finding is to be expected, as risk assessmenmidisly promoted as a basis on
which security decisions should be mademore surprisinginding is that a sizeable pence
tage ofpeople with security budgeting and buying responsibility do not conduct rislsasses
ments often or regularly.

1. Onethird of respondentsdo not regularly and frequenly conduct risk assessmest

¢tKS &ddz2NBSeQa vdzSadAizy mMH FalSRI a4l 2¢6s-2FiSy R2Sa
ment procedure to assess securiglated risks from internal and external threats to your

facility, its assets, and/or personnel?K 2 2 & S (i K STh&xéspoasssiate befoiv:(i ® ¢

Every six

months, 17.7% Annually, 42.3%

Never, 5.6%

Only when a new
risk is
identified, 16.7%
aentiiie ° Every 2to 5

years, 8.8%

Every other

Longer than &—— year, 7.4%
year
intervals, 1.4%

As the chart show$7.4 percent ofespondents conduct risk assessmeatdeast every two
yearg and most members of that group conduct rigsassments once a year or more
Surprisingly, 17.7 percent of all respondents reported conductingagskssments every six
months.However, 32.4¢percentt basically onghirdt of respondents do not routinely
conduct risk assessnts at least every two year8mong that subset, aboutalf said they
conduct risk assessmentsly when a new risk is identified.

The survey data showed some interestiegdencies amongespondents who conducted risk
assessments at least once everytwoyga@f 8 ASR Ay (0 KA aF N\BIjLA2S\G 183 0o NB A «



Percentage of respondents in each category
who perform risk assessments at least once

Theytendedl 2 KIF @S (KS g2 NR €&ghfmedaPoiied8pn- Ay (G KSANJ |
RSyida ¢AGK GKS ¢ 2 NPBonducief (sizadéIessiments at ifasti K SA NJ G A (
once every two years. By contrast, only 66 percent of respondents whosenéles
GFFOAEAGE YIYIFISNE 2N Gd20KSNE O2yRdzOGSR NX 3
Regular, frequent risk assessment is more common in certain industries than others.

Eightsix percent of respondents from the hospitality industry conducted risk a

sessments at led®nce every two years, as did 84 percent of health care nespo

dents and 82 percent in financial/legal/business professional senBgesontrast,

only 61 percent of respondents in industrial/manufacturing sites conducted sisk a

sessments that often, asal63 percent from the educational field and 67 percent of

government respondentdlates calculated for other industries are not reliabée b

cause othe sample size.

Respondents who used information security products were more likely than others

to condud risk assessments at least once every two years. Efghtypercent of

them did so, compared to 685 percent of those who used various other methods.

Similarly, respondents whgaid their businesswould suffer greater consequences

from informationdamage or loss than frorproperty damage or lossiere more

likely to conduct regular, frequent risk assessments. Sevtdnge percent of those

naming information damage or loss conducted risk assessments at least once every

two years, as opposed to 61 perdesf those naming property damage or loss.

CKSNE 6Fa&a I RANBOG NBtIFIGA2YaKAL 0808 SSYy NB3
cilities and whether they performed risk assessments at least once every two years.

The following chart shows the relationship:

100.0%
90.0% A 93.8%

80.0% (
0.0% /0’76.2/0
60.0% ¥ E3.8%

50.0% /

40.0% é} .

30.0% / =

20.0% /

10.0% /
/).0%

0.0%

every two years

Poor Inadequate Good  Above average Excellent

Selfassessment of security at respondent's facilit

||



The chart shows that none of the respondents who assessed their security as poor
conducted regular, frequent risk assessments. By contrast, nearly all of thenrespo
dents who assessed their security as excellent did so.

2. Security upgrades areore likelyi 2 6 S RNA @GSy o6& f2aa SoSyda
or other locations than by risk assessments

The most common factors tha¢spondents said couléad to security upgrades are a loss

Fd GKS NBaLRyRSyidiQa T OAf AndtRer ldcagtionthéidbye y c ®n
64.7 percent), and a risk assessment (named by 63.7 per&aturity practitioners geme

ally favor preventionyetthe two most common factors that lead to security upgrades are

reactive in nature (losses at one site or another)

3. Onethird of respondents whoconductrisk assessments feel their risk assessments are
futilet that is, that therisk assessmentsould not be the basis for a security upgrade.

Almost all respondent®94.4 percentconduct risk assessments at least sormess, et less

than two-thirds 63.7 percentbelieve a risk assessment coplotentiallylead to security
upgradesThus, roughly a third of respondents who conduct risk assessments do not believe
those risk assessmentsuld lead to security upgrades.

4. Roughly half of respondents have never installed security equipment in response to a
risk assessmentAbout onethird of respondents do not make security upgrades (a
broader category) in response to a risk assessment.

¢ KS adz2NBSe Qa v dzS heffactérythavhave leditd iSstallatiod of skturityil
SlidzA LIYSy G G NI onlyhalfRs3.§ fe@edt) of lespdndentsinavé stalled
security equipment at their facilities in reaction to a risk assessnidrat meanshat for
roughly half of espondentsa risk assessmeihias neveted the decision to purchase sec¢ur
ty equipment Question 18 asked about a broader category, security upgradsist{ could
involve services and procedures in addition to equipm.eBy far the largest drivers of see
rity upgrades aréncidents (named by 72.1 percent of respondents) and risk assessments
(named by 69.8 percentzven considering the broader category of security upgrades, not
just equipment, almost on¢hird of respondents hadever used risk assessnmé to drive
those upgrades.

5. About onethird of respondents faiéd to conduct costbenefit analyses, a key part of
risk assessment.

About two-thirds (65.1 percent) of respondents perform a cbsnefit analysis when ev
luating options to mitigate riskl hat suggests that orthird of respondents (including some
who say they are not sure whether they perform cbsnefit analysesfail to conduct cost
benefit analyss, a key part ofisk assessmentvhen evaluating options to mitigate risk

LIS NJX



