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Foreword  
To safeguard life, physical assets, and information, it is essential to 

 identify risks and vulnerabilities, 

 establish the likelihood of various loss events, and then 

 develop ways to minimize or eliminate such events. 

Thus, every security manager or facility manager should know how to conduct a risk as-

sessment. Fortunately, that knowledge is readily available. ASIS International has contri-

buted to the security body of knowledge with its General Security Risk Assessment Guide-

line, available free at www.asisonline.org/guidelines/guidelinesgsra.pdf. The guideline de-

scribes the seven major steps in conducting a security risk assessment. 

Clearly, risk assessment is important, but the real question is this: Are U.S. security practi-

tioners actually conducting risk assessments, and, if so, how are those risk assessments be-

ing used? It is commonly held that security measures are often a knee-jerk response to 

events, budgets are denied because security is not a priority, ŀƴŘ άƎǳŀǊŘǎΣ Ǝǳƴǎ, and cam-

ŜǊŀǎέ are often applied without careful thought. Until now, the actual use of risk assessment 

by security practitioners had not been researched in a scientific fashion. 

That information gap led me to suggest a study to learn what is actually happening in corpo-

rate America. The study employed a survey, which, as this report shows, produced compel-

ling results. 

I am truly grateful for the support that many parties provided in this project. First, thanks 

must be given to the ASIS Foundation, which shared the belief that such research was a 

priority, and to ǘƘŜ CƻǳƴŘŀǘƛƻƴΩǎ ŘƛǊŜŎǘƻǊΣ Bob Rowe, who not only managed the process 

from inception to conclusion but also assisted with survey development. Thanks are also 

due to the Security Industry Association (SIA) team of Mark Visbal and Linda Yelton for de-

veloping the survey, and to ¢ƻŘŀȅΩǎ CŀŎƛƭƛǘȅ aŀƴŀƎŜǊ magazine for publishing it. The ASIS 

Business Practices Council provided invaluable input on the survey questions. My employer, 

Koffel Associates, Inc., generously donated a significant portion of my time, and Gage-Babcock 

& Associates, Inc., supported the project through a donation to the ASIS Foundation. 

With this research, security professionals and facility managers can now better understand 

the actual practice of risk assessment in the security field. Such knowledge provides an op-

portunity to learn from the experiences of others and then to craftτand encourage others 

to craftτmore effective risk and response programs on the basis of fact. 

Shayne P. Bates, CPP  

September 2007 
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Executive Summary  
Until now, the interaction between security spending decisions and security practitionersΩ 

use of formal risk assessment was known only through anecdotes. This report presents the 

findings of a survey designed to provide hard data on the subject. 

Survey Description 

The ASIS Foundation and the Security Industry Association teamed up to develop a 28-

question survey on the use of risk assessment by persons with security responsibility. To-

dayΩs Facility Manager magazine e-mailed 23,000 subscribers and asked those with security 

responsibility to answer the survey on-line. During the two-week response window, 215 

completed responses were received. 

Not all companies elevate security to a separate position. Survey respondents were predo-

minantly managers or directors of facilities, and 10 percent ƘŀŘ ǘƘŜ ǿƻǊŘ άǎŜŎǳǊƛǘȅέ ƛƴ ǘƘŜƛǊ 

title. About three out of four explicitly claimed responsibility for security budget and buying 

(selection) decisions. 

The survey covered a comprehensive variety of industries ŀƴŘ ƭƻŎŀǘƛƻƴǎΦ wŜǎǇƻƴŘŜƴǘǎΩ ǎƛǘŜǎ 

featured populations ranging from less than 100 to more than 1,000 people per facility, 

space ranging from less than 100,000 square feet to more than 10,000,000 square feet, 

campuses including 1-100+ buildings, and annual security budgets ranging from less than 

$50,000 to $5,000,000 or more. 

The ǎǳǊǾŜȅΩǎ ǇǊƛƳŀǊȅ focus was this: 

How and to what extent are risk assessments actually performed, and 

how do they affect spending decisions? 

Key Survey Results and Findings 

The survey provides a number of valuable, potentially actionable insights. These are some of 

the most significant:  

 The majority of respondents perform risk assessments at least every two years, but 

about one-third do not conduct risk assessments often or regularly. 

 Although security practitioners generally favor prevention, three out of four res-

pondents state that loss eventsτnot risk assessmentsτare the most popular trig-

ger that leads to security upgrades. 

 One-third of security practitioners who perform risk assessments believe their as-

sessments are futile and could not be the basis of a security upgrade. 

 Between one-third and one-half of respondents do not install security equipment or 

make other security upgrades in response to a risk assessment.  

 About one-third of respondents fail to conduct cost-benefit analyses when evaluat-

ing options to mitigate risk. 
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 A thoroughly completed risk assessment would likely minimize the top three bar-

riers to the purchase of security systems, which are: 

 budget limits (a barrier for four out of five respondents) 

 management directives (barrier for nearly half)  

 ROI not justified (barrier for 3 out of 10) 

 Less than half of respondents measure the effectiveness of security systems after 

installation.  

Themes for Future Research 

Like all surveys, the ASIS/SIA Risk Assessment Survey has its limitations. Nevertheless, its 

findings raise several themes and issues that may be worthy of future research. For exam-

ple, are organizations spending their security budgets less efficiently by basing spending de-

cisions on loss events rather than on risk assessments? Why do many practitioners fail to 

conduct regular and frequent risk assessments? And why do so many risk assessments fail to 

lead to security upgrades? 

Research could also examine what is more effective in ensuring adequate security funding: 

formal risk assessments or stories of loss events. It would also be useful to learn whether 

regular and frequent risk assessments are a cause or effect of high-quality security pro-

grams. An additional topic for future research would be the issue of why most security up-

grades go unevaluated. 
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1. This Report  
In fall 2006, the ASIS Foundation, working with the Security Industry Association (SIA) and 

¢ƻŘŀȅΩǎ CŀŎƛƭƛǘȅ aŀƴŀƎŜǊ magazine, conducted a survey to learn about the risk assessment 

practices of security practitioners. Respondentsτpeople with security responsibility for 

their organizationsτoffered a bounty of information. They 

 revealed their greatest security concerns, 

 judged their own programs, 

 stated whether, how, and how often they conduct risk assessments, 

 rated the significance and effectiveness of risk assessments conducted before secu-

rity upgrades, and 

 stated whether they perform cost-benefit analyses before spending funds for secu-

rity products and services. 

This report on the ASIS/SIA Risk Assessment Survey is divided into the following sections: 

 Survey Description: the ǎǳǊǾŜȅΩǎ ǇǳǊǇƻǎŜΣ ƻǊƛƎƛƴΣ ŦǳƴŘƛƴƎΣ methodology, and res-

pondents 

 Key Survey Findings: the most significant and interesting results from the survey 

 Implications and Issues for Further Research: issues and questions raised by the 

survey results 

 Detailed Survey Results: ǘŀōǳƭŀǘŜŘ ǊŜǎǇƻƴǎŜǎ ǘƻ ǘƘŜ ǎǳǊǾŜȅΩǎ ǉǳŜǎǘƛƻƴǎ 

A separate report by the Security Industry Association (www.siaonline.org), titled ά9ƴŘ-User 

Insights: A Study of Security Buying Practices,έ ǎǳōƧŜŎǘǎ ǘƘŜ survey data to a different analy-

sis, emphasizing budgets and the process of selecting and purchasing security equipment. 

  



 
5 

2. Survey Description  
The ASIS/SIA Risk Assessment Survey was conducted to provide a greater understanding of 

ǎŜŎǳǊƛǘȅ ǇǊŀŎǘƛǘƛƻƴŜǊǎΩ ǳǎŜ ƻŦ Ǌƛǎƪ ŀƴŀƭȅǎƛǎ ƛƴ ǘƘŜƛǊ ǎŜŎǳǊƛǘȅ ǎǇŜƴŘƛƴƎ ŘŜŎƛǎƛƻƴǎΦ The study was 

funded jointly by ASIS and SIA, and the survey instrument was produced by the two associa-

tions working in concert.  

A link to the 28-question survey was e-mailed to approximately 23,000 subscribers of To-

ŘŀȅΩǎ CŀŎƛƭƛǘȅ aŀƴŀƎŜǊ magazine. Recipients were asked to complete the survey only if they 

had security responsibility. The e-mail asked those without security responsibility to forward 

the e-mail to persons who did have that responsibility. Survey recipients had the period of 

September 25, 2006, to October 9, 2006, to respond. They were offered a chance to win a 

$200 gift certificate for participating. ¢ƻŘŀȅΩǎ CŀŎƛƭƛǘȅ aŀƴŀƎŜǊ received 215 completed sur-

veys, a response rate of about 1 percent.  

Respondents 

Survey respondents represented most types of security practitioners working in the United 

States. Although they reported a variety of job titles (10 percent of which contained the 

ǿƻǊŘ άǎŜŎǳǊƛǘȅ,έ as in chief security officer), all respondents, by completing the survey, im-

plicitly claimed to have security responsibility for their organizations. Moreover, 77 percent 

explicitly claimed responsibility for security budget decisions, while 72 percent said they had 

security buying (selection) responsibility. It is suspected that the rest generally had other, 

non-budgetary security responsibilities.  

Overall, most respondents were managers or directors of facilities, as would be expected of 

subscribers to ¢ƻŘŀȅΩǎ CŀŎƛƭƛǘȅ aŀƴŀƎŜǊ. A survey solely of specialized, dedicated security 

managers might have yielded somewhat different results. However, the present sample may 

actually be more representative of the way security is practiced in all types of organizations 

across the United States. Clearly, not all companies elevate security responsibility to a sepa-

rate position. Given the implicit and explicit indications that the respondents had security 

responsibility for their organizations, this report will use the general ǘŜǊƳ άǎŜŎǳǊƛǘȅ ǇǊŀŎǘi-

ǘƛƻƴŜǊǎέ ǘƻ ŘŜǎŎǊƛōŜ ǎǳǊǾŜȅ ǊŜǎǇƻƴŘŜƴǘǎΦ 

Respondents and their organizations represented a broad cross-section of the following: 

 Industries: agriculture, education, entertainment venues, financial/legal/business 

professional services, government, health care, hospitality, industrial/manufactur-

ing, information technology/telecommunications/high tech, retail outlets, senior fa-

cilities/assisted living, theme parks, warehousing, and many others 

 Occupancy: ranging from less than 100 to more than 1,000 people 

 Square footage: ranging from less than 100,000 square feet to more than 10 million 

square feet 

 Building types: stand-alone, low-density office park, high-density high-rise, industri-

al complex, and others 
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 Number of buildings in complex: ranging from 1 to more than 100 

 Security hardware and software in use: alarm monitoring, barriers, closed-circuit 

television/digital video, electronic access control, electronic article surveillance, 

electronic gate access control systems, emergency phones, fire alarms, information 

security products, intrusion detection systems, lock hardware, medical alert sys-

tems, panic buttons, and many others 

 Security policies and similar measures: background investigations, incident data-

bases, drug screening, and others 

 Risks faced: computer intrusions (from internal and external sources), physical risks 

to people and property (from internal and external sources), environmental catas-

trophes, explosions, fires, and others 

 Security budgets: ranging from less than $50,000 to more than $5 million 

These respondents are clearly the very people who should regularly conduct risk assess-

ments and reap the advantages thereof. 

Background on Risk Assessment 

According to the ASIS General Security Risk Assessment Guideline,1 risk assessment is the 

άǇǊƻŎŜǎǎ ƻŦ ŀǎǎŜǎǎƛƴƎ ǎŜŎǳǊƛǘȅ-related risks from internal and external threats to an entity, 

its assets, or personƴŜƭΦέ 

The key elements of the ASIS General Security Risk Assessment Guideline are as follows: 

1. Understand your organization and identify the people and assets at risk. 

2. Specify loss risk events/vulnerabilities. 

3. Establish the probability of loss risk and frequency of events. 

4. Determine the impact of the events. 

5. Develop options to mitigate risks.  

6. Study the feasibility of implementation of options.  

7. Perform a cost-benefit analysis. 

The guideline then calls for ongoing reassessment of risks. 

It is commonly heƭŘ ǘƘŀǘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ƛǎ ŀƴ ŜǎǎŜƴǘƛŀƭ ǇŀǊǘ ƻŦ ŀ ǎŜŎǳǊƛǘȅ ǇǊŀŎǘƛǘƛƻƴŜǊΩǎ Ǌe-

sponsibilities. As the ASIS Assets Protection Course notes:2 

                                                           
1
 www.asisonline.org/guidelines/guidelinesgsra.pdf. 

2
 www.asisonline.org/store/program_detail.xml?id=2177307. 
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The core of all modern security operations is the need to provide cost-effective pro-

tection. Without well-executed risk assessment, valuable security resources can be 

wasted or misdirected. 

In short, security practitioners are urged to conduct risk assessments, and the preceding 

steps constitute a recommended method of doing so. The survey was conducted to deter-

mine how and to what extent risk assessments are actually performed in practice.  
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3. Key Survey Findings   
This section presents the most notable findings from the survey data. Complete results of 

ǘƘŜ ǎǳǊǾŜȅ ŀǊŜ ǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘΩǎ Ŧƛƴŀƭ ǎŜŎǘƛƻƴΣ άDetailed Survey Results.έ 

The majority of respondents perform risk assessments at least every two years, and much of 

the time they and their organizations base security spending decisions on those assess-

ments. That finding is to be expected, as risk assessment is widely promoted as a basis on 

which security decisions should be made. A more surprising finding is that a sizeable percen-

tage of people with security budgeting and buying responsibility do not conduct risk assess-

ments often or regularly. 

1. One-third of respondents do not regularly and frequently conduct risk assessments. 

¢ƘŜ ǎǳǊǾŜȅΩǎ vǳŜǎǘƛƻƴ мн ŀǎƪŜŘΣ άIƻǿ ƻŦǘŜƴ ŘƻŜǎ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ǇŜǊŦƻǊƳ ŀ Ǌƛǎƪ ŀǎǎŜǎs-

ment procedure to assess security-related risks from internal and external threats to your 

facility, its assets, and/or personnel? /ƘƻƻǎŜ ǘƘŜ ŎƭƻǎŜǎǘ ŦƛǘΦέ The responses are below: 

 

As the chart shows, 67.4 percent of respondents conduct risk assessments at least every two 

yearsτand most members of that group conduct risk assessments once a year or more. 

Surprisingly, 17.7 percent of all respondents reported conducting risk assessments every six 

months. However, 32.46 percentτbasically one-thirdτof respondents do not routinely 

conduct risk assessments at least every two years. Among that subset, about half said they 

conduct risk assessments only when a new risk is identified.  

The survey data showed some interesting tendencies among respondents who conducted risk 

assessments at least once every two years όŎƭŀǎǎŜŘ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘ ŀǎ άǊŜƎǳƭŀǊƭȅ ŀƴŘ ŦǊŜǉǳŜƴǘƭȅέύ: 

Every six 
months, 17.7% Annually, 42.3%

Every other 
year, 7.4%

Every 2 to 5 
years, 8.8%

Longer than 5 
year 

intervals, 1.4%

Only when a new 
risk is 

identified, 16.7%

Never, 5.6%
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 They tended ǘƻ ƘŀǾŜ ǘƘŜ ǿƻǊŘ άǎŜŎǳǊƛǘȅέ ƛƴ ǘƘŜƛǊ ǘƛǘƭŜǎΦ Eighty percent of respon-

ŘŜƴǘǎ ǿƛǘƘ ǘƘŜ ǿƻǊŘ άǎŜŎǳǊƛǘȅέ ƛƴ ǘƘŜƛǊ ǘƛǘƭŜs conducted risk assessments at least 

once every two years. By contrast, only 66 percent of respondents whose titles were 

άŦŀŎƛƭƛǘȅ ƳŀƴŀƎŜǊέ ƻǊ άƻǘƘŜǊέ ŎƻƴŘǳŎǘŜŘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎ ǘƘŀǘ ƻŦǘŜƴΦ 

 Regular, frequent risk assessment is more common in certain industries than others. 

Eight-six percent of respondents from the hospitality industry conducted risk as-

sessments at least once every two years, as did 84 percent of health care respon-

dents and 82 percent in financial/legal/business professional services. By contrast, 

only 61 percent of respondents in industrial/manufacturing sites conducted risk as-

sessments that often, as did 63 percent from the educational field and 67 percent of 

government respondents. Rates calculated for other industries are not reliable be-

cause of the sample size.  

 Respondents who used information security products were more likely than others 

to conduct risk assessments at least once every two years. Eighty-four percent of 

them did so, compared to 65-75 percent of those who used various other methods. 

 Similarly, respondents who said their businesses would suffer greater consequences 

from information damage or loss than from property damage or loss were more 

likely to conduct regular, frequent risk assessments. Seventy-three percent of those 

naming information damage or loss conducted risk assessments at least once every 

two years, as opposed to 61 percent of those naming property damage or loss. 

 ¢ƘŜǊŜ ǿŀǎ ŀ ŘƛǊŜŎǘ ǊŜƭŀǘƛƻƴǎƘƛǇ ōŜǘǿŜŜƴ ǊŜǎǇƻƴŘŜƴǘǎΩ ǊŀǘƛƴƎ ƻŦ ǎŜŎǳǊƛǘȅ ŀǘ ǘƘŜƛǊ Ŧa-

cilities and whether they performed risk assessments at least once every two years. 

The following chart shows the relationship: 
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The chart shows that none of the respondents who assessed their security as poor 

conducted regular, frequent risk assessments. By contrast, nearly all of the respon-

dents who assessed their security as excellent did so. 

2. Security upgrades are more likely ǘƻ ōŜ ŘǊƛǾŜƴ ōȅ ƭƻǎǎ ŜǾŜƴǘǎ ŀǘ ǊŜǎǇƻƴŘŜƴǘǎΩ ŦŀŎƛƭƛǘƛŜǎ 
or other locations than by risk assessments. 

The most common factors that respondents said could lead to security upgrades are a loss 

ŀǘ ǘƘŜ ǊŜǎǇƻƴŘŜƴǘΩǎ ŦŀŎƛƭƛǘȅ όƴŀƳŜŘ ōȅ усΦл ǇŜǊŎŜƴǘύΣ ŀ ƭƻǎǎ ŀǘ ŀnother location (named by 

64.7 percent), and a risk assessment (named by 63.7 percent). Security practitioners gener-

ally favor prevention, yet the two most common factors that lead to security upgrades are 

reactive in nature (losses at one site or another). 

3. One-third of respondents who conduct risk assessments feel their risk assessments are 

futileτthat is, that the risk assessments could not be the basis for a security upgrade. 

Almost all respondents (94.4 percent) conduct risk assessments at least sometimes, yet less 

than two-thirds (63.7 percent) believe a risk assessment could potentially lead to security 

upgrades. Thus, roughly a third of respondents who conduct risk assessments do not believe 

those risk assessments could lead to security upgrades. 

4. Roughly half of respondents have never installed security equipment in response to a 

risk assessment. About one-third of respondents do not make security upgrades (a 

broader category) in response to a risk assessment. 

¢ƘŜ ǎǳǊǾŜȅΩǎ vǳŜǎǘƛƻƴ мт ŀǎƪŜŘ ŀōƻǳǘ ǘhe factors that have led to installation of security 

ŜǉǳƛǇƳŜƴǘ ŀǘ ǊŜǎǇƻƴŘŜƴǘǎΩ ŦŀŎƛƭƛǘƛŜǎΦ Only half (52.6 percent) of respondents have installed 

security equipment at their facilities in reaction to a risk assessment. That means that for 

roughly half of respondents, a risk assessment has never led the decision to purchase securi-

ty equipment. Question 18 asked about a broader category, security upgrades (which could 

involve services and procedures in addition to equipment). By far the largest drivers of secu-

rity upgrades are incidents (named by 72.1 percent of respondents) and risk assessments 

(named by 69.8 percent). Even considering the broader category of security upgrades, not 

just equipment, almost one-third of respondents had never used a risk assessment to drive 

those upgrades.  

5. About one-third of respondents failed to conduct cost-benefit analyses, a key part of 

risk assessment. 

About two-thirds (65.1 percent) of respondents perform a cost-benefit analysis when eva-

luating options to mitigate risk. That suggests that one-third of respondents (including some 

who say they are not sure whether they perform cost-benefit analyses) fail to conduct cost-

benefit analyses, a key part of risk assessment, when evaluating options to mitigate risk.  


