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Table 1. Most common reasons for positive ratings
on preparedness
Respondents answering “very
good,” “good,” or “fair”
Reason (n=24)
Cooperation between malls
and first responders 9
Development of emergency
preparedness plans 9
Participate in Buffer Zone
Protection Program 4
Other reasons cited 2
4 & &&
, & $ B )1 B B & !
& ($ -1
( $ $ &
& J
4 ( , & S -
. B ( , ¢,
$ S$ -
- ( $
. ( ) , ¢,
$ - ($ s ( , &
. K , -1 $ &
?

Created by Neevia docuPrinter trial version



%& 6 $ $ ( 0] &
& B & $ & | $ (
C 4 E $ (& B ,
& , o, 0% -, $
$ & & & ,& 1 ( D L
, &l ( &C 41t
J
8 & ( , ="
D) L )( ( , $
$ -.% -(C - & $
& 1 1/%*"71 /=% && | & &
$ ( .l o1 B ,
( ( . &

Table 2. Qualities of best-prepared malls

Responses
Reason (n=19)
Superior security staff 7
Emphasis on 6
planning/training
Good working relationship
with local law enforcement 4
Participation in DHS Buffer
Zone Protection Program 1
Advanced CCTV system 1
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Table 3. Measures retail malls could take to
become better prepared

Responses
Type of action (n=34)
Training 15
Additional planning 6
Increase visibility of security staff 5
Partner with local law enforcement 4
Increase technology 3
Increase security officer standards 1
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Table 4. What is the biggest obstacle to fuller preparedness?
Responses
Obstacle (n=29)
Cost/funding 18
Disrupt mall business 4
Lack of threat awareness 3
Training sub-par 2
Lack of coordination with first responders 1
Inadequate regulation 1
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Figure 2. Number of advisors characterizing relations between
mall security and first responders as good or very good
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Table 5. Suggestions for additional state regulation

Responses
Suggested measure (n=21)
Minimum training standards 16
Hiring standards 4
Other measures cited 1
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Table 6. Hiring standards for mall security staff
Minimum qualifications in terms of education and | Responses
experience for security staff (n=276) Percent
Education/skills 133 48.2
High school 86 31.1
GED 35 12.7
Some college 7 2.5
Verbal/written skills (English) 3 1.1
A.A. or B.A. in criminal justice 2 0.8
Experience/Training 88 31.8
Security experience 24 8.7
State certification/license/training 16 5.8
General experience 10 3.6
No experience/qualifications 10 3.6
Law enforcement experience 6 2.2
In-house training 6 2.2
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Minimum qualifications in terms of education and | Responses
experience for security staff (n=276) Percent
Military experience 5 1.8
Off-duty police officer/deputy/some police 3 1.0
officer training
Peace officer 2 0.7
Corrections experience 2 0.7
Other 4 1.6
Age requirements 22 7.9
At least 18 years of age 12 4.3
At least 21 years of age 10 3.6
Other employment requirements 33 12.0
Clean record 13 4.7
Valid driver’s license 7 2.5
Drug test 4 14
Other 9 3.4
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Table 7. Background checks for mall security staff
Type of background check conducted on Responses
new employees (n=118) Percent
Criminal background checks only 48 40.7
Drug tests only 1 0.8
Both background checks and drug tests 65 55.1
Neither background checks nor drug tests 4 3.4
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Table 8. Antiterrorism training

Areas included in the mall’s Responses
antiterrorism training (n=120) Percent
Working with first responders 55 45.8
Securing the scene after an attack 52 43.3
Access control 49 40.8
Responding to changes in national alert 48 40.0
level
Identifying terrorists 41 34.2
WMD 4 3.3
Other 14 11.7
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Table 9. Changes in hiring standards, training, and security

spending since 9/11

Responses
Change (n=120) Percent
Hiring standards
Yes 7 5.8
No 113 94.2
Background checks
Yes 13 10.8
No 107 89.2
Training
Yes 38 32.2
No 71 60.2
Don’t know 9 7.6
Security spending
Yes 19 15.8
No 101 84.2
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Table 10. Types of actions, characteristics profiled by security staff

Responses
Characteristic (n=94) Percentage

Suspicious behavior (in general) 18 19.5
Taking photographs/videos/notes 16 17.0
Unusual/suspicious clothing 16 17.0
Carrying large/suspicious packages 11 11.7
Loitering 7 7.5
Unusual interest/curiosity 5 5.3
Suspicious appearance (in general) 4 4.2
Suspicious vehicles 3 3.2
Foreigners acting suspicious 3 3.2
Large groups/gangs 2 2.1
Younger adults 2 2.1
Abandoned packages 2 2.1
Other 5 5.5
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Table 11. Policy on handling suspicious behavior/persons
Responses
What the officer should do (n=89) Percentage

Report behavior (to supervisor/dispatch/other 30 33.7
officers)
Continue surveillance 27 30.3
Inform police (if required) 16 18.0
Approach (non-threatening) 10 11.2
Other 6 6.6
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Table 12. Changes in patrol and surveillance strategies since 9/11

Responses
Patrol and surveillance strategies (n=32) Percentage
More patrols/strategies/visibility 12 37.5
Heightened awareness/alertness 8 25.0
More attention to vehicles/parking/fire lanes 4 12.5
More attention to deliveries/truck drivers 2 6.3
Other 6 18.6
Access control. 8 - $ (
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"o $ & (: ( & (<2 E
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67
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Table 13. Technological security measures
Responses
Security measure (n=120) Percentage
Surveillance cameras
Yes 60 50.0
No 60 50.0
Passive barriers
Yes 36 30.0
No 84 70.0
Explosive detection devices/canines
Yes 18 15.0
No 102 85.0
Air decontamination technology
Yes 12 10.0
No 108 90.0
Window film/explosive-resistant trashcans
Yes 5 4.2
No 115 95.8
Detection of biological or chemical agents
Yes 1 0.8
No 119 99.2
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Table 14. Partners in preparedness exercises
Agencies participating in mall’s Responses
rehearsal of emergency protocols (n=90) Percentage
Police department 28 31.1
Fire department 27 30.0
EMS 10 11.1
County/city agencies 5 5.6
Red Cross 2 2.2
FBI 2 2.2
FEMA 2 2.2
Other 14 15.4
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Table 15. State DHS involvement in security planning

Involvement of state homeland security
advisor in planning, reviewing, or Responses
approving mall security measures (n=117) Percentage
Very involved 3 2.6
Somewhat involved 23 19.7
Not at all involved 91 77.8
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Table 16. Law enforcement involvement in security planning

Involvement of local and state law
enforcement in planning, reviewing, or Responses
approving mall security measures (n=117) Percentage
Very involved 21 17.6
Somewhat involved 57 47.9
Not at all involved 41 34.5
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Table 17. Assistance sought from DHS

How DHS could help make Responses
large retail malls safer (n=78) Percentage

Provide or assist with 24 30.8

training/education/seminars/drills

More communication/information/contact/updates 24 30.8

More funding for training/equipment 13 16.7

Help with developing 12 15.4

procedures/policies/plans/strategies

Set minimum security standards/training 5 6.4
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Figure 5. Security Director rating of security threats
(proportion who rated threat as most significant)
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Figure 6. Most likely form of attack
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Table 18. Additional security measures considered critical

Responses
Critical measures (n=43) Percentage
Security equipment/surveillance /barriers/ 23 53.5
detection
More and improved training 11 25.6
Funding 3 7.0

9
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Communication 2 4.7
More personnel 2 4.7
Domestic terrorism 1 2.3
Increased pay and benefits 1 2.3
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Table 19. State statutes regulating private security
Frequency
Requirement (n=50)
Background checks 33
Educational requirements 3
Training requirements 22
Standards for quality of 13
training
Standards for content of 21
training
Power to detain 3
Power to search 1
Regulation of surveillance in 13
mass private spaces
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Table 20. Post-9/11 changes in state private security statutes

Powe
Educa- Regulat | Regulat r Power | Regulate
Back- tion e e to to electronic
ground | reg’men | Require | training | training | detai | searc | surveillanc
checks t training | quality | content n h e
CA amende amende | new new
d d
HI | amende
d
NJ new new new new
N amended
M
OH new amende | amende | amende
d d d
VT amende amende
d d
w amende amende
A d d
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1 Conduct formal risk assessments and take steps to mitigate
known risks on a cost-benefit basis
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2 Develop and rehearse detailed and coordinated emergency
response plans and involve stakeholders
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3 Standardize antiterrorism training courses.
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4 Enhance partnerships with the public sector.
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APPENDIX A

Details of Mall Security Director Survey Results

Table 1. What organization does the training for new employees?

Responses
Organization (n=136) Percent
In-house 68 50.0
Private/outsourced security company 42 30.9
Police department 12 8.8
State/county training 8 5.9
Fire department 3 2.2
Red Cross 1 ¥4
Unknown 1 V4
Other 1 7

Table 2. What organization provides the training on terrorism?

Responses
Organization (n=86) Percent
In-house 24 27.9
State/local police 20 23.3
Private security firm/consultant 14 16.3
Fire department 7 8.1
Homeland Security 5 5.8
FEMA (self-study) 3 3.5
FBI/JTTF training 2 2.3
ATF 2 2.3
VHS tape/PSTN video 2 2.3
U.S. Border Patrol 1 1.2
Federal agency (not specified) 1 1.2
Department of Safety (County) 1 1.2
Department of Public Safety (State) 1 1.2
Emergency management 1 1.2
Mall owner 1 1.2
Federal Prosecutor’s Office 1 1.2

%05
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Table 3. Details relating to Question 2: Changes in background checks on new
employees since 9/11

Changes in background checks on Responses
new employees (n=11) Percent
Drug test added 6 54.5
More in-depth background checks 3 27.2
Live/real-time background checks 2 27.2

Table 4. Where have the additional funds been spent?

Responses
Expenditure of funds (n=120) Percent
Increased security staff ’ 14 11.7
Overtime 11 9.2
Risk assessment 9 7.5
Developing emergency response plans 13 10.8
Improving communication ability 16 13.3
New security equipment/target hardening * 16 13.3
Securing physical plant * 7 5.8
Other * 4 3.3
'See Table 4a
* See Table 4b
® See Table 4c
* See Table 4d
Table 4a. Number of additional full-time employees

Mean

(n=10) Median *
Additional full-time 3.7 4.0
employees
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Table 4b. New security equipment/target hardening

Responses
Expenditure of funds (n=29) Percent
Surveillance cameras 7 241
Radios 6 20.7
Communication/radio training 2 6.9
Locks/rooftop hatches 2 6.9
Additional security staff 2 6.9
First aid/emergency response kit 2 6.9
Defibrillator 1 3.5
AED 1 3.5
Vehicle 1 3.5
Patrol tracking devices 1 3.5
Barricades 1 3.5
Media staging area 1 3.5
Training 1 3.5
Police coverage 1 3.5
Table 4c. Securing physical plant
Responses
Expenditure of funds (n=9) Percentage
Physical assessment of property 1 11.1
Locks replaced on all doors 1 11.1
Hired off-duty police officer 1 11.1
New doors installed 1 11.1
Limited access to roof 1 11.1
Identification for service vendors 1 11.1
Fire alarm upgraded 1 11.1
Perimeter security enhanced 1 11.1
Staffing of entrances 1 11.1
Table 4d. Other areas of spending
Responses
Expenditure of funds (n=5) Percentage
Planted areas at entrance to reduce access 1 20.0
Access alarm installed 1 20.0
Night patrol monitoring (increased diligence) 1 20.0
Mobile patrol of parking lot and surrounding 1 20.0
areas
Hired police officer (for peak hours) 1 20.0

%59
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Table 5. What will BZPP funds be used for?

Responses
Expenditure of funds (n=16) Percentage
Upgrade camera system 5 31.3
Barriers 5 31.3
Training 2 12.5
Radios 1 6.3
General safety 1 6.3
Police 1 6.3
Not sure 1 6.3

005;
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APPENDIX B

Catalog of Regulations by State

Table 1. Hiring requirements

Background Education
checks standards

Alaska California

Arizona Hawaii

Arkansas Michigan

California

Connecticut

Delaware

Florida

Georgia

Hawaii

Illinois

lowa

Louisiana

Maine

Maryland

Michigan

Minnesota

Missouri

Montana

Nevada

New Jersey

New York

North Carolina

Ohio

Oklahoma

Oregon

South Carolina

Tennessee

Texas

Utah

Vermont

Virginia

Washington

Wisconsin
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Table 2. Training requirements

Training required

Monitor quality

Monitor content

Alaska

Arizona

Alaska

Arizona Arkansas Arizona
Arkansas California Arkansas
California Florida California
Florida Georgia Florida
Georgia lllinois Georgia
lllinois Louisiana lllinois
Louisiana Minnesota Louisiana
Minnesota New Jersey Minnesota
Montana New York New Jersey
New Jersey Ohio New York
New York Oklahoma Ohio

North Dakota Virginia Oklahoma
Ohio Oregon
Oklahoma South Carolina
Oregon Tennessee
South Carolina Texas
Tennessee Utah

Texas Vermont
Utah Virginia
Vermont Washington
Washington

)5
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Table 3. Statutory power to detain, search, and install surveillance

technology in mass private spaces

Power to detain

Power to search

Install surveillance
technology

California

California

Hawaii

Alabama

South Carolina

California

Delaware

Hawaii

Kansas

Maine

Massachusetts

New Hampshire

New Mexico

New York

South Carolina

South Dakota

Utah
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	The median number of security employees at the malls responding to the survey was 5 full-time and 5 part-time staff. The media

