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Customs, Trade Security and Facilitation

• National Governments have declared their intent to meet 
the World Customs Organisation AEO Initiatives on Trade 
Facilitation and Supply Chain Security. The objective of the 
WCO initiative has been to establish a set of global 
standards that provide supply chain security requirements 
for consistent adoption and application amongst the 
members. (157 signatory countries).

• Currently a number of countries are investigating the 
opportunity of utilising ISO 28000 as their AEO platform.
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Global Trade Security

• WCO Framework of Standards to Secure and Facilitate 
Global Trade aims to:
– Establish standards that provide supply chain security and 

facilitation at a global level to promote certainty and predictability.
– Enable integrated supply chain management for all modes of 

transport.
– Enhance the role, functions and capabilities of Customs to meet the 

challenges and opportunities of the 21st Century.
– Strengthen co-operation between Customs administrations to 

improve their capability to detect high-risk consignments.
– Strengthen Customs/Business co-operation.
– Promote the seamless movement of goods through secure 

international trade supply chains.
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WCO - Authorised Economic Operator (AEO)

These elements include:These elements include:

•• Demonstrated compliance with Customs requirements;Demonstrated compliance with Customs requirements;

•• Financial viability;Financial viability;

•• Consultation, cooperation and communication;Consultation, cooperation and communication;

•• Information exchange, access and confidentiality;Information exchange, access and confidentiality;

Customs/Business partnershipCustoms/Business partnership

Application of the AEO program by Application of the AEO program by 
National Customs Departments may National Customs Departments may 
vary however globally these shall vary however globally these shall 
include a number of common elements.include a number of common elements.
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WCO - Authorised Economic Operator cont.

Management and security requirements. Including;Management and security requirements. Including;
• Satisfactory system for management of commercial 

records;
• Education, training and awareness;
• Cargo security;
• Conveyance security;
• Premises security;
• Personnel security;
• Trading partner security;
• Crisis management and incident recovery;
• Measurement, analyses and improvement.
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Examples of 
current 
programs 
loosely based 
on WCO SFoS

Traders will 
need to meet 
one or more 
schemes
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Security and ISO Standards

• Security ;
– ISO 28000 – Specifications for security management 

systems for the supply chain.
• Business Continuity ;

– ISO/DIS 28002 – Resilience in the supply chain.
–BS 25999.2 – Business continuity management.
–Under development;

• ISO/DIS 22301 – Societal Security – Preparedness 
and continuity management.
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ISO 28000

• ISO 28000 is a Security Management System, NOT security criteria, 
and as such may be used to manage any and all regulatory or sector 
security requirements and criteria specified by industry and national 
authorities.

• ISO 28000 is the only International “Management System” which is 
Risk Based and Security specific, making it the most suitable cross-
industry obvious choice for managing all security programs.

• A verified risk based management system approach ensures that 
security risks are identified accurately, assessed appropriately and 
managed accordingly. 
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ISO 28000 and Global Security InitiativesISO 28000 and Global Security Initiatives
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ISO 28000 and Business Processes

Using the Security Risk Assessment (SRA) a facility will;Using the Security Risk Assessment (SRA) a facility will;

•• Identify critical assets Identify critical assets –– what an organization values/needs to functionwhat an organization values/needs to function

•• Investigate threats Investigate threats –– What are the plausible sources of harmWhat are the plausible sources of harm

•• Identify vulnerabilities Identify vulnerabilities –– existing weaknesses to the protective security existing weaknesses to the protective security 
measures safeguarding the measures safeguarding the asset(sasset(s))

•• Likelihood Likelihood –– can and/or will the threat be realizedcan and/or will the threat be realized

•• Analyze consequences Analyze consequences –– what will be the level of harm if a threat is what will be the level of harm if a threat is 
realized.realized.

Using these factors the facility can then;Using these factors the facility can then;

•• Identify and prioritize the risks Identify and prioritize the risks –– setting security management setting security management 
objectives and targets.objectives and targets.
– These objectives and targets become the focus for management.
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ISO 28000 and Business Improvement

Establishes mechanisms for the systematic Establishes mechanisms for the systematic 
•• Identification of legislation, regulations and standards that Identification of legislation, regulations and standards that 

apply to the security operations on site.apply to the security operations on site.
•• Identification and development of security procedures.Identification and development of security procedures.
•• Application of appropriate security tools (Operational Application of appropriate security tools (Operational 

Controls)Controls)
––Fit for purpose Fit for purpose (CCTV, Access Control, Fencing, etc.)(CCTV, Access Control, Fencing, etc.)

•• Development of emergency plans for managing identified Development of emergency plans for managing identified 
risks.risks.

•• Management commitment and reviewManagement commitment and review
•• Performance management, andPerformance management, and
•• Continual improvementContinual improvement
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Why ISO 28000

Reduce supply chain
vulnerability and increase
organizational resilience

Improve supply chain
visibility, performance and

inventory management

Enhance cross border
logistical processes and
more efficient customs

clearance

Greater security integration and
awareness throughout the

organization

Higher levels of customer satisfaction
through product and brand protection, 

anti-tampering and anti-smuggling 
measures

A managed process for identifying, applying and confirming 
the varying criteria from different Customs Boarder Security (AEO) and 

other regulatory security programs.
ONE SYSTEM
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New WCO SAFE Initiative – Trade Recovery Program

• The WCO Trade Recovery Guidelines comprise a set of best practices to 
facilitate and resume trade flows efficiently and quickly. Regulators will apply 
these in the aftermath of incidents that disrupt the international movement of 
goods and affect one or more countries long enough to have an economic 
impact. 

The guidelines reinforce the value of total supply chain security and a risk-
based approach to enhance security in the international supply chain. The key 
concepts are: 
– Mutual Recognition Arrangements (MRAs) to prevent duplication of security 

controls;
– Participation by businesses in domestic Authorised Economic 

Operator (AEO) programmes to provide the necessary trust and 
transparency;

– Cargo from AEOs should generally be considered to b e of lower risk 
than comparable non-AEO cargo;

– Outbound inspections of high-risk cargo could facilitate the clearance of 
such high-risk cargo to the importing country; and 

– Importing Customs administration could take into account the available 
results of the security controls by the exporting country’s Customs 
administration. 
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Aviation and Express Freight

• IATA – Secure Freight Program
–Vision: 100% secure air cargo supply chains
–Freight is secured up-stream in the supply chain, then 

protected by each subsequent supply chain operator

• US – Consigned Cargo Security Program (CCSP)
–100% screening and security integrity of every cargo 

item entering an aircraft hold (US Domestic and 
Overseas flights with US destinations)

–This may occur at point of departure or further up the 
supply chain.
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The Objective - A Secure Supply Chain

•• Establish and maintains appropriate Establish and maintains appropriate 
security measures for safeguarding security measures for safeguarding 
people, goods, infrastructure, equipment, people, goods, infrastructure, equipment, 
information and intangible assets within information and intangible assets within 
their particular area of responsibility. their particular area of responsibility. 

•• Where all of the participants ensure that Where all of the participants ensure that 
there is that there is that continuity of securitycontinuity of security
throughout the entire chain, this will be throughout the entire chain, this will be 
considered a Secure Supply Chainconsidered a Secure Supply Chain

All participants, business and trading partnersAll participants, business and trading partners
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Risk Management

• Risk Assessment and Management
– ISO 28000 and ISO 28002 fully aligned with 

ISO 31000 – Risk Management.

• ISO 31000 is the new international “Best Practice” for use 
with Risk Based Management Systems;
– Environmental
– OHSAS
– Food
– Security
– Business Continuity
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Secure Supply Chains – The Future

• Legislated requirements are coming

• De facto obligations on business for security assurance;
–Via contracts for Business partners

• Upstream and downstream
–Via operational pressures for National regulators

• Local 
• Foreign 
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ISO 28000 can manage security requirements

Thank You

Peter.boyce@lrqa.com

Don’t get left behind


