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“Threats in the international market- place know no borders”
ISO Secretary-General, Alan Bryden

Threats to the Supply Chain

Adapted from Deloitte Research
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A study* quantifying the monetary impact of supply chain 
glitches on 838 firms over 12 years concluded that

11% stock valuation loss after announcement of glitch
US $145 million per glitch
US $120 billion overall loss

* Dr Vinod Singhal, (2003) “Quantifying the impact of  

Supply Chain Glitches on Shareholder Value”

Monetary impact of Supply Chain Glitches



Industry Survey : Supply Chain Security
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Supply Chain Vulnerabilities
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Supply Chain Security Programs / Initiatives



Micro

Macro

A Systems Approach



• A SYSTEM approach ensures that security is 
integrated, and filtered through all parts of the 
organisation

• Supports a layered approach to security 
management

• External contractors and business partners are also 
included in the assessment process 

• Starts with a macro (helicopter) view from above 
and goes down to a micro level

A Systems Approach



• System approach begins with a risk-based model
• The Security Risk Assessment assesses the 

business and its processes in its relevant 
environment

• Provides counter measures or controls relevant to 
the analysis of the risks

• Provides improved efficiencies through the control 
measures adopted

• Re-evaluates risks to ensure controls are effective in 
reducing the overall risk

Security Risk Assessment Process



Security Risk Assessment Process



• At its most fundamental, security risk assessment 
should provide 
– means to determine the nature of threats 

– trace the ‘progress of vulnerability’

– understanding potential consequences of future events

– development of strategic approach to treat and mitigate risk

• Ensures a robust process to review, add, alter, 
measure, replace security controls that impact and 
enhance our business operations.

• Critical compliant condition of ISO 28000

Why do Organisations need it? 



• ISO 28000 : 2007 is a new International Supply 
Chain Security Standard (Published 2007) 

• It is a global security management system for the 
supply chain, suitable for all sizes and types of 
organisations

• Introduced after demand for a common global
security management system standard

Overview of ISO 28000



How is it different from existing programs?How is it different from existing programs?

• ISO 28000:2007 is the only truly global supply chain security 
management system

• It is a Security Management System, which differentiates it 
from  all other programs

• ISO 28000: 2007 is also fully compatible with other standards,
including ISO 9001 and 14001 

• ISO 28000:2007 can help manage other voluntary and non -
voluntary  programs, including STP Plus, C-TPAT, AEO, and 
TAPA

Comparison between ISO 28000 and                 
existing security initiatives & programs  



Synergy between ISO 28000 Standard                
& AEO Programs  

Singapore is well poised to become the global showcase of 
how ISO 28000 standards can help in the goals set in the 
WCO SAFE Framework for AEO programs including STP

Private 
Public 

Partnership



Collateral Benefits of Security Investment 
in standards / programs

Before After



Resilience



Paradigm Shift in the role of security 
for business
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“ Supply chain security is an effective tool to manag e and monitor
finished goods’ supply chains.”

“ (Supply chain security) will help improve confiden ce among our clients 
and will help control shrinkage, damage and other r elated losses.”

“ Absolutely, this will be part of what our clients expect as well as the 
general public. It is part of our charge to insure we are doing all 
possible to protect the general populace that we wo rk within.”

Demonstrating Effective Supply Chain Security thru 
Security Standards Implementation
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Singapore | Melbourne


