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Ronald H. Noble
Secretary General
INTERPOL

“ Intellectual Property Crime (IPC)
is increasingly becoming the

preferred method of funding for a
growing number of terrorist groups.”
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IPC = HIGH PROFIT / LOW RISK !!

1 KILO COCAINE

USD$ 47,000 USD$ 94,000
100% 
Profit

USD$ 47,000

1,500 Counterfeit 
Microsoft Office 
2000 Professional

USD$ 470,000 900% 
Profit



Terrorist organizations develop, 
nurture and maintain reliable 
and low key sources of funding
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Most often transactions are 
done in cash and usually the 
money is laundered

Employ complex association of 
individuals to hide the money 
trails
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$650
BILLION

20081996

$200
BILLION

1982

$5.5
BILLION
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International Chamber of Commerce  
estimates that this figure accounts for

Mr. James Moody, former Chief of the FBI’s 
Organized Crime Division declared that IPC 
would become the crime of the 21 st century

BSA and Automobile Industry
each annually lose
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Interpol and the IAAC warns 
that al-Qaeda, Hezbollah, 
Hamas, the Basque ETAC, the 
Mafia, Chinese Triad gangs, the 
Japanese Yakuza, the Russian 
Mafia and drug cartels are 
recipients of profits from IPC.

IACC reveals that recovered al-
Qaeda training manuals 
recommend the sale of 
counterfeit goods to fund their 
operations
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It is estimated that

al-Qaeda received

over $500  million over 
a ten year period

The Sept. 11 attacks are 

estimated to have cost 

them less than $500,000 

- a little more than 

$26,000 per terrorist 

involved
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Counterfeit goods shipped from 
Dubai to Copenhagen were 
intercepted by Danish, UK and 
US authorities and linked to al-
Qaeda

In 2002, a suitcase full of 
counterfeit watches was seized 
from a souvenir shop in 
Manhattan and flight manuals for 
Boeing 767s were also found
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A similar seizure took place in a 
handbag shop which showed faxes 
relating to purchases of bridge 
inspection equipment

Two weeks later, another raid netted 
fake drivers’ licenses and lists of 
suspected  al-Qaeda terrorists 
including names of some workers 
from the handbag shop
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Strong link between IPC and terrorist

funding along Triple Frontier/Tri-border

area of Brazil, Argentina and Paraguay

• Ali Khalil Mehri arrested in 2000 with 
seizure of funds, pirated discs, film 
footage of terrorist attacks and 
interviews and documents showing 
money transfers of over $700,000

• Celebrations on Sept. 11 and one year 
thereafter by some of the 30,000 
Muslims in the area

• Another Lebanese individual arrested 
in 2002 and seized with letters 
showing Hezbollah members thanking 
him for contributions
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In 2002, Mohamad Hammoud 
sentenced to 155 years in US for 
counterfeit cigarette smuggling from 
China – North Carolina – Michigan 
and providing aid to Hezbollah

Purchased computers, night vision 
devices, global positioning devices, 
mine detection equipment for 
Hezbollah
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World Trade Center bombing in 
1993 by Sheikh Omar Abdul 
Rahman partially funded through 
sale of counterfeit T-shirts.

FBI seized 100,000 counterfeit Nike 
and Olympic T-shirts intended for 
sale at the Summer Olympics in 
Atlanta

Operation run by followers of 
Sheikh Rahman
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In Feb. 2004, the IACC reported that 
worldwide special economic free-trade 
zones are being exploited by IPC 
syndicates and many governments are 
indifferent or take a ‘hands off’ policy

Such free-trade zones are used for 
underground CD replication, smuggling of 
counterfeit cigarettes and 
pharmaceuticals:

• Some are heavily secured, equipped 
with early detection and surveillance 
gadgetry. Some are protected by 
influential entities
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TAX FREE ZONE



Kidnapping

IPC –

Cigarettes
Pharmaceuticals

Extortion

ABU SAYYAF



World Health Organization estimates:

- 50 to 60% of all drugs in Africa are counterfeit

- 25% counterfeit in Mexico

- 10% worldwide are counterfeit

More specifically:

- 80% of drugs sold in Lagos, Nigeria are fake

- Shenzen Evening News reported that 192,000 
people died in China in 2001 from counterfeit 
drugs
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IACC advises that the potential exists for terroris ts

to use IPC itself as a means of attack

• Counterfeit pharmaceuticals with deadly chemical, 
poisons or biological toxins

Increasing number of pharmaceuticals beyond

the reach of US regulators

There’s really no need to enter the US

or any other country to attack

• Can be sent through the mail or delivery 
companies
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In the event of such an attack, it could 
take days or weeks to determine the 
scope of the problem

Efforts at containment would be 
severely hampered due to the probable 
sale over a wide geographical area
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LA Times: Plane Crash in 1989 killing 
55 people, result of counterfeit shear 
bolts and sleeves

Counterfeit bearing seals found in 
United Airlines 

US Department of Transportation:          
Counterfeit parts found in Air Force 
One

FAA: 2% of 26 million airline parts 
installed annually are counterfeit
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According to a US National Foreign 
Intelligence Board paper, “Global 
Trends 2015”, terrorist attacks will 
become increasingly sophisticated 
and designed to achieve mass 
casualties

Probability of an attack with WMD is 
greater today than during most of the 
Cold War

Chemical and biological threats will 
become more widespread as these are 
easier to develop, conceal and deploy
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June 2005 – JI Docs on 
chemical and biological 
warfare seized in Cotabato

Evidence of experimentation 
on farm animals and dogs
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Weaker states could drift toward 
cooperation with terrorists 
creating de facto state supporters

Middle East and Asian-based 
terrorists are the most likely 
threats to US and its Allies in 
the war on terrorism

States with poor governance 
records;  ethnic, cultural or 
religious tensions; weak 
economies; porous borders will 
be susceptible to transnational 
networks. They will become safe 
havens and financial bases

www.osi.com.ph



Indonesia and the Philippines 
known to be used as a support 
base for Middle Eastern and 
Asia Terrorist groups

Also on the USTR Watch List 
for rampant sale of Counterfeit 
products

Terrorists undoubtedly receive 
financial support from the sale 
of Counterfeit products in the 
Philippines, Indonesia, 
Malaysia and worldwide.
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