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Philosophical Foundations

&

Thales of Miletus

Tradition of Greek scholarship began with Thales
(624-545 BC) of Miletus (a port near Turkey). Thales
argued against superstition and sloppy thinking.

He asserted that the Earth is round on the basis of
the observation that the mast of a sailing ship
appears first for an incoming ship, and disappears
last for an outgoing ship. This was remarkable
Insight: Based on certain facts interpreted in certain
ways one could infer about what is well beyond the
reach. B
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Thales a World Leader in Scientific Research

&

Thales Employee Awarded Nobel Prize in Physics

The Royal Swedish Academy of Sciences has awarded the

Nobel Prize in Physics for 2007 to Albert Fert, Scientific Director
for Unité Mixte de Physique CNRS/Thales, and Peter Griinberg,
Forschungszentrum Jilich, Germany, "for the discovery of Giant

Magnetoresistance.”

Albert Fert. Scientific Director for Unite Mixte de
Physique CNRS/Thales
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Part of a Global Company

Europe

i Middle East
220 locations iddle

20 locations

. ; Asia
40 locations

inc. 3 in Korea
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78,000+ people in 55 countries
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Security, Capability and Sustainment

Thales, like other companies in the defence and national security
market, takes on an implied obligation, not writ in any commercial
document, to work under certain constraints which derive from an
understanding of the military's role in society and their moral
responsibility to act through the profession of arms.

Companies that don't understand this connection are acting with a
commercial interest only.

Companies that do understand this connection take specific actions in

relation to security that goes beyond the minimum requirements and
transcends the standards.
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Security Outcomes

Reputation

Product Integrity
Suitable people
Available assets
Trusted partnerships
Shareholder support
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Sources of Security Risk
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Thales Australia Security

The Security Mission Is to protect Thales
Australia from the security threats to its business.

So that

B Customers are Confident

B Intellectual Property is Protected
B Assets are Protected

B Capability is Preserved

B Partners are Assured

B Compliance Achieved
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Convergence of Enterprise
Security Organizations

Nowmibsar 8. 2005




&

February 2010

®

Convergence of Enterprise Secunty Organizations MNovember &, 2005

ASIS International identifies security “convergence” as a trend affecting global enterprises. ASIS
International defines convergence as,

‘the identification of secunty risks and inferdependencies befween business
functions and processes within the enterprise and the development of managed
business process solutions fo address those nisks and interdependencies.”

—ASIS international

This definition captures a significant shift in emphasis from security as a purely functional
activity within an enterprise, to security as a “value add” to the overall mission of business.



&

Operating Lever Description

Risk Management Evaluating threats, vulnerabilities, and business impacts
to determine strategy for operating within an acceptable
level of risk
Governance System and processes in piace to establish authority
and responsibil ity
Budget Processes ' Lol nses and
| — revenues of an enterprise are determined
Standards & Guidelines Documentation that establishes the parameters for process
to be implemented within an organization
—integration The fusion of functions and processes hetween different —
Business Case Structured document describing an analysis of the situation

and an intended course of action for success

Roles and Responsibilities Formal documentation of the responsibilities within each
role of an organization

Leadership The authority to guide or direct the actions of a company

Knowledge of the Business | Understanding of the enterprise's mission, goals, objectives,
and its organization
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THE CONVERGENCE OF PHYSICAL
AND INFORMATION SECURITY
IN THE CONTEXT OF

ENTERPRISE RISK MANAGEMENT
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Flgure 1-5hifts In Thinking: People, Processes and Strategy

Hizk Managameant

| Krowdedge of the Busmess |

Source: Boor Allen Hamilton

Bzsal-hazad daw

Emempnzeside view

Fassien and indraqusnt
]

“Mot iy domain”

Funetionally focussd

Forcad

Technicaljargor-fillad or nons

Funetiorally defined

Comrmand and control

Funetional knowlecks

Activa beoard irrecl vameant

Corrnon languegs with pssars

Corrrnon and shared widely

“C-suite” languags
Multipla compsitancies
Empovssning and enabling

Birced business undarstanding




&

Flgure 15—The Risk Intelligence Framework
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SECURITY RISK
MANAGEMENT

BODY OF
KNOWLEDGE

JULIAN TALBOT MILES JAKEMAN
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Relationships to Risk Management

Risk Business
Management Continuity
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Implementing a Standard

m s the Standard relevant

® How mature IS your system

m Review your System for adequacy

m Conduct gap analysis against the standard
m [dentify and prioritise requirements

m Develop, amend and/or discard non
aligned processes



Compliance in CHORUS

Enterprise and Resources Management
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Review Reviews
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Sites and
buildings

Information
system

Human
resources

Define general
and specific
security
policies

Guarantee the security of
employees

Guarantee the security of sites
and buildings

Guarantee the security of
hardware, equipment and
information storage media

Communicate,
increase
awareness &
provide training

Guarantee the security of
communications

Guarantee the security of the IT

system >
Manage
incidents

Security
Process Review

Audit,
advise and
assist
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Coordinate and improve

. Other
£ process f

Milestones & reviews

Description
Gate
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Proposed Process Design methodology

26/01 12/03

23/04

04/06

30/06

First kickoff review Architecture
validation

Steering Committee

(LV, PF, JPL, ML, PLG, S2) ;;

Transverse coherence and
compliance verification

Extended

(8Z, PLG, ML, HR, FIN, IS, Engineering)

Project Committee
05/03
(HR, Finance, IS, Engineering)f -

High level Procedure
design validation

N/

Ditto |

<

Ditto {

16/04 v 28/05

Full description
validation

N/

<

Validation of
published processes

25/06

Initial brief
+ design = ' c
Group - Definition 09/04, Design o
Process Design of high complementary Translation an
Process Architecture and level procedure secondary initial publicatio
Owner guiding principles elements Dg;g%zsegt
O oo OO O
Process Roles : contribution and reference
Committee

(Key country specialists from
F, UK, NL, Australia)

GPO responsibility

Closed-loop contributions/validations under the




Mandate and Commitment

Framework design for managing risk
Understanding the organization and its
environment

Risk management policy

Integration into organizational processes Implementing risk management
Accountability Developing a plan for implementation

Resources Implementing the framework

Establishing intermal and external Implementing the process
communications and reporting mechanisms

Monitoring and review
of the framework

m Risk-Management Framework (150 31000:2008)
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Establish the context
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ESTABLISH THE CONTEXT

The External Context
The Internal Context
The Risk Management Context
Develop criteria & Define the structure
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IDENTIFY RISKS

What can happen, when, where, how & why
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ANALYSE RISKS

|dentify existing controls

Determine
Likelihood

Determine
Consequences

N

Determine Level of Risk

/
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EVALUATE RISKS

Compare against criteria?
Set priorities
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TREAT ' RISKS

|dentify options
Assess options
Prepare and implement treatment options
Analyse & evaluate residual risk
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Information Security Standards

1
I
‘&~ | AS/NZS ISO/IEC 27002:2008
- AS/NZS ISO/IEC 27001:2006 STANDARDS Information technology — Security techniques
STANDARDS Information technology — Security techniques — Code of practice for information
— Information security management systems security management
— Requirements

STANDARD |
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Activities

Personnel Security

Training &

Risk
Development

Management

Security - Enablers Intelligence
Reporting Regulation & Policy Collection
' -] ' Strategic Knowledge
Sustalnability & Resilience
Ze b} Governance & Accountabllity

Security ' » Operational Competency Security
Auditing ' People & Resources Investigations

Implementation Stakeholder

& Operation Engagement

Activities

February 2010




Processes
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: Security Management

Security management activities are performed by all security personnel.
They include:

Security Reporting

Training and Development
Intelligence Collection

Security Investigations

Travel Security

Auditing, Reviews and Inspections

Security Risk Management
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Chief
Security
Officer

2008 Edition

ASI5

Advancing Securfty Worldwide®
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12.1 Model Profile of a Chief Security Officer Function

Risks

Potential Processes & Services

Skill Set Required

Human Resources & Intellecutal
Assets

Global Security Policy & Procedures
Administration

| Ethics & Reputation |

| Financial Assets

Information Technology (IT)
Systems

Transportation, Distribution &
Supply Chain

Technology & Infrastructure
Protection

Relationship Manager
Develops, influences and nurtures
trust-based relationships with
business unit leaders, government
afficials and professional
organizations. Acts as a consultant to
all organizational clients.

| | Information Risk Management |

Business Continuity, Crisis
Management & Response

| Employee Risk Awareness

Executive Manager &
Leadership
Builds, motivates and leads a
prafessional team attuned to
organizational culture, responsive to
business needs and committed to
integrity and excellence.

Legal, Regulatory & General
Counsel

| Physical & Premises |

| Environmental, Health & Safety™

| Investigative & Forensic Services |

| Safe & Secure Workplace Operations |

Subject Matter Expert
Provides or sees to the provision of
technical expertise appropriate to

knowledge of risk and the cost-
effective delivery of essential security
services.

| Tailored Business-Process Safeguard5|

| Insurance & Risk Transfer

*Recognizing that EH&S may be

Governance Team Member
Provides intellectual leadership and
active support to the organization's
governance team to ensure risks are
made known to senior management

and the Board.

structured outside the scope of
security functions, there are still

Risk Assessment, Evaluation, &

significant risk issues to an

Testing

organization. Since many

organizations have combined their |
EH&S and security functions, we

Executive Protection

Risk Manager
Identifies, analyzes and commu-
nicates on business and security-
related risks to the organization.

have chosen to present it in this

Guideline for consideration.

Background & Due Diligence
Investigations

Business Conduct & Security
Compliance

Strategist
Develops global security strategy
keyed to likely risks and in
collaboration with organization's
stakeholders.

External & Government Relations

Business Intelligence &
Counter-Intelligence Support

Creative Problem Solv
Aids competitiveness and adds value
by enabling the organization to
engage in business processes to
mitigate risk. Be a positive change
agent on behalfof organizational
protection.
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13.1 Key Success Factors

Ability to build sustainable competitive advantages through pragmatic, innovative
security solutions.

Demonstrated integrity and ability to maintain principles under internal and/or
external pressure.

High-quality analytical skills, management experience, and exceptional
relationship management competencies.

Qualitative experience in strategic planning and/or policy development at a senior level.

Ability to anticipate, influence, and assist the organization to assess and rapidly

adjust to changing conditions and trends (internal and external) of importance to
the direction of the organization.

Effectiveness in communicating recommended courses of action for innovative,
business- oriented responses.

Passion for excellence and a demonstrable orientation toward successiul staff
development.
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The CS0 will need skills and competencies to accomplish the following:

« Belate to and communicate with senior executives, the Board of Directors and its
operating committees.

« Understand the strategic direction and goals of the business and how to intertwine
security needs with the goals and objectives of the organization. This implies the
ability to establish a vision for the global and individual business security

programs and to build support for their implementation and ongoing
development.

« Understand and assess the impact of changes in the areas of economics,

geopolitics, organizational design and technology, and how they relate to potential
threats and risks to the organization.

« Ensure security incidents and related ethical issues are investigated and resolved

without further disrupting operations, and are conducted in a fair, objective
manner in alignment with the organization’s values and code of business conduct.

« Facilitate the use of traditional and advanced scenario planning techniques in
assessing risks and threats to the organization.

« Understand how to successfully network and develop working relatdonships with
key individuals in staff and line positions throughout the organization.

« Promote organization learning and knowledge sharing through internal and
external information resources in line with the culture of the organization.

« Be politically astute but not politically motivated.

« Berealistic and comprehend the need to assess the financial, employee, or
customer implications of any plan or recommendation.

February 2010

« Function as an integral part of the senior management team with regard to
planning and capital expenditures.

« Develop organization-wide security awareness as appropriate for the business and
the culture of the organization.

®
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A description of the ideal CS0 also should include the following personal
characteristics:

» Strategic orientation with ability to act tactically, as required

« Highly skilled in succeeding in a matrix-management environment
« Global perspective, multi-cultural understanding and approach

» Detail focused, as required

» Excellent conceptual and critical thinking skills

» High integrity

« Emotional maturity

« Strong negotiator/facilitator and consensus builder

» Understands principles of process management

February 2010
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Role of the Chief Security officer

Principal Responsibilities:

The CSO is responsible for the operational development, coordination and audit of Thales Australia’s Protective Security Program, in
accordance with the General Security Policy, Plans and legal and statutory obligations. Where required the CSO assumes the role of Acting
National Security Director, exercising corresponding delegations and authorities for the duration of the appointment.

Specific Duties/Responsibilities:

Implement and coordinate protective security measures for Thales Australia based on requirements of the Security Committee of the Board of
Directors and National Security Director.

Represent and liaise on behalf of Thales Australia to Government on necessary issues.

Liaise with Defence Security Authority and other agencies as required for the Defence Industry Security Program.

Develop and maintain the TASON.

Provide strategic and operational security advice to security managers and employees.

Develop and maintain arrangements for an ongoing program of security education and training for employees.

Ensure the investigation and report on significant security breaches; make recommendations and audit the effectiveness of corrective actions.
Develop and maintain an ongoing audit program designed to promote early identification of issues and instances of non-compliance.

Liaise with State and Federal Police for investigative and protective action, as required.

Liaise with the appointed Chief Information Security Officer (CISO) and Technology Control Manager (TCM) to ensure effective coverage of
security across Thales Australia.

Support Vice President Operations in business continuity and risk management activities.
Implement and observe effective security risk management practices.
Undertake other duties as directed by National Security Director.

Essential Qualifications and Experience:
A current Australian security clearance at TOP SECRET (minimum) or ability to obtain one

Preferred Qualifications and Experience:

Tertiary qualifications in Security Risk Management, Intelligence, International Relations and/or Investigations.
Experience and involvement in the development of commercial protective security programs.

Experience and involvement in the development of Defence protective security programs.

A current Australian security clearance at TOP SECRET (minimum).

Availability to undertake national and regional travel as required.

Management and operational experience in working for or with Government on security issues in areas such as: Attorney General’s Portfolio;
Defence; Defence Industry; National or State Police, relevant compliance or investigation agencies.
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Summary and Questions
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