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Philosophical Foundations

Thales of MiletusThales of Miletus
Tradition of Greek scholarship began with Thales 
(624-545 BC) of Miletus (a port near Turkey). Thales 
argued against superstition and sloppy thinking. 
He asserted that the Earth is round on the basis of 
the observation that the mast of a sailing ship 
appears first for an incoming ship, and disappears 
last for an outgoing ship. This was remarkable 
insight: Based on certain facts interpreted in certain 
ways one could infer about what is well beyond the 
reach. 
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Salus populi suprema lex - The 
safety of the people is the 
supreme law. (Cicero)

Salus populi suprema lex - The 
safety of the people is the 
supreme law. (Cicero)

salus : health, safety, well-being, salvation / Salutation.
securus : safe, secure, free from care, unworried, unconcerned.
salus : health, safety, well-being, salvation / Salutation.
securus : safe, secure, free from care, unworried, unconcerned.
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Thales a World Leader in Scientific Research
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Part of a Global Part of a Global CompanyCompany

78,000+ people in 55 countries

Australia
10 locations

Latin America
10 locations

North America
30 locations

Europe
220 locations

Middle East
20 locations

Africa
5 locations

Asia
40 locations 
inc. 3 in Korea
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Security, Capability and Sustainment

Thales, like other companies in the defence and national security 
market, takes on an implied obligation, not writ in any commercial 
document, to work under certain constraints which derive from an

understanding of the military's role in society and their moral 
responsibility to act through the profession of arms.

Companies that don't understand this connection are acting with a 
commercial interest only.

Companies that do understand this connection take specific actions in 
relation to security that goes beyond the minimum requirements and 

transcends the standards.



6

F
eb

ru
ar

y 
20

10

A Secure Thales Solution with high security



7

F
eb

ru
ar

y 
20

10

Security Outcomes

Reputation
Product Integrity
Suitable people
Available assets
Trusted partnerships
Shareholder support
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Sources of Security Risk

�� Compliance failureCompliance failure

�� Insider threatInsider threat - disgruntled employees

�� Issue motivated actionsIssue motivated actions - Protest Groups

�� Criminal threatCriminal threat - Outlaw Motorcycle 
Gangs, theft and extortion

�� TerrorismTerrorism - within and outside Australia

�� EspionageEspionage - State and Commercial
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Thales Australia Security

The Security Mission is to protect Thales 
Australia from the security threats to its business. 
So that
� Customers are Confident
� Intellectual Property is Protected
� Assets are Protected
� Capability is Preserved
� Partners are Assured
� Compliance Achieved
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Relationships to Risk Management
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Risk 
Management

Diagram Courtesy of Julian Talbot, Author SRMBoK

Business
Continuity

Pre-emptive 
Controls

Post-event 
Responses

Time
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Implementing a Standard

� Is the Standard relevant

�How mature is your system

�Review your System for adequacy

�Conduct gap analysis against the standard

� Identify and prioritise requirements

�Develop, amend and/or discard non 
aligned processes
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Compliance in CHORUS

Identify
Licensing

Requirements
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OVERVIEW 

Security 
Process Review

PPS 
Reviews

PGS 
Review

Define general 
and specific 

security 
policies

Guarantee the security of 
hardware, equipment and 
information storage media

Guarantee the security of 
communications

Guarantee the security of the IT 
system

Manage 
incidents

Audit, 
advise and 

assist

Communicate, 
increase 

awareness & 
provide training

Coordinate and improve

Information 
system

Sites and 
buildings

Human 
resources

Guarantee the security of 
employees

Guarantee the security of sites 
and buildings

Process 
phase

Milestones &  reviews

Other 
process

Description

Gate Milestone

Review



21

F
eb

ru
ar

y 
20

10

Group
Process
Owner

Définition de 
l’architecture du 

Processus et des 
principes directeurs

Rédaction de la 
procédure de plus 

haut niveau

Formalisation des 
éléments 

secondaires

Traduction et 
publication initiale

Définition de 
l’architecture du 

Processus et des 
principes directeurs

Rédaction de la 
procédure de plus 

haut niveau

Formalisation des 
éléments 

secondaires

Traduction et 
publication initiale

Steering Committee
(LV, PF, JPL, ML, PLG, SZ)

Process
Committee
(Key country specialists from
F, UK, NL, Australia)

Proposed Process Design methodology

Definition of 
Process

Architecture and 
guiding principles

Design of high
level procedure

Design of 
complementary

secondary
elements

Translation and 
initial publication

Deployment
readiness

Deployment
readiness

Extended
Project Committee
(HR, Finance, IS, Engineering)
(SZ, PLG, ML, HR, FIN, IS, Engineering)

Initial brief
+ design 

kit

Initial brief
+ design 

kit

Roles : contribution and reference
Closed-loop contributions/validations under the 

GPO responsibility

Architecture
validation

High level Procedure
design validation

Full description 
validation

Transverse coherence and 
compliance verification

Ditto Ditto
Validation of 

published processes

12/03 23/04 30/0604/0626/01

LV LV

05/03 16/04 28/05 25/06

26/02 09/04 21/05 18/06

LV

First kickoff review
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Intelligence
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ESTABLISH  THE  CONTEXT

ANALYSE RISKS

EVALUATE RISKS

TREAT    RISKS

The  External  Context
The  Internal  Context
The  Risk  Management  Context
Develop criteria & Define the structure

Identify  options
Assess options
Prepare and implement treatment options
Analyse & evaluate residual risk

Identify existing controls

Determine
Likelihood

Determine
Consequences

Determine Level of Risk

Compare against criteria?
Set  priorities

Do Nothing

What can happen, when, where, how & why
IDENTIFY RISKS

Response

ISO

31000
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Information Security Standards
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Input 1
Enablers

Input 2
Activities

Input 3
Assets

Input 4
Practice Areas

Outputs

Regulation
& Policy

Strategic 
Knowledge

Sustainability
& Resilience

Governance & 
Accountability

Operational 
Competency

People & 
Resources

Security 
Reporting

Implementation 
& Operation

Training & 
Development

Intelligence 
Collection

Security 
Investigations

Security 
Auditing

Risk 
Management

Stakeholder 
Engagement

Personnel 
Assets

Information
Assets

Physical
Assets

ICT
Assets

         Processes

Security 
Outcome
Achieved

Security 
Outcome
Achieved

Security 
Outcome
Achieved

Security 
Outcome
Achieved

         Processes

Personnel
Security

Information
Security

Physical
Security

ICT
Security
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Security Management

Security management activities are performed by all security personnel. 
They include:

� Security Reporting

� Training and Development

� Intelligence Collection

� Security Investigations

� Travel Security

� Auditing, Reviews and Inspections

� Security Risk Management
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Role of the Chief Security officer

Principal Responsibilities:
The CSO is responsible for the operational development, coordination and audit of Thales Australia’s Protective Security Program, in 
accordance with the General Security Policy, Plans and legal and statutory obligations. Where required the CSO assumes the role of Acting 
National Security Director, exercising corresponding delegations and authorities for the duration of the appointment.

Specific Duties/Responsibilities:
Implement and coordinate protective security measures for Thales Australia based on requirements of the Security Committee of the Board of 
Directors and National Security Director.
Represent and liaise on behalf of Thales Australia to Government on necessary issues.
Liaise with Defence Security Authority and other agencies as required for the Defence Industry Security Program.
Develop and maintain the TASON.
Provide strategic and operational security advice to security managers and employees.
Develop and maintain arrangements for an ongoing program of security education and training for employees.
Ensure the investigation and report on significant security breaches; make recommendations and audit the effectiveness of corrective actions. 
Develop and maintain an ongoing audit program designed to promote early identification of issues and instances of non-compliance.
Liaise with State and Federal Police for investigative and protective action, as required.
Liaise with the appointed Chief Information Security Officer (CISO) and Technology Control Manager (TCM) to ensure effective coverage of 
security across Thales Australia.
Support Vice President Operations in business continuity and risk management activities.
Implement and observe effective security risk management practices.
Undertake other duties as directed by National Security Director.

Essential Qualifications and Experience:
A current Australian security clearance at TOP SECRET (minimum) or ability to obtain one

Preferred Qualifications and Experience:
Tertiary qualifications in Security Risk Management, Intelligence, International Relations and/or Investigations.
Experience and involvement in the development of commercial protective security programs.
Experience and involvement in the development of Defence protective security programs.
A current Australian security clearance at TOP SECRET (minimum).
Availability to undertake national and regional travel as required.
Management and operational experience in working for or with Government on security issues in areas such as: Attorney General’s Portfolio; 
Defence; Defence Industry; National or State Police, relevant compliance or investigation agencies.
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Summary and Questions

vado iam quod prospicio


