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To enhance security in a cost-
effective manner — while providing
continuous transportation services
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' Potential casualties and damage

‘[ CBRN (Chemical, Biological, Radiological, Nuclear) J
o {HAZMAT (Hazardous Materials) J
O [Cyber attack]

‘[ Conventional Attacks J

9 [ Accidents J
(O [Natural disasters J

% [ Criminal activity ]

% { Public order disturbance J

[

Probability of occurrence
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“Would 1t be possible to prevent
(or at least minimize) the occurrence of
the next terror attacks at Mass Transit?”
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«Constraints
*Regulations
Environment

-
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*Security policy
*Threat definition
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[ Risk assessment |
[Security concept development ]

Upgrade Design new
current systems solutions

Preliminary design
Detailed design

Supervision

Acceptance tests

|
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*Alternatives

*System
Description

*Budget

o
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* Potential level of contact Prevention, deterrence,
with operational activities, detection, delay, response D-day: Execution
law enforcement & & damage mitigation of attack

intelligence agencies countermeasures

Deterrence, detection
and preventions

Reconnaissance countermeasures

Deterrence & detection
countermeasures Preparatlon Of
operatives

[ Selection of tactic

*Anticipated impact

Establishment *Target vulnerability
of a terror cell *Operational capabilities

*Probability of success

» Time
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ASSET AND SECURITY OPERATIONS [ AS;ESRSEGENT ]
INVESTIGATION (SITE SURVEY)

SCENARIO
CONSEQUENCES VULNERABILITY PROBABILITY DEVELOPMENT
INVESTIGATION ASSESSMENT OF ATTACK

SECURITY ENHANCEMENTS

[ RISK QUANTIFICATION J [ SECURITY AND FRONTLINE |

PERSONNEL TRAINING

- J
COUNTERMEASURES f PHYSICAL AND TECHNOLOGICAL )
INVESTIGATION | SECURITY COUNTERMEASURES

PROCEDURES FOR ROUTINE AND
EMERGENCY SITUATIONS

QUALITY ASSURANCE PROGRAM
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No. | Site/Scenario | Stations Depots | Coaches
1 Suicide Bomber

2 |IED

3 Graffiti
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Category

Security operations, procedures, policies, means, s  ystems &
interfaces

30Ndd313a
NOILNIAIH

NOILD313d
NOILVOILIN
3ISNOJS3d

Security personnel

Sniffing Dogs

Intelligent Surveillance Systems

Baggage Screening (i.e. X-ray)

Command and Control

Metal Detector Gates

Public Address/Messaging System

Communication (i.e. VHF)

Limiting Entrances
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Mass Transit Security Concept

Trained
Personnel

Assurance
Procedures

& Drills
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« Examples of this approach:

Civil engineering and Architecture — structural hardening
and blast mitigation elements

Operations — synergy between security operations and
customer service

Communication — availability and redundancy of the
communication system under routine and emergency
conditions
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security solutions are based on the extensive operational experience of our
experts supported by proven track record of our engineering department

[ RISK ASSESSMENT
* 7

F COUNTER MEASURES
CUSTOMIZED TO ENVIRONMENT j

\ v
Comprehensive Security Solution

i

SOLUTIONS & PHYSICAL
SOLUTIONS
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DETERRENCE |
PREVENTION )

RESPONSE )



Security Circles

Entrances to
stations and
parking lots

Terminals
and
platforms

Proprietary G-Team Security



* Routine and emergency procedures to prevent, prepare for,
detect, respond to and recover from various attacks

following a variety of scenarios

* Principles:
Derived from a comprehensive threat and risk
assessment
Correlated with the organization’s structure, resources
and capabillities

Define guidelines and courses of action
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« Security personnel trained to perform all security tasks
under routine conditions and during emergencies

 Frontline trained employees who are the most effective
“sensors”, can take care of the initial response actions in
addition to their regular operational tasks

 Management staff trained to effectively manage security
operations on a continuous basis, and deal with the
operational aspects of terror-related incidents
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Deterrence and
Prevention

|

J

[

Detection and
Verification

[

The Response
Cycle

Time —@
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[ Detection Point ]

Critical
Response
Point
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Train Stations

Railway
Facilities
Command

&
Control Centre

Proprietary G-Team Security



Security Control Center

e
------------

\/ Video Stream Display \

- Alarm and Diagnostic
/ Management with Operator
Guide,
Active Video Surveillance Analytics
(Analytics) System Management
Distributed Modular

System

=2 \

Ll

Power Passenger Statior i \\

Stations Local Security Tunnels Bridges

Management

Anti-intrusion Anti-intrusion - Anti-intrusion
Access Control Access Control - Access Control
Active Video Active Video Surveillance - Active Video Surveillance
Surveillarce Analytics) (Analytics) (Analytics.)
SO¢< kiosk
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Technical and
operative rooms
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Cameras

Points of
Intrusion
detection

Loudspeaker

Motion detector

Access control
and Keyboard



Main Areas of Interest are:
» external and internal perimeters;
 area and building entrances;
e rooms and premises with restricted access.

/’

Main equipment installed to protect these areas.
o CCTV with intelligent video analysis

» (access control, anti-intrusion, anti-fire systems)
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* typical security equipment and functions for the Co

mpany’s assets protection

_/



 tunnel entrances;
* emergency exits.

Bridges have AOQIs at their access points and
\- in correspondence of pillars.
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/Tunnels have main AOIs at their access points, i.e.: \

_/

Main equipment installed
to protect these areas.
*CCTV with intelligent
video analysis

e anti-intrusion systems




The Main Area of Interest is:
e along Railway Lines
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Main equipment installed to protect these areas.
» CCTV with intelligent video analysis
* anti-intrusion systems, distributed detection

system every 200 — 500 meters
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IMAGES/ALARMS

[

Stations ]

Abnormal Sound

Video Analysis

Detection

Intelligent

"

Intrusion Detection/

X

Access Control

/
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Security

Control Center

{

COMMANDS

El. Power Plants J

Video Analysis

Detection

Intelligent

Abnormal Sound

N

Intrusion Detection/
Access Control

/

COMMANDS

IMAGES/ALARMS

[ Tracks

e

Intelligent
Video Analysis

]\f

Intrusion Detection

N

Intelligent
Video Analysis

Intrusion Detection

[Tunnels, Bridges J
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Video image flows
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Yellow Line

Crossing
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KTrained Security Personnel & Dogs
*Access Control Systems
eIntelligent Surveillance Systems
*Baggage Screening Systems

\-Establishing Systems & Procedures

Residual Risk

(Integrated Security System Implementation )

(Implementation of Security Master Plan ) (Continual Risk Management )

*Explosive Detection & Disposal Systems

\

_/
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The security solutions must be based on threat and risk
assessments

Emphasizing on prevention philosophy is likely to reduce
the risk of the attack and minimize its effectiveness

The optimized solution is driven from an integration of
Security Systems and Security operational know-how

The prevention based solutions for terror threats are
effective for crime threats as well
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Conclusions

The security solutions must be based on threat and risk
assessments

Emphasizing on prevention philosophy is likely to reduce the risk
of the attack and minimize its effectiveness

The optimized solution is driven from an integration of Security
Systems and Security operational know-how

The prevention based solutions for terror threats are effective for
crime threats as well
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SECURITY

Thank You!



