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Goals of a Protective Design
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Threats - Typical Security Issues
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– Riots/demonstrations
– Hooligans 

– Random or targeted

$������
�

– Attack in the vicinity  
– Attack at the building
– Attack against people in the building

%�������	

– robbery forcefully or stealth
– Using force, weapons, explosive 
– Cyber-theft
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The 3 Domains in security operation
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– Security and other personnel who control the 

routine and emergency procedures.

$��	$���������	.�����
– Electronic systems including CCTV, detection and 

access control

$��	���
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– Physical protection elements deter, delay or stop 

intruders and give the security personnel and 
police time to react. 
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Three Security Rings
3����	����
– To deter, prevent or delay 

intruders, to alert guards and 
protect from external threats.

4�� 	�� 	���� ���	����
– The area between the outer ring 

and the buildings used to give 
the guards a place to react.

'����	����
– The building envelope and inner 

secured areas where most 
precious components will be 
stored and people are expected 
to be safe .

Outer Ring
Perimeter Line 
with sensors 
and gates

Yard Ring for 
evaluation and 
reaction

Inner Ring
Building with 
access control 
and safe rooms
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New Installation

Specification & Planning 
of Systems and elements

Specification & Planning 
of Systems and elements

Specification & Planning
of the Control Center

Specification & Planning
of the Control Center

Limitations & constraints
� Manpower
� municipal requirements

� Police

Decision on a New Installation

Guidelines for the 
Architect 

Potential Threat 
Definition

Preliminary Design 

Master plan for  security elements and 
designs in the architectural design 

Agreeable 

Non – Agreeable 

Detailed design of security elements / 
modifying construction designs

Specification & Planning of 
Infrastructure

System Operational 
Procedure Definition
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Protection considerations in the 
initial design make the difference
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General Architectural Considerations
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General Architectural Considerations
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General Architectural Considerations
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Test Case – Shopping Malls 
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– Funneling to allow easy control inward and quick 

exit 
– Planning the detonation spot where consequences 

will be minimal 
– Limit queues

'#.	5
– location and nature of bins 
– Allow for easy access for responders 
– Material usage
– Limit hiding places  

Define the relevant threats –
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