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The 27" Council Conference: fiOperating in an Uncertain
International Environment - Security at Home and Abroado

ThisyS I N & O Byyhe ASIBI@ojsabrerrorism, Political Instability and International
Crime Council will focus on the very real international threats confronting corporations. It
will provide practical training on how to cost-effectively and efficiently mitigate the
potential impact of these threats ony2 dzNJ 2 NA | pgoplé ahdimissoy. Q &

Attendees will be prepared to appropriately respond to the following kind of scenario:

1 The regional office of a Western _‘ o
company operating in central
Asia suddenly starts to receive
mailings from an unknown local
political group complaining about
religious proselytizing by some
employees. It turns to the public
relations function at
headquarters to address the
problem, not realizing that the
O2dzy GNBE QA LJ2f AC
monitoring the local group for
links with foreign terrorist
elements.

1 After police brief company
management, the company
begins to respond to a potential
terrorist threat. Meanwhile, the
group has begun exploiting local
networks, fostering anger toward
GKS O2YLI} yeQa L
Unknown to the company and
police, local elements friendly
with the group have begun to
plan a surprise mob action
against its regional office.

/

1 Only hours before the planned mob action, the police learn of the plot and notify
the company. Neither the police nor the regional office, however, is prepared to
respond to a threat of mob violence. The regional officet with all of its
employees, property, and informationt is at high risk.

Attendees to the 27" ASIS conference on terrorism in Alexandra, Va., April 12-13, 2010,
will learn practical steps and best practices to ensure that the above potential
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nightmaret and other critical threats to your organizationt can be managed effectively
and appropriately.

The conference will be co-chaired by Insp. Kevin D. Eack, Terrorism Council Vice-
Chair, and James T. Dunne, CPP, long-time Council member. It is being co-sponsored
by Law Enforcement Liaison, the Military Liaison, and the Defense and Intelligence
Councils.

The world is full of uncertainties, but being prepared for the worst will foster the skills and
approach you need to succeed. All businesses today, public and private, are only a few
degrees of separation from an international supplier or foreign consumer of goods,
services, materials, or information. Whether you are involved in manufacturing,
agribusiness, or information, your success depends on global communication,
uninterrupted supply chains, and stable markets. One incident anywhere in the world
could put the security of your organization at risk. We are all part of a global industry.

Protect your organization by understanding the world political climate, today as well as
where it is headed, and by learning what you can do to mitigate your risk.

Through an extraordinary ASIS
multi-council collaborative effort,
this conference provides security
professionals practical insight for
business leadership and
enterprises at home and abroad.
Conference presenters and
aSOdNA & SELISNIa 02ys
threats of terrorism and political
instability as it affects commerce
and industry. Presentations
provide participants with:

1 Timely, accurate information on current threat assessments and potential trends;
T .Sad LN OGAOSa G2 SadlroftAakK yR YFAYOGlFAy
9 Practical tips from a panel of experienced professionals on how to leverage

government and other resources to provide an effective and safe environment for

corporate business outside the continental U.S.

. 2dz OFyy20 FFF2NR G2 0SS O2YLX I OSyd Ay
¢CKS NARA&ala INB G422 3INBlIOGD LygSaa 27F @
Plan a strategy to address the international socio-economic situation. Implement the
most up-to-date strategies and best practices to diminish your risks.

The conference will be held April 12-13, 2009, Hilton Old Town, Alexandria, Virginia. Be
sure to mention ASIS International when requesting the special room rate of $209
single/double (plus tax). The price will be honored until March 11, 2010or until the room
block is full. Call +1.800.HILTONS. The conference brochure can be download from the
following url: http://www.asisonline.org/images/store/programs/Terrorism_0410.pdf
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Commentary: Attack on Ameri cabds Criti
Accurate or Anemic Assertions?

By William L. Tafoya

Recently 060 Minutes¢ aired a segment entltleda{ Fo2dGF3Ay3 (K
{eaidsSyoe | AIFKEAIKGA 2F GKIFG /. { €
included:

T t NSBAARSYG holYlFrT gK2 aidaladSRY aAd
one of the most serious economic and national security
OKIfftSyasSa 4SS FILOS a I ylFriAz2yde

1 Mike McConnell, Retired Vice
Admiral and former Director of
the National Security Agency
as well as former Director of
National Intelligence, believes
' YSNAOIFI Q& | RO
ability to bring down our
power grid, that the U.S. is not
prepared for such an attack,
and expressed the hope that it
does not take a cataclysmic
event to spur us to take
seriously the cyber threat to
the U.S. critical infrastructure.

e —— ~
: A TP TP STy

|
|
1

9 Jim Lewis, Director of the
Center for Strategic and
International Studies,
observed that the U.S. is at the
top of the league in this arena
and can use the same techniques that the agents of some foreign powers are using
against us. The difference, however, is that the USA has the most to lose. That is so
0SOFdzaS GKS LYGSNYySaG Aa @anandthnalsekuyitiii®@ 2 dzNJ O2 dz
ways that no other nation has made such an investment. Thus, we are the most
vulnerable.

§ Shawn Henry, Deputy Directorinchar3S 2 F GKS C. L | & a
' YSNAOIF Q& AYyTF2NXYIGA2Y aeadSya FNB |ddl O1 SR

! William L. TafoyaPh.D. is Professor and Director of the National Security Graduate Program as well as the
Information Protection and Security Program at the University of New Haven. The University of Maryland
awarded his doctorate in Criminology in 1986. Retired in 1995, he was the FBI Special Agent who was the
first to make investigative use of the Internet in the infamous Unabomber investigation in 1993. Prior to
retirement he also made use of the Internet in the Oklahoma City Bombing case in 1995
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every day. One example he cited was a single heist that resulted in the loss of $10
million in one day. This attack involved dozens of criminals working together from
three different continents. Asked directly if the FBI knew the countries of origin of this
attack, Mr. Henry said yes. Pressed to identify them, he declined to do so.

9 Evidencing how critical this state of affairs has become was made clear by noting that
irrefutable evidence has been uncovered that foreign intelligence services have
sabotaged and otherwise intentionally corrupted computer chips at the
manufacturing stage. That is, hostile code has been engineered into integrated
circuits. This discovery has led the Sandia National Laboratories to now fabricate their
own microprocessors for use in U.S. nuclear missiles and other sophisticated systems
(CBS 2009).

Retired four-star General Wesley Clark, Supreme Commander of NATO from 1997 ¢ 2000
mmeldeZNJtSuSNJ[SQAYZ Ffaz2 FaaSNISR GKIFGxX
LRAYGSRE &Y a¢ K Ao

government can no longer
afford to ignore the threat
from computer-savvy rivals or
technologically advanced
terrorist groups, because the
consequence of a major
oNBF OK ¢g2dzZ R
(Clark and Levin 2009: 10).

Dramatic? Yes. New
revelations? Not really. Little
new was reported by é60
Minutese or Clark and Levin.
All this has been detailed
before. But for the most part
sage counsel has been
overlooked since the alarms
were first raised shortly after
the emergence of Mosaic
(renamed Netscape Navigator) the Internet browser, nearly two decades ago (NCSA

2009). Why? Part of the reason is that such concerns have been largely disregarded,

ignored. We Americans disdain complexity. Consider the fascination so many have with

ASNRALFE YAYIFOGA2Yy &araiaoz2vya tA1S @ndokh&sof A YLIAZ2Y &E
tKAa az2Nlo §sertbrigRwicednstitiittbe majarity of the viewership of

this genre have grown out of such mindlessnesst 20 years ago?

Some of this behavior can be explained as immaturity and/or the quest for detached

distraction and diversion from real world concerns of the day. But much can also be

attributed to the psychological desire for simplicity. Not to be overlooked is the
LISNBSNBEAZ2YY abS@SNI R2 G2RF& ¢gKIFG OFy 6S Lzl
proverb. | suppose these explanations are integrated. Related to these assertions is the
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fact that despite more than six decades after ENIAC> manyt including policy makerst
continue to keep high technology generally,and O 2 Y LJdzi SN& Ay LJ NIi A Odzf | NE
despite an evolving and expanding expertise in most areas of high technology.

Recently a member of InfraGard-CT® reported suspicious cyber activity emanating from
Romania. FBI Special Agent Marty McBride was assigned the lead in this investigation. He
also happenedtobethe/ 2 Yy SOG A Odzii / KI LIJG SNR&A LY FTNI DI NR / 7
followed was the successful investigation and prosecution of former Loomis Fargo
employee, lonel Faina. Employed as an ATM Technician for Loomis Fargo and Romanian
citizen, Faina plead guilty to stealing approximately $143,860 from five ATM machines.
Four were owned by Bank of America and one was owned by NewAlliance Bank, all were
ripped off on January 19, 2007. The next day Faina attempted to flee the country with the
remainder of the money from the heist on his persont $14,780. He attempted to mail the
majority of the money to Bucharest, Romania. He was apprehended en route to JFK
Airport from Hartford, CT before he could flee the country. The money he attempted to
mail from Connecticut to Romania was also recovered before being mailed abroad.

Ly I NBftFGSR [/ 2yySOiA Jsam,iddlvingdaen Romadiany; Lidzi S NJ & L
alleged conspiracy to commit fraud in connection with access devices, conspiracy to
commit bank fraud and aggravated identity theft.

We are not in Rome and the date is not AD 410. Yet it seems clear that quietly, in stealth

mode, cyber Visigoths have been probing our fortifications, pinging ports. They are in

STFFSOO o6FGGSNAY3I R2gy | MENRIOY IQAA TENE 6& $ © dzdR 2
process.

Are the assertions presented by 660 Minutes¢ exaggerated or exact? Are the concerns
here synopsized overstated? Respected Information Protection and National Security
authorities: Becky Bace, Gene Spafford, Dorothy Denning, Matt Bishop, Howard Schmidt,
Bill Boni, Fred Cohen, Kevin Manson, Winn Schwartau, and others, have long reported and
testified before numerous Congressional committees. All have called for putting in place
immediate countermeasures. Sadly, little more than rhetoric has followed. It seems our
firewalls, once impregnable, have become Swiss cheese. | believe it will not be much
longer before we will know whether the pundits or the naysayers were correct. My money
is on the punditst not the policy-makers. Leaders lead, followers follow. Will ASIS opt to
follow, to stand on the sidelines watching our power grid blackout? Or will ASIS lead?
l{L{Q& ocXZnnn YSYan8byit 190pefcanit 2NJ S FSNNB OF Qi O NI |
infrastructure! Who better to lead the charge?

Z The Electronic Numerical Integrated Automated Computer was developed in 1946 at the Moore School of
Engineering of the University of Pennsylvania.

% InfraGard is an information sharing and analysis effort serving the interests of and combining the
knowledge base of a wide range of its members. At the most fundamental level, InfraGard is an alliance
between the Federal Bureau of Investigation and the private sector. InfraGard is a coalition of businesses,
academic institutions, state and local law enforcement agencies, as well as other participants dedicated to
sharing information and intelligence to prevent hostile acts against the United States and its critical
infrastructure. InfraGard Chapters are geographically located throughout the U.S. within FBI Field Office
territories.

* Phishing is a scam where fraudsters send spam or pop-up messages via the Internet in such a way as to

lure financial and personal information from the unsuspecting
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| challenge ASIS to redouble its efforts to help thwart the crumbling of our vital national
resources. | believe we have dithered away two decades of words of wisdom and
warnings of an impending cyber Pearl Harbor.’
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[ . { oHnnpy a{ikS2 {RHBISYZE cn aAydziSaz { dzyRI &:
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http://newhaven.fbi.gov/dojpressrel/2007/nh100507.htm
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7 of 17


http://www.cbsnews.com/video/watch/?id=5578986n
http://www.foreignaffairs.com/articles/65499/wesley-k-clark-and-peter-l-levin/securing-the-information-highway
http://www.foreignaffairs.com/articles/65499/wesley-k-clark-and-peter-l-levin/securing-the-information-highway
http://www.oss.net/dynamaster/file_archive/040321/b40091afb15a834e882505c8db1c29834/OSS1992-02-15.pdf
http://www.oss.net/dynamaster/file_archive/040321/b40091afb15a834e882505c8db1c29834/OSS1992-02-15.pdf
http://www.infragard.net/
http://www.ncsa.illinois.edu/Projects/mosaic.html
http://www.onguardonline.gov/topics/phishing.aspx
http://www.policefuturists.org/newsletter/pdf/Fall%202001.pdf
http://www.seas.upenn.edu/~museum/
http://newhaven.fbi.gov/dojpressrel/2007/nh100507.htm
http://newhave.fbi.gov/dojpressl/2007/nh072007.htm
http://newhaven.fbi.gov/dojpressl/2008/nh051908.htm
http://www.justice.gov/usao/Press2008/20080722_5.html

Book Review: Prudent Advice for the Obama Presidency

By Dick Ward

Terrorism and Public Safety Policing: Implications for the Obama
Presidency.Taylor & Francis Group (CRC Press), Boca Raton, Florida
(2010) 480 pagedy James Pastor

Drawing upon a wealth of experience in the public and private
sectors, and as an academic, W Y S &  tTerdrisia Bdd Public
Safety Policing: Implications for the Obama Presidemtiybe of
interest to policy makers, the business and practitioner communities
and faculty teaching in the areas of criminal justice and private
security. In his most recent book Pastor identifies key indicators that predict a growing
problem of extremist violence and domestic terrorism.

Ly RS@St2LIAYy3a gKIG KS GSN¥a | yS¢g Y2RStE F2N
Pastor proposes a proactive approach, explaining how &
current public policies are likely to foster an increase in i
Gr2tSyid FOGAOGAGASE o0& SEi NS o al a0 | S
challenges will force policy makers, police chiefs, public R
administrators, and security professionals to rethink their S 4

T errorism nm.i :

FLILNBFOK a2 L2tAOAY3I UKS &SRS s

The author, who holds both a J.D. and a PhD, is President of
SecureLaw Ltd., a Chicago-based public safety and security
services firm. A former Chicago police officer, Pastor is the
author of two previous books, SecurityLaw & Methods &
(2006), and The Privatization of Police in America: An Analy
& Case Study(2003). He has lectured and consulted
extensively on issues related to policing and private security and is also an associate
professor of Public Safety at Calumet College of St. Joseph.

Terrorism and Public Safety Policragresents a new approach to dealing with problems
associated with global events and the changing nature of social control.

® Council member Dr. Richard H. Ward is Dean of the Henry C. Lee College of Criminal Justice and Forensic
Sciences at the University of New Haven. Formerly Associate Vice President for Research and Special
Programs at Sam Houston State University, Dr. Ward also served as Dean of Criminal Justice at SHSU and as
Associate Chancellor for Special Programs and for 16 years as Vice Chancellor for Administration at the
University of lllinois, Chicago. He has also served as Vice President and Dean of Graduate Studies at John Jay
College of Criminal Justice.
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Nat'l Security Associates WorldWide Sets Up Internship Program

(ﬂ Council member Peter Probsthas been asked to establish a

e ﬁ,ll formal internship program for Nat'l Security Associates WorldWide
g (NSAWW). Peter is Senior Partner at NSAWW. Council member
Courtney Bankss its CEO.

NSAWW assists companies in successfully realizing their full potential in addressing the
challenges and opportunities of the world's burgeoning homeland and national security
markets. Its clients range from Fortune 100 firms to promising start-ups operating in the
United States and internationally.

Peter writes:

We have used interns since we first opened our doors, and it is an arrangement
that has been a positive experience for all concerned. We, therefore, are looking
to establish a pipeline through affiliations with local universities and other
institutions. | thought that the ASIS membership could refer or help us identify
some bright, ambitious students who would be interested in such an opportunity.

Our firm is primarily focused on strategic business development. We

bring companies (both foreign and domestic) into the federal market place, as well
as facilitate teaming arrangements. In addition we work with American firms
seeking to expand into overseas markets.

Our interns are given substantive assignments and accompany the partners to
business meetings and help manage our newer accounts. This enables the

interns to observe first hand how a business is run and negotiations conducted.
The interns meet senior management of both American and foreign firms, as well
as senior level government officials and, thereby, begin to build their own network
of contacts which can later prove invaluable. We take a personal interest in our
interns and their progress. The internships run approximately 90 days and are
unpaid. At the end of the 90 day period, they may be extended.

| would appreciate any leads our other ASIS members could provide. Interested
students can learn more about our company by accessing our web site:
WwWw.nsaww.com, or by contacting me directly at pprobst@nsaww.com.
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Council member Bill Scott, CPP: Global Risk Manager

Council member Bill Scott is Director, Department of Defense and
Intelligence Programs, ABS Consulting, a Risk Management Firm.

A 1997 graduate of the U.S. Naval Academy, Bill is a Certified
Protection Professional (CPP) through ASIS International, a Project
Manager Professional through the Project Management Institute
and is certified at Level IV by the American Board for Certification
in Homeland Security. He has more than 17 years experience in
managing domestic and international security, intelligence, and
manpower programs collectively worth over $40M in revenue.

Bill has broad experience in the fields of security management, force protection, critical
infrastructure protection, and international program security. He has designed Risk
Management programs for U.S. government and private sector clients ranging from war
zone environments to business complex design.

Serving in the U.S. Marine Corps (attaining the rank of Captain), Bill performed duties that
varied from Operational Intelligence Analyst to Force Protection Officer. As a combat
veteran of Operation Iragi Freedom, Bill performed special operation missions and
provided critical infrastructure protection support for the Interim Iragi Government on
behalf of the Coalition Provisional Authority.

In addition to his Marine Corps experience, Bill earned certification in International
Security Program Management through the Defense Institute for Security Assistance
Management. He has managed programs and conducted security assessments in
Mombasa, Kenya and managed security programs assisting the Naval forces of Israel, Sri
Lanka, Kazakhstan, and Cape Verde on behalf of the U.S. State Department Security
Assistance program.

Bill currently manages programs for the U.S. Navy, U. S. Marine Corps, Department of

Transportation, and the National Institutes of Health. Bill possesses a current Top
Secret/SCl security clearance.
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Council Member Mark Camillo Joins Top Security Firm

NORTHRIDGE, Calif. ¢ Contemporary Services Corporation (CSC), the
world's largest event security firm, recently announced the addition
of Council member Mark Camilloas the Senior Vice President of
Strategic Planning. Mark is internationally recognized as a law
enforcement and security professional, with exceptional expertise in
the area of emergency preparedness operations. He is credited with
directing the security operations of some of the most critical
infrastructures in the world.

Mark began his career in law enforcement as a Special Agent in the U.S. Secret Service
where he completed a distinguished 21-year career that included three separate
assignments at the White House. Specialized assignments required protecting four U.S.
Presidents and family members in various capacities and ultimately serving as head of the
White House Security Branch, which encompassed the supervision of daily security,
emergency preparedness and all-hazards operations at the White House Complex.
Following his final White House tour of duty, Mark was appointed to the position of Secret
Service Deputy Assistant Director, detailed to the headquarters of the newly created
Department of Homeland Security. He continued working in critical assignments until his
return to Secret Service headquarters where he was appointed the Chief Technology
Officer for the agency.

Mark has held several key positions during his career in major event planning, most
notably being appointed as the Olympic Coordinator for the 2002 Salt Lake Winter
Olympics. Under his direction, the Secret Service executed its mission through Presidential
Executive Order to design, plan and implement the Federal operational security plan for
the Games. The successful execution of this carefully designed preparedness and
prevention plan was later identified by the White House Office of Homeland Security as an
excellent model for future security designs at Events of National Significance.

Mark also serves as an appointed member of the American Society of Industrial Security’s
Global Terrorism Council, is an active member of the International Association of Chiefs of
Police, and is Chair of the Board of Trustees for the Academy for Venue Safety & Security,
conducted annually by the International Association of Assembly Managers. Most
recently, Mark was named a Senior Fellow at the George Mason University Center for
Infrastructure Protection, serving as a subject matter expert in security studies and
operations.

CSC is the world leader in event staffing, crowd management, security, and guest services,
and its 42 years of experience have resulted in a loyal and esteemed client base, including
more than 100 stadiums and arenas, over 70 universities and colleges, more than 20
convention centers, and numerous clients in the MLB, MLS, NBA, NFL, NHL, and NASCAR.
CSC also has experience providing services to the world's largest special events, including
the U.S. Open, 29 Super Bowls, 7 Olympic Games, 4 Presidential Inaugurations, and 2
World Cups.
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Britt Mallow is New Council Chair, Kevin Eack is Vice-Chair

Brittain P. Mallow,a counterterrorism and law enforcement practitioner with over 31
years of combined public and private sector experience, is the new Chair of the Council.
He replaces Michael BouchardCPP, who takes on a Council Vice-President Position at
ASIS. Inspector Kevin D. Eackhe Senior Terrorism Advisor for the Illinois State Police,
takes on the position of Council Vice-Chair.

Council members would like to thank Mike for his generous contribution to the work of
the Council.

Peter Probst Addresses College of Forensic Examiners

Council member Peter Probstwas a featured speaker at annual conference of the
American College of Forensic Examiners International (ACFEI) in Las Vegas in October
20009.

The ACEFI is an umbrella organization for the American Psychotherapy Association, the
American Association of Integrative Medicine, the American College of Counselors, and
the American Board for Certification in Homeland Security. Peter spoke to an audience of
approximately 800 on the Muslim Brotherhood's 30 year political action/cultural offensive
inside the United States, and how it has compromised our national security.

Dr. McFee Inducted as Fellow of Clinical Toxicology Academy

Council member Dr. Robin McFedas been inducted as a Fellow of
the American Academy of Clinical Toxicology at the annual North
American Congress of Clinical Toxicology in San Antonio.

Robin is a medical toxicologist, who consults with industry,
healthcare and government organizations on wide range of
preparedness issues, including WMD, pandemics, corporate, travel
health security and emerging threats. She co-authored The
Handbook of Nuclear, Biological and Chemical Agent Exposures,
and The Textbook of Toxico-Terrorism.

Focus At t ent i Weapomsin Bl a c Erplst urges

Council member Peter Probstdirector of programs at the Institute for the Study of
Terrorism and Political Violence, says the almost certain backtracking of most WMD
material should lessen the concern about rogue states and their support of non-
conventional terrorism.

Probst made the comments in October 2009 at the annual conference on terrorism's
global impact hosted by the Institute for Counter-Terrorism at the Interdisciplinary Center
Herzliya in Israel.
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Probst said the chances are low that the kinds of NBC attacks people envision when they
think of terrorists will perpetrate a WMD incident are low.

Rather, he said, attention should be fixed on what he called "weapons in place" that could
be used as improvised WMD in ways that are low tech and very high impact. Terrorists
are looking for ways to exploit dual use materials and facilities in ways most people "have
barely imagined...it's all over the web sites™ of terrorists and jihadis, he says.

Probst says a lot of energy is spent worrying about terrorists developing elaborate
chemical weapons or using cargo containers to sneak material into the U.S. "Why would
they bother? They have the 9/11 model."

The real focus should be on nuclear sites in the U.S. including spent fuel pools (potential
super dirty bombs) and other "dirty little secrets™ such as water supplies and urban rail
bridges over which roll tanks filled with chlorine and other deadly chemicals every day,
Probst adds. "These are the things that could begin a catastrophic chain of events...that is
rarely examined as we tend to look only at the immediate effects."”

SRRARRRRARA
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Council Members

Council Chair- Colonel (Retired) Brittain P. Mallous a Counterterrorism and Law
Enforcement practitioner with over 31 years of combined public and private sector
experience. A career Middle Eastern Area Specialist and student of the region, he is
conversant in Arabic language, culture and politics, and has served multiple tours in the
Middle East. Britt is an Associate Department Head with MITRE Corporation where he
supports national security efforts. The MITRE Corporation is a not-for-profit organization
chartered to work in the public interest, serving US Government sponsors.

Council ViceChair - Inspector Kevin D. Ead&the Senior Terrorism Advisor for the lllinois

State Police where he is in charge of the Office of Counter Terrorism. He received a Juris
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