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This edition of the Council‘s newsletter features the following articles: 
 

 Council member Dr. Robin McFee, a noted toxicologist and 
medical preparedness expert, prepares a timely article on 
effectively responding to the H1N1 pandemic. (See below). 

 Council member Douglas K. Beaver presents a compelling 
analysis of the Pearl Continental terrorist attack in 
Pakistan. (Page 2). 

 Biographies of Council members Peter Probst (Page 3), 
Greg Schneider (Page 4) and Paul Abe (Page 4). 

 Professional activities of Council members Olle Fjordgren 
(Page 3) and Dr. Robin McFee (Page 4). 

 Thumb-nail biographies of Council members.  (Page 21). 

 
Swine Flu – Mother Nature’s ‘wake up’ call for 
preparedness 
 
By Dr. Robin McFee  

 ñThe single greatest threat to manôs continued existence on earth is the 
virus.ò ï Dr. Joshua Lederberg, Nobel Laureate  
  
It‘s always nice to start out an article with a happy thought.  In the early 
days of H1N1 swine flu outbreak in the spring of 2009, the late Dr. 
Lederberg‘s caution was taken as deadly serious across the globe by 
diverse government agencies, security organizations, corporate leaders, 
the media and the public.  
 
That actually was a good approach:  Never underestimate an adversary,     
even   if it is microscopic, or in the days post 
anthrax 2001, and post SARS 2003, perhaps I 
should say especially adversaries that are 
microscopic.  
 
If we haven‘t already done so, it is time to 
prepare for tiny adversaries with the power to 

create big problems, But with the following caveat:  We need to have 
plans that are broad enough to capture a wide array of threats, specific 
enough to be meaningful when specialized types of dangers present, 
easy enough to follow to be operationalized across the organization, 
from the bottom up and the top down, and with built-in support from 
management to allow for testing and refining the process of 
preparedness.  (Continued on Page 8) 
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An Analysis of the Pearl Continental Attack 
 
By Douglas K. Beaver  

A vehicle-borne improvised explosive device (VBIED) detonated on the evening of June 9, 2009 at 
the Peshawar Pearl Continental hotel, killing at least 18 people including humanitarian aid workers 
and injuring approximately 50 people.  

The attack brought down the west wing of the hotel reducing it to concrete rubble and twisted steel 
leaving a 15‘ crater in a parking lot in its wake. Conflicting media reports have made it difficult to 
make a clear assessment of the situation, but it is apparent that these events have striking 
similarities to recent prior attacks in Pakistan since September 2008.  

The frequency of such events 
appears to be on the rise.  This is the 
seventh attack to occur in Peshawar 
in a month.  

Although there has been no claim 
responsibility for this terror-attack, it 
is clear that this appears to be a 
signature attack of Tehreek-e-Taliban 
Pakistan (TTP).   

The TTP‘s leader, Baitullah Mehsud, 
was reportedly killed when a U.S. 
Predator drone fired two Hellfire 
missiles at his father-in-law‘s remote 
farmhouse on August 5, 2009. 

The TTP has claimed responsibility 
for other similar incidents, such as 
the May 28th Lahore suicide attack and terror-attack which targeted the bus load carrying the Sri 
Lankan cricket team on March 3rd this year.  

Shortly after the Pearl Continental attack, Fidayeen-e-Islam, a relatively obscure Pakistani militant 
group, claimed responsibility for the blast. The attack follows a threat from the Taliban made on 
May 27, warning of "major attacks" in Pakistan. 

On March 30, 2009, more than 10 terrorists raided the Manawa Police Training Center in Lahore, 
leaving at least 12 dead. After eight hours exchange of fire, Pakistan‘s security forces regained the 
control of the police academy, 
capturing five terrorists alive, who 
proved useful in the investigation.  

On the same day, Mr Rehman Malik, 
the then Interior Advisor revealed that 
Baitullah Mehsud, chief of the TTP as 
the planner and executioner of that 
terrorist operation, also indicated a 
―foreign hand to be on the safe side.‖  

These are clear indications that Indian 
intelligence agency RAW could be 
behind this latest terror-attack in 
Peshawar like that of Lahore, the heart 
of Pakistan.  (Continued on Page 5)  

http://en.wikipedia.org/wiki/Fidayeen-e-Islam
http://en.wikinews.org/wiki/Taliban
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Peter S. Probst: Renowned terrorism expert is key member of 
ASIS Council 
 
For most of his 30-year career , Peter Probst served with the CIA and the Office of the Secretary of 
Defense.  He later transitioned to the private sector where he currently consults for clients that have 
included Fortune 100 firms on issues pertaining to terrorism and related national security concerns.  
He is also a frequent speaker at major conferences, as well as at less formal events sponsored by 
government, civic groups and the private sector. 
 
When at the Pentagon, Mr. Probst‘s work primarily focused on the future terrorist threat and the 
development of strategies, tactics and policy initiatives to more effectively counter it.  He co-
authored a major and provocative study, ―Terror-2000: The Future Face of Terrorism‖ that is widely 
credited with predicting the events of 9/11, including the use of hijacked passenger aircraft to attack 
both the Pentagon and the World Trade Center. 
 
Prior to joining the Defense Department, Mr. Probst served some 20 years with the Central 
Intelligence Agency working in both the Directorate of Operations and the Directorate of 
Intelligence.  There, his primary focus was terrorism, insurgency, political violence and political 
warfare.  When at CIA, Mr. Probst initially worked in Special Operations and, later, in political and 
media operations, psychological warfare, as well as in more traditional intelligence collection 
activities.  Later in his career, he worked extensively in intelligence analysis and production, 
preparing reports and studies for use by senior government officials including the President. 
 
Mr. Probst has participated in meetings with senior Russian government officials that were held in 
Moscow in conjunction with the National Academies of Science symposium on combating 
catastrophic terrorism.  He also has served as a member of the National Academy of Engineering 
Study Committee that was convened to prioritize critical national infrastructure vulnerabilities 
exploitable by terrorist groups and to develop strategies to mitigate such vulnerabilities in a manner 
consistent with a free and open society.  More recently Mr. Probst spoke at Israel‘s Annual 
International Conference on Global Terrorism sponsored by the Israeli Institute for Counter-
Terrorism and at a NATO conference convened to examine terrorist exploitation of the media and 
their use of psychological operations.  He subsequently spoke at a NATO deradicalization 
conference held in Budapest, and later at a RAND terrorism conference where he addressed the 
challenge posed by sophisticated radical Islamist political action operations being carried out inside 
the United States.  This January, in the wake of the Mumbai attack, he was invited to India to 
address a small, closed, high-level security conference restricted to senior Indian military and 
intelligence officials. 
 
A highly respected terrorism expert, Mr. Probst has been invited by private institutions, civic 
organizations, and governments to speak at numerous international conferences including those 
held in the UK, Germany, Austria, Sweden, Switzerland, Israel, Poland, Hungry, Russia, India, 
Argentina and the Peoples Republic of China. 
 
Mr. Probst is a graduate of Columbia College and Columbia University where he received a B.A. in 
history and an M.A. in anthropology/archaeology.  While at Columbia, he also attended the Russian 
Institute and the Latin American Institute.  Mr. Probst, in addition, served in the U.S. Air Force 
Intelligence Service from which he retired with a reserve rank of Lieutenant Colonel. 
 
 A compelling speaker, Peter Probst is committed to informing his audience about the scope, 
complexities and extent of the terrorist threat, its immediate and long range impact on our families 
and communities, and what the public and the government must do to secure our safety. 

 
Council member Olle Fjordgren lectures on Eco-terrorism 
 
The growing issue of Eco-terrorism will be the topic of Council member Olle Fjordgren‘s 
presentation at the ASIS International annual conference in Anaheim.  It will be held on Tuesday 
September 22, 2009 at 4:30 p.m.  He has spoken on the topic at the ASIS European Conference in 
Montreux and for ASIS Norway.  In outlining the presentation, Olle stated: ―As debate over climate 
change continues and animal activism reaches its third- and fourth-level goals without greater 



4 of 24 

success, a new type of activism – Eco-terrorism – is appearing. Its goals are to stop CO2 emissions 
from airplanes, the construction of nuclear power plants and buildings in sensitive and protected 
areas, and the destruction of infrastructure such as power grids and mobile phone masts. Review 
the current situation in Northern Europe and learn what can be expected in the future.‖ 

 
Greg Schneider Brings Unique IDF Experience to ASIS Council 
 
New Council member Greg Schneider, M.Sc., CPP is an internationally recognized security and 
counter terrorism specialist.  He possesses operational experience as a former member of various 
military, law enforcement, and security agencies in the United States and Israel.  
 
Mr. Schneider is a principal at Schneider Protection Strategies. Mr. Schneider began his career as 
a security analyst working for world renowned terrorism expert Prof. Yonah Alexander in 
Washington D.C during the early 1990‘s.  
 
Upon gaining invaluable experience intersecting with international security experts within the 
beltway of Washington D.C., Mr. Schneider left Washington D.C for Israel, embarking on a career 
as a soldier with an elite unit of the Israel Defense Forces. During his time in the IDF, Mr. Schneider 
was selected to participate in various counter terrorism missions as well as to lead detachments in 
protection of national security assets.  
 
Upon release from the military, Mr. Schneider undertook numerous assignments as an executive 
protection agent and team leader, terrorism investigator, and general security consultant. He also 
worked as an investigator for the New York City Department of Investigations. Mr. Schneider has 
had articles published in Security Director Magazine and has lectured on behalf of ASIS 
International and the HTCIA. 
 
Mr. Schneider received his M.Sc. in Protection Management from the John Jay College of Criminal 
Justice in 2001 and BA in Criminal Justice from The George Washington University in 1993. 
 

Dr. Robin McFee joins Editorial Board of Prestigious Journal 
 
Dr. Robin McFee has been appointed to the Editorial Board of The Journal of Emergency Medical 
Services (JEMS).  
 
She recently authored the chapter ―Radiation Terrorism‖ for the textbook General and Applied 
Toxicology3rd Edition published by Wiley and Sons, London. 
 
She will also be speaking on ―The Impact of Weapons of Mass Destruction on Childrenò at the 
Annual Pediatric Toxicology Symposium, and ―Future Directions in Weapons of Mass Destruction: 
Linking the teams together ï from veterinary sentinels and forensics to poison centers and our 
community respondersò at the First Annual WMD Symposium both at the North American Congress 
of Clinical Toxicology, September in San Antonio.  

 

Council member Paul H Aubé: Broad experience in private in 
Québec 
 
A security professional since 1989, Council member Paul H. Aubé, CPP, is considered a competent 
and versatile security professional in the private security industry.  He has a particular interest in the 
legal aspects of the profession and enjoys working in complex and high-risk environments. 
 
He holds a Bachelor degree in sciences majoring in security management from Montreal University, 
has earned a Diploma in risk management from McGill University, has completed a technical 
diploma in industrial and commercial security and is board certified in security management by 
ASIS International.  
 
Gaining the bulk of his experience at Concordia University in Montreal, he started as a security 
guard and worked up to Director of security. After Concordia, he moved on to the American 
Consulate in Montreal to manage the security contract and operations.   
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His next two assignments included being a security shift commander for the City of Montreal‘s 
Security Division and the Security Manager at Groupe TVA, the television holding of Quebecor 
Media, before moving on to his current position as Director of Corporate and Community Security 
for Federation CJA, the central funding, planning and coordinating body of services for the nearly 
93,000 Jews in Montreal. 
 
A highly regarded public speaker and presenter, Paul also provides advisory and training services 
as an independent security consultant. 
 
Paul is a proud member of ASIS International, the National Fire Protection Association and the 
Association of Certified Fraud Examiners. 
 
 

An Analysis of the Pearl Continental Attack  
(Continued from Page 2) 

ANALYSIS 

An attack using a suicide vehicle-borne improvised explosive device (VBIED) was launched against 
Peshawar‘s five-star landmark Pearl Continental Hotel on June 9th. Conflicting media reports 
estimate that at least 18 people were killed and as many as 50 wounded. Intelligence officials 
indicated that the three attackers also died. A U.N. spokesperson said three bodies pulled from the 
rubble Wednesday were two Pakistani humanitarian government staffers whose work was funded 
by the UN's population agency, along with their driver.  

The U.N. also identified 3 additional staff members among the dead. At least a dozen UN 
employees were staying at the hotel at the time of the explosion. 

Just after 10 p.m. local time, reports indicate that security camera footage shows the attackers in 
two vehicles: a white sedan and a small truck. The vehicles pull up to a guard post outside the 
hotel, with the car in front.  One of the wounded security guards at the hotel stated that three armed 
men, wearing military uniforms and riding on a white-double cabin pick-up truck, started shooting at 
the security guards while one of them was firing into the air. One gunman, sitting in the car first 
started firing at the security guards and then exploded their first vehicle to give a safe-passage to 
second vehicle In the security camera footage, a puff of smoke appears near the car window. A 
guard collapses, apparently shot. The gunmen then lowered down an electronic barrier so that an 
explosives-laden mini-truck could get in. The vehicles move into the hotel compound. A flash and 
eruption of dust follow seconds later. As is usually the case in such attacks, the reports on the exact 
sequence of events have been conflicting. However, the VBIED was able to get past the vehicle 
checkpoint and gain entrance to the compound, lending credence to reports indicating that the 
guards at the checkpoint were engaged with small arms fire and the explosives-laden truck was 
able to get through the checkpoint and pull around to the back of the west wing of the hotel before 
exploding.  

Reports say the hotel security runs a 
series of security checks, first of 
vehicles as they drive in past heavy 
concrete barriers, then of people who 
are screened by metal detectors and 
bag searches.  

Intelligence sources indicated that 
gunmen came in two cars and were 
stopped at the security check post. 
Gunman, sitting in one car first started 
firing at the security persons and then 
exploded their first vehicle to give a 
safe-passage to other vehicle 

From a tactical standpoint, this attack 
was very similar to the recent 
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bombing attacks against the ISI office in Lahore on May 27 and the bombing of the Marriott in 
Islamabad on Sept. 20, 2008. Both the Pearl Continental and Marriott Islamabad hotels are owned 
by Pakistani tycoon Sadruddin Hashwani, who vowed to rebuild quickly and claimed the 
government was partly to blame for the attack by not providing better security. But, unlike those two 
attacks, the attack team was able to overcome the security measures and deliver the VBIED next to 
the targeted building.  

The amount of explosives used in this attack was only a fraction of the amount used in the Marriott 
attack. Reports indicate that the truck was carrying more than 500kg (approximately 1100lbs) of 
explosives, according to a senior police officer. The crater in the Marriott attack was over 60 ft (20 
m) wide, 20 ft (6 m) deep, compared to an initial report of a crater that is 16 feet deep and 15 feet 
across at the Pearl Continental. Since the attack team was able to defeat security at the perimeter, 
a device the size of the one used in the Marriott bombing would have been structurally devastating 
to the Pearl Continental and far more deadly. Incidentally, the Pearl Continental in Peshawar has 
significantly more standoff distance than the Marriott in Islamabad. That means that had security 
measures operated as designed (as they did in the Marriott case), the damage to the hotel would 
have been minimal and the death toll far lower.  

The time of the attack is also of interest. Attacking a hotel in the evening hours means that there is 
going to be the maximum number of people located in the building. Not only will most of the guests 
be back from their daytime meetings, but outsiders often come to hotels for social functions in the 
evening. If the attackers had waited until the middle of the night to attack, all the people socializing 
at the hotel in the evening would have left. The Marriott bombing also occurred in the evening, at 
about 8 p.m.  

In many past hotel attacks, VBIEDs have been driven and detonated at the front entrance of the 
hotel. Interestingly, this was not the case at the Pearl Continental, and in fact, the driver actually 
drove past the front entrance to get to the spot where the VBIED was detonated. From the location 
of the seat of the blast, which was in the parking lot on the west side of the building behind the front 
wing, it appears that either the driver of the VBIED did not intend to target the front entrance of the 
hotel, or he somehow could not negotiate the right-hand turn required to bring the vehicle in front of 
that entrance. (In Pakistan, like in the United Kingdom, vehicles obey left-hand traffic and therefore 
the truck would have entered using the left-hand entrance and lane of the driveway. This would 
have required a 90-degree right turn to get to the front entrance.) However, the truck that was 
reportedly used in the Pearl Continental, a Hyundai, is fairly maneuverable compared to the large 
truck used in the Marriott attack, and the vehicle probably could have negotiated such a turn.  

This raises the possibility that the location of the blast could have been intentional and that there 
was potentially a high profile target staying in a room on that side of that wing that the attackers 
wanted to hit. Many security policies of corporate and government overseas travelers advise 
against taking rooms at the front of the hotel, precisely because of prior VBIED attacks. This 
location could also have been an effort to counter that advice and go after more international 
travelers. Another possibility is that the attacker simply took the path of least resistance and just 
intended to detonate the vehicle as soon as he was in close proximity to the building with no 
specific part of the building in mind. There are also unconfirmed reports that the truck dropped off a 
team of gunmen who attempted to storm the building, but it is unclear how successful they were if 
these reports are true.  

Another actor to consider is that the attackers were able to assemble the VBIED and transport it to 
the attack site, which is within a high security zone and is located next to residence of the 
commander of Peshawar-based Frontier Corps1. This high security area includes the Peshawar 
High Court and Provincial Assembly. The perceived levels of security of the area made it a 
consideration for the location of a planned United States consulate. The adversaries were able to 
operate in the area without being detected despite the heightened state of security in Pakistan and 
with authorities specifically on the lookout for VBIEDs. This would indicate that either pre-event 
surveillance was exceptionally carried out and knew of the precise location of where the 
government checkpoints were going to be between their safe house and the target — or they had 

                                                 
1
 The Frontier Corps (FC) is a federal paramilitary force recruited mostly from the tribal areas and c commissioned by 

officers from the Pakistan Army. The unit plays the lead role in the region. 
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an inside source that provided that information to them. There are also reports that the attackers 
were disguised as deliverymen, which may also have helped them move through the city.  

In the final assessment, the attackers either did a better job planning and executing this attack than 
they have other recent attacks, the security forces assigned to the hotel were underprepared, or the 
attackers benefited from internal intelligence — or a combination of the three. As has been the case 
in the past, there is ―finger pointing‖ between the government and the hotel management security.   

A North West Frontier Province senior minister denied the government was at fault and said closed-
circuit TV footage showed the hotel had previously removed some security barriers. In any event, 
the VBIED got to the target and past the security measures designed specifically to thwart such 
attacks. 

CONCLUSIONS 

 The terrorists were well trained professionals and demonstrated superior combat skills and 
a high level of aggression and determination. 

 Neither the security guards at the target were able/capable to challenge or hinder the 
terrorists‘ assault and progress. 

 The nature of the building  selected indicate that the terrorists are continuing to view soft 
targets as attractive to attack if protection levels are low and the consequences of these 
attacks, both direct and indirect, can be catastrophic. 

 It is believed that hotels, iconic symbols and retail centers have for many years been 
particularly attractive targets for Global Jihadists. 

 If the information is correct regarding the prior attack intelligence information on the specific 
hotel and area, then we must assume that any security measures taken were inadequate. 
This incident highlights the dilemma regarding how to evaluate information of this kind and 
who should issue what security directions to the threatened bodies. 

 Once again we see the role of pre attack intelligence gathering by the adversary. Global 
terror organizations place a strong emphasis on this important stage of the terror attack 
planning cycle and they may have used insiders as they have done in many previous 
significant foiled attacks. 

 
LESSONS LEARNED 

  
 Although there are many lessons to be learned in the area of the military response to the 

event and how intelligence information should be utilized  one of the most critical lessons to 
be learned from this very significant  attack is in the anti terrorism domain. It is clear that if a 
terror attack is not challenged and defeated or at least mitigated at the start of the incident 
the situation is likely to deteriorate rapidly with severe consequences. 

 From our experience it is feasible for protecting forces deployed at buildings, whether 
police or private guards to deal with attacks of the nature described above with the relevant 
training, mindset and procedures. Protection forces should also be able to put to good use 
their intimate knowledge of their own building and surrounding area which cannot be 
matched by the terrorists. 

 The continued frequency of attached in the region and the sheer magnitude of the attack 
indicate that global terrorism remains a serious threat and that terrorists are continuing to 
achieve catastrophic consequences from their attacks.  

 Classic terrorist armed assaults continue to be a viable threat and need to be addressed by 
both government security agencies and private sector security alike. 

 Security measures must be taken to meet relevant threat information. 

 Emergency plans for high risk installations including hotels should include measures for 
evacuations relating to hostage taking and armed assault scenarios.   

 Security officials should take into consideration that the adversary is capable of collecting 
information regarding potential targets by using inside sources. The importance and 
significance of background screening on employees who have access to sensitive 
information cannot be understated. This is particularly relevant in high threat countries 
where the insider threat is high. 

 It is also possible that had an insider collecting pre attack information reported that the 
security in his hotel was both robust and professional then perhaps the terror organization 
would choose not to attack such a target. 
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 Hotels, especially in high threat regions, must ensure that on site security personnel are 
capable of providing an adequate response to relevant threats. It is our experience that the 
security manager for the hotel is a key player in achieving the above goal. 

  

DDoouuggllaass  KK..  BBeeaavveerr, a member of the Council is Vice President for ASERO Worldwide and former 
President/CEO of a prominent Washington D.C. based security organization.  He has been a 
professional security consultant for over 20 years.  Mr. Beaver, a former law enforcement 
professional, has been retained to provide consultation, security analysis, and testimony in a wide 
variety of civil litigation and in matters concerning premise liability, inadequate security, negligent 
security, crime foreseeability, high threat vulnerability and risk assessments, and industry standards 
of care.  Mr. Beaver wrote, developed, and implemented security instructional programs and has 
lectured on security matters nationwide for trade associations, property management firms, and 
Fortune 1000 companies. Mr. Beaver may be reached at dbeaver@asero.com 
 
 

Swine Flu – Mother Nature’s ‘wake up’ call for preparedness 
(Continued from Page 1) 
 
 
It is critical to acknowledge two fundamental truths: 1. Preparedness is a process not a discrete 
event, and 2. Preparedness is a team sport that follows the weakest link axiom.  
 
Security professionals understand that not all threats are created equally, nor do they affect each 
organization uniformly – vulnerabilities can vary across industries, nations/regions, even between 
divisions of complex enterprises.  
 
One common framework is the notion we all try to protect people, function and facilities; a theme 
that will repeated. Overlaying these three critical issues against the backdrop of threats – from 
natural disasters to intentional attacks or emerging diseases – and the expected impact and 
influence upon people, function and facilities – is a good starting point. 
 
Biological threats – especially contagious illnesses – are a burden that can affect entire regions. 
Unlike explosions or even natural threats, disease is not readily isolated. Borders do not protect, 
nor do natural barriers, whether mountains or oceans. Consider the rapidity with which swine flu 
has traveled globally. And consider the resulting impact on virtually all levels of society – political, 
government, industrial, health care, economic for starters. In the early days of SARS; it was 
considered a health care problem depending upon a government solution. That eventually 
transitioned to being perceived as an economic challenge to be solved by business and the broader 
community.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1: Arms length technology – thermal detection 
 
 
The economic impact to Ontario from SARS was estimated to be between $500 million to $1 billion 
in 2003 alone – tour companies, hotels, restaurants, buses/taxis, and support industries were hard 
hit. 
 

mailto:dbeaver@asero.com
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With regards to H1N1 in 2009, Argentina is, to a lesser degree, mirroring that effect as swine flu 
has a negative impact on tourism, banking and schools. Winter resorts are unfilled and the number 
of passengers flying in from Brazil has declined by approximately 50%. Financial and insurance 
institutions, the hospitality industry and other enterprises will suffer from the ripple effects as will the 
Argentine government.  
 
Biological threats such as swine flu are profoundly different from most other threats in the following 
important ways (a brief overview): 
 

 Not usually discrete events.  They are propagated and can persist for weeks or months – 

often in waves that reflect increasing numbers of victims followed by a stable or declining 

period of illnesses, then potentially followed again by a rise in cases – as was seen during 

2003 SARS – Toronto. 

 Directly affect people first 

 Atypical threat – not ‗normal‘ to security unlike violence, terrorism, theft, natural disasters, 

etc.  

o Requires reliable medical/science expertise 

 Critical need to collaborate with external agencies 

 Burdens of human illness to organizations 

o Compromised function 

o Human resources – uncharted territory 

Á Extending benefits to cover threat period 

Á Collaboration with other departments to allow working from home 

Á Travel policies – new ones may seem intrusive to non executive workers. 

Á Absenteeism 

 Direct illness 

 Indirect illness – caring for loved one 

 Worried well 

Á Presenteeism 

 Low wager holders living paycheck to paycheck work while ill to 

survive 

 Lack of redundancy among key employees results in coming in 

sick 

o Executive travel becomes more complex 

Á Pre-travel preparedness 

Á Concerns about extraction 

Á Travel tracking – risk mapping 

o Demands on IT and other departments 

o Impact of employees returning from vacation 

o Virtually no segment of society is immune 

 

Swine flu is the latest emerging illness to raise our awareness about the need for increased 
preparedness;  but will the urgency experienced in April when new cases were being reported daily 
in the media, be supplanted by complacency now that summer is here? Given the ‗real‘ flu season 
starts in October, the apparent lull provides us the opportunity to get ready.  
 
With less than two months to go, now is the time to test our existing plans, review our assumptions, 
identify critical expertise and other resources, or start work on creating the teams, plans and 
infrastructure necessary to prepare for, respond to and recover from a pandemic or just a bad flu 
season.   
 
The following article is designed to assist the security professional better prepare for disease 
threats – including pandemics and swine flu.  
 
OVERVIEW OF H1N1 
 
ñIf you want peace, prepare for war.ò Sun Tzu, The Art of War 
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The good news about the swine flu pandemic is that it raised our level of concern, and with it, 
triggered a flurry of preparedness activities across performance cultures. Swine flu validated the 
significant efforts and expenditures associated with the avian influenza initiated pandemic 
preparedness of 2005.  
 
Those efforts allowed the current Administration to have a good, off the shelf, starting point to 
address the current threat. And it provided both political cover and management support for security 
professionals to develop, enhance or test preparedness plans while engaging employees to 
participate in such effort.   In the inter-epidemic era after avian flu 1997-98, anthrax 2001, SARS 
2003 and avian flu 2004-2005, this time and money would have in most cases clashed with more 
traditional fiscal constraints, 9/11 amnesia and the inevitable complacency that arises when fear 
abates. 
  
The bad news is that it appears the swine flu is no longer considered ‗newsworthy‘ based upon 
coverage in the mainstream media. Unless of course you are in Argentina and the Southern 
Hemisphere, where flu season is under way and swine flu infections have forced extended banking 
holidays and school vacations in order to try and slow the spread.   
 
So far the Argentine public has taken the outbreak in stride with minimal social disruption compared 
to the potential a pandemic poses – interruption of vital imports, widespread fear, increased 
demands upon medical, political, financial and commercial entities as people rush to health care 
facilities – sick or not, demand greater government action, withdraw money and try to stock up on 
food, medicine and other necessities.  As security professionals we can predict the security threats 
to people, function and facility that our organizations might be subject to if swine flu become a wider 
threat.  
 
Frustration can lead to protests – violent or peaceful that  strain law enforcement resources already 
over-stretched with protecting a wider array of important targets against the backdrop of 
absenteeism – due to direct illness of officers, their loved ones or the perception they are needed to 
protect their loved ones at home more than the community. And adding the nefarious to the 
unhappy, when a society is preoccupied with one major threat, sometimes the ‗back door‘ is left 
less attended – providing opportunities for hackers, terrorists or criminals to step up their activities.  
Fortunately swine flu has not been the Spanish Flu of 1918 – but if it or another candidate arises 
that behaves more aggressively, expect a potential domino effect with interconnected domains of 
society – local, state and federal.  
 
The worst news is that when immediacy is replaced by complacency, preparedness suffers. Since 
swine flu didn‘t turn out to be ―the big one,‖ attention is already being refocused to other more 
immediate concerns. This is corporate/government life in a world of competing demands against 
the backdrop of a society that basis activities upon quarterly reports and is in the midst of an 
economic downturn.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure: Visitor Infection Control and Isolation to the extreme! 
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But such is the life, too, of security professionals – preparing for exigencies that may or may not 
occur. But these exigencies if unheeded and unprepared for can have catastrophic impact upon the 
people, facilities and function of the organizations for which we are hired to protect. And for most of 
us, we are accustomed to being in organizations that may not always see the wisdom of investing 
in measures – processes, procedures, equipment, technology and manpower - against a threat that 
may or may not materialize.  
 
We are risk evangelists – and those who are good at the job are able to inculcate a preparedness 
mindset within the organization even in times of economic crisis. Therein rests one of the 
challenges that swine flu presents and a profound opportunity that this current pandemic affords – 
reinforcing the wisdom of preparedness. Those companies that were, are prepared will survive the 
impact of swine flu – and similar threats better than those that do not.  
 
So, will there be life after mankind given Dr. Lederberg‘s caution?  
 
There was life before us, so the short answer is yes. So don‘t plan on leaving terra firma just yet. 
While Swine flu (Swine influenza A/H1N1 or Swine origin influenza A/H1N1, SOI A/H1N1)) may or 
may not become ―the big one,‖ let‘s not let our guard down regardless of the outcome. Let‘s take 
the threat for what it is – a call to preparedness. If this isn‘t the sequel to the Spanish Flu Pandemic 
of 1918 which resulted in the deaths over 25 – 50 million people, it could have been. 
 
The British use an elegant term ―disruptive challenges‖ – and that is precisely what swine flu is, was 
and can be. But so can seasonal flu or any illness that results in absenteeism, presenteeism or 
social disruption.  
 
This article will discuss the emergence of swine flu, lessons learned from the early response to this 
current pandemic, the potential impact pandemics pose, and some thoughts on preparedness from 
the security perspective. 
 
INFLUENZA VIRUSES AND THE THREAT OF PANDEMICS 
 
Influenza Viruses  
  
You may have seen the notation H1N1 next to the name of the influenza virus ―swine flu H1N1.‖ 
There are lots of flu bugs around, and each has a name and number – some are H3N2, H5 N1 and 
so forth. I‘ll spare you the microbiology lesson. However, a crash course in flu 101 is worthwhile.  
  
The term ―influenza‖ describes an acute viral disease of the respiratory tract often referred to as 
―the flu‖ caused by viruses belonging to the orthomyxovirus family, which includes the genera of 
influenza virus A, B, and C as defined by the antigenicity of the nucleocapsid and matrix proteins. 
Generally, A viruses are associated with more severe human illness, epidemics, and pandemics. 
They are further classified or sub-typed based on two surface proteins: haemagglutinin (H) which 
attaches the viral particle to the host cell for cell entry, and neuraminidase (N) which facilitates the 
spread of progeny virus. It is the latter which is a target for the class of antiviral therapy referred to 
as neuraminidase inhibitors (Tamiflu® and Relenza® - others are in the pipeline like Peramavir®). 
There are 16 H and 9 N subtypes making up all the subtypes of influenza A by various 
combinations.  
  
Think of flu viruses as if they were a hand of black jack played like ―Fish‖; two cards dealt to you. 
One card comes from one of two decks – the H deck and the N deck. Since cards can be shuffled, 
you can get different hands. Then when you play, you can swap a card in your hand with another 
player – say one of you is a bird, another is a pig and a third player a person.  When the cards are 
strong – think nasty pathogen. When they aren‘t – think low grade illness. Of course there is more 
to the analogy – think of the inks on the cards as genetic material that can swap off between cards, 
too!  
 
All influenza viruses have a great capacity to mutate or share genetic material with other flu viruses, 
SOI A/H1N1 could still become a nasty global threat. But to date swine flu has been a kinder, 
gentler pathogen than the 1918 flu, or even avian influenza which carries a case fatality rate in 
some countries as high as 50%. But flu viruses have an uncanny ability to adapt, shift, and change 
into more aggressive versions of influenza.  
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Because influenza has a segmented genome (two cards in the hand), shuffling of gene segments 
can occur if two different subtypes of influenza A virus co-infect the same cell. Conditions favorable 
for the emergence of antigenic shift have long been thought to involve humans living in proximity to 
farm animals, namely poultry and pigs.  
 
Pigs are susceptible to infection with both avian and mammalian virus. If a human influenza virus, 
such as H3N2, and an avian H5N1 virus co-infect a human or pig, it is possible a new virus H5N2 
could emerge – a hybrid that could combine the high virulence of H5N1 with the efficiency of human 
to human transmission found in the ―parent‖ human virus.  
 
Studies suggest that this reassortment of genetic material is what happened in the 1957 and 1968 
pandemics. This reassortment could also be accomplished in a laboratory for bioterrorism. When 
the genetics of a bug are novel, it becomes difficult to predict how aggressive or the range of 
capabilities the virus has – ability for person to person transmission, medication resistance, etc.  
 
Sometimes within the strain it can evolve. Avian flu started out as low pathogenic and evolved to 
become a highly pathogenic (nasty) virus. Swine flu may do the same thing. It‘s one of those ―news 
at 11‖ issues – as time unfolds and more research is conducted studying the virus and it‘s changing 
behaviors, we know more about the threat. But one virus should NOT be our sole focus in 
preparedness. A good catalyst for sure to get us back in the game, but not the only issue we plan 
for.  
 
Flu viruses tend to cause more upper respiratory symptoms as well as fatigue. A bad case can 
make you feel like a train wreck but mostly with some rest and fluids you bounce back quickly. 
That‘s because seasonal influenza just destroys the cells that line the upper respiratory tract; in the 
elderly, young or immune compromised, this facilitates developing bacterial pneumonia. The 
Spanish flu of 1918, avian flu and it appears in some patients certain swine flu may be able to 
attack within the lung and initiate a severe response causing tissue damage and a pneumonia like 
illness; this can be fatal or cause a far worse illness. 
 
 
Pandemics 
 
A pandemic is generally considered to be a global outbreak – a multi-continent epidemic. There 
have been three major influenza pandemics in the 20th century: the ―Spanish Flu‖ (Influenza H1N1) 
in 1918, the ―Asian Flu‖ (H2N2) in 1957, and the ―Hong Kong Flu‖ (H3N2) in 1968. The latter two 
pandemics resulted in estimated worldwide deaths of 2 million in 1957 and 1 million in 1968. 
Although estimates vary on the total number of deaths credited with these pandemics, most agree 
that at least 50 million died from the Spanish Flu between 1918 and 1919, with deaths 
predominantly occurring within a few days of infection.  
 
Influenza pandemics have been responsible for millions of deaths over a short period of time. But 
not all pandemics are the result of killer strains, e.g. ones that carry high case fatality rates or cause 
severe illness like the 1918 Spanish flu pandemic. Swine flu to date has been a pandemic, but not a 
killer pandemic.  
 
HOW CAN A PATHOGEN CAUSE A PANDEMIC?  
  
Three factors must be present in order for the emergence of a new influenza virus to result in an 
influenza pandemic:  
  

 People have little or no immunity for the virus  

 The virus spreads readily from person to person  

 No vaccine is readily available.  
  
  
The World Health Organization (WHO) has raised its pandemic alert level, which ranges from 
Phase 1 – a low risk for pandemic – to Phase 6 which indicates the world is involved in a full-blown 
pandemic under way.  
  
Here is a quick look at the WHO's pandemic alert phases: 
  



13 of 24 

 Phase 1: A virus in animals has caused no known infections in humans.  

 Phase 2: An animal flu virus has caused infection in humans.  

 Phase 3: Sporadic cases or small clusters of disease occur in humans. Human-to-human 
transmission, if any, is insufficient to cause community-level outbreaks.  

 Phase 4: The risk for a pandemic is greatly increased but not certain. The disease-causing 
virus is able to cause community-level outbreaks.  

 Phase 5: Still not a pandemic, but spread of disease between humans is occurring in more 
than one country of one WHO region.  

 Phase 6: This is the pandemic level. Community-level outbreaks are in at least one 
additional country in a different WHO region from phase 5. A global pandemic is under way.  

  
It is important to recognize that the WHO phase designation refers more to virus spread than 
the severity or lack thereof associated with the resulting disease.  
 
According to WHO, hundreds of people worldwide have died from swine flu.  While there have been 
numerous deaths from swine flu, and more than125,000 laboratory confirmed cases it is estimated 
far more have been affected; over 1 million people have been infected in the United States alone.   
 
Clearly the case fatality rate is quite low, as is the absolute number of deaths.  
 
Consider while there are numerous flu strains ―out there‖ – and most can cause some form of 
illness, once in a while a novel strain emerges, and is capable of creating havoc. Like a novel swine 
flu. But is this version of swine flu that novel strain or just another novel strain in a long list of low 
grade nasty bug? It‘s not like we don‘t we have a lot of serious things to worry about? Our military 
and civilian labs located on U.S. soil that, without government guidance, cannot seem to secure 
some of the dangerous pathogens housed therein? Or lack of surge capacity in U.S. hospitals? 
How about health care facilities that don‘t have preparedness plans or when they do, they are rarely 
practiced? Perhaps knowing that numerous EMS services have selected to focus on areas other 
than pandemic response planning? USAMRIID not quite sure if it had lost dangerous virus 
samples? Maybe it‘s the persistent problems with delivering countermeasures, poor interoperability 
or communications shortfalls that continue to plague TOPOFF and other federal or state drills? And 
that is the short list!  
 
The above notwithstanding, why are we NOW worried about influenza?  
 
Every year 36,000 people die in the United States as a result of seasonal influenza. This number 
has been stable for years without so much as a raised eyebrow unless teenagers or young healthy 
adults start to die from it, as happened a few years ago. What made swine flu catch our 
imagination? It‘s novelty? Probably. New is bad when it comes to pathogens. But swine flu for all 
the novelty, is like other influenza viruses: it is contagious – so is seasonal flu. Worldwide it is likely 
500,000 die annually from seasonal influenza (again like 2008, 2007, 2006…).And, every year sick 
people show up to work (presenteeism) who probably should not be spreading their germs as well 
as probably working at less than their full capacity – when they‘d be better off working from home or 
getting better. Or workers don‘t show up (absenteeism) when they might be needed. Infectious 
diseases impact our economy every year – either because our worker or his/her child is sick. A 
prime mover behind the chickenpox vaccine was economic – days lost to work because of sick 
kids. A lesson learned….get the flu shot! 
  
This is one of the lessons learned from swine flu – companies need to create the infrastructure to 
allow workers to be productive from home when they are sick. Redundancy is critical. Identifying 
sick people who come to work or denying access to visibly ill visitors, social distancing, barrier 
protective methods, greater access to waterless hand washing are also become normative 
responses where before they were seen only in areas hit by SARS, avian or in regions where high 
density population prohibited social distancing.  
 
Another reason for concern, swine flu has already shown an ability to mutate – and the new 
version, fortunately still uncommon – is showing resistance to one of the two antiviral medications 
(Tamiflu®).  
 

Symptoms of swine flu are like regular flu symptoms and include fever, cough, sore throat, runny 
nose, body aches, headache, chills, and fatigue. Many people with swine flu have had diarrhea and 
vomiting. Nearly everyone with flu has at least two of these symptoms. But these symptoms can 

http://www.familysecuritymatters.org/publications/id.3130,css.print/pub_detail.asp
http://www.webmd.com/cold-and-flu/flu-guide/flu-symptoms-types
http://www.webmd.com/cold-and-flu/tc/sore-throat-topic-overview
http://www.webmd.com/migraines-headaches/default.htm
http://www.webmd.com/digestive-disorders/digestive-diseases-nausea-vomiting
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also be caused by many other conditions. Shortness of breath is always a concern; it has been 
associated with avian flu but can accompany swine flu, especially among patients developing lower 
respiratory problems – pneumonia, which is not usually an effect of seasonal influenza.  

Like seasonal flu, pandemic swine flu can cause neurologic symptoms in children. These events 
are rare, but, as cases associated with seasonal flu have shown, they can be very severe and often 
fatal. Symptoms include seizures or changes in mental status (confusion or sudden cognitive or 
behavioral changes). It's not clear why these symptoms occur, although they may be caused by 
Reye's syndrome. Reye's syndrome usually occurs in children with a viral illness who have taken 
aspirin -- something that should always be avoided.  

Only lab tests can definitively show whether you've got swine flu. State health departments can do 
these tests. But given the large volume of samples coming in to state labs, these tests are being 
reserved for patients with severe flu symptoms. Currently, doctors are reserving antiviral drugs for 
people with or at risk of severe influenza. 

 
Persons with swine influenza A (H1N1) virus infection should be considered potentially contagious 
for up to seven days following illness onset. Persons who continue to be ill longer than seven days 
after illness onset should be considered potentially contagious until symptoms have resolved. 
Children, especially younger children, might potentially be contagious for longer periods. Among 
certain patients, the swine flu virus has the capacity to directly affect the lungs (pneumonia) causing 
lower respiratory symptoms (shortness of breath) something seasonal flu does not.  
 
Interestingly, people born before 1920 seem to have some immunity to SOI H1N1; some suggest 
the 1918 pandemic flu virus shares some genetic similarity to the current swine flu while others 
suggest another swine flu in the early 20

th
 century was the reason.  

 
Regardless whether swine flu develops into a deadly pathogen or remains one that poses 
increased harm to the young, pregnant or those with underlying health issues, is less important 
than our approach to such threats. Right now, the critical issue we face is how we prepare and 
respond that matters. 
 
QUESTIONS FROM CLIENTS & LESSONS LEARNED–SWINE FLU THE EARLY DAYS 
 
One of the first things we learned – creating plans on the fly is not the ideal way to prepare and 
protect. So if there is one take home message from this article – if you don’t have a plan in place 
– get started NOW.  Thought trite, it is true – fail to plan….plan to fail.  
 
While preaching to the choir given the level of expertise among Council Members, never the less 
for our clients and colleagues this is a caveat worth repeating - NOW is the time to take the 
existing plans off the shelf and test them, or get the right expertise on board to create 
them…and then test them!  
 
The big question from industry experts is: How well-prepared are institutions if the pandemic 
requires extreme measures? Unfortunately, most institutions' plans are confidential; the proof is 
always in the tasting….the validity of those plans is only known when they've been tested. 
 
It may shock or dismay many readers to learn a significant proportion of first responder agencies 
were inadequately prepared for a pandemic (and for that matter how to respond to a radiation 
threat).  
 
A recent set of surveys conducted before and during the swine flu outbreak by the Journal of 
Emergency Medical Services (JEMS) – the professional journal for prehospital first responders, 
emergency physicians and EMS administrators, i.e. the folks we may need to rely upon for toxic 
terrorism, pandemics and HAZMAT, one of the questions they were asked: if their EMS agency had 
a plan for operations during a pandemic flu outbreak, including stockpiles of N-95 respirators. Only 
17% of total respondents answered ―yes,‖ whereas the majority stated ―no‖ because they were 
focusing on other planning initiatives. Flu shot availability and use data were not inspiring either.  
 
COMMON QUESTIONS 
 
Question – ―why were the schools closed when only 1 or 2 kids were thought to have the illness?‖ 
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Answer: The aggressive response by communities probably helped reduce the spread and as a 
result buy time to study the virus. When you don‘t know the characteristics of a virus – how deadly, 
how quickly it spreads, is it sensitive to currently available medication, are there subgroups within 
society (elderly, very young, pregnant, immune compromised) who are more susceptible, do we 
have a viable and quick test to identify patients who are infected, what would the psychosocial 
impact of the illness be in this microcosm that we can extrapolate to the broader community, would 
people go to work or take time off to avoid people contact, would the community cooperate, would 
absenteeism or presenteeism pose a threat - it is better to isolate the sick and protect those who 
are not without delay. Social distancing is difficult in schools; closing them is not. 
 
Lesson Learned: One thought to consider – how to allow parents (your critical employees) to work 
from home when their children may be sent home or unexpected school closures occur? Is your 
company or organization able to effectively allow this? Could key personnel remain productive right 
now should the need arise? If not, that is a critical void that must be remedied – and it will involve 
security, information technology, finance, human resources and management for starters.  
 
Question: ―Who do you ask the following questions? What are the risks of this threat? Can we get 
our executives safely out of country X or safely into region Y? What precautions are necessary? 
What do we do in terms of protective equipment, handling our employees, flu shots and health 
related policies? How do we navigate the various sometimes seemingly conflicting government 
recommendations on masks, and other issues? ― In a word – who is/are your experts? 
 
Lesson Learned: Swine flu raised the critical issue – what is your reach back capability? Do you 
have experts on speed dial and are they the right experts to guide you through the complexities of 
dealing with a contagion? Just as not all security professionals are equal – force protection is not 
the same thing as executive protection for example, not all physicians are equal – primary care or 
to some degree even occupational medicine is not the same as pandemic, emerging pathogen or 
toxic response medicine. Familiarity with security, fiscally sound, medically safe alternatives to 
recommendations, interoperability with other response/preparedness cultures and understanding 
the interdependence of industries – supply chain, international events/resources that might impact 
the situation – are necessary in addition to scientific knowledge.  
 
Question: What have you identified and designated as reliable information sources your 
company/agency will utilize and monitor?  
 
Lessons Learned: Situational awareness is critical regardless of the threat or mission. What are 
your internal and external information sources and who will integrate the data to make it usable in 
terms of company/agency operations? Too many sources – especially unvetted will create overload 
and prove ultimately meaningless. You need the right people to identify, interpret and disseminate 
utility and value to your team that the information represents. Every member of the team should 
know where agency updates will be provided, that information sources will be regularly monitored 
and that critical information will be sent out directly if it is necessary.  
 
Question: Has senior management established and shared with the entire team the following critical 
guidance doctrines:  

A.  The firm is committed to protect employees 

B.  There will be programs in place to ensure appropriate preparedness/response: 

- There will be resources available  

- The person responsible for implementing these programs is readily identified.  

 
Always keeping in mind the three pillars of security – protecting people, corporate function 
and facilities are interrelated 
 
Question: Is preparedness a ―front and center‖ critical part of management? As such is there an 
effective crisis management and communications team that allows time critical decisions and 
provides useable communications to the full range of stakeholders – internal and external?  
 
Lessons Learned: Risk communications is a specialized form of information sharing distinct from 
routine corporate messaging. The stakes are higher; the ability to process what is being shared is 
often influenced by the emotionally charged situation. Dr. Gerberding, former director of CDC once 
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opined ―information is the best cure for fear.‖ She is right! But the information has to be timely, 
usable, honest and reliable.  
 
Question: What if prior estimates are true that suggest as many as 1/3 or ½ of employees may not 
be available on any given day during a moderate to severe pandemic? 
Answer: Cross training, redundancy, enhanced IT capabilities and establishing priorities for your 
reduced workforce - what functions are not absolutely essential to your organization – are all critical 
to work on now.  
 
Question: what makes a pandemic different from other disruptive challenges from a business 
perspective? 
 
Answer: The traditional disruptive challenge is based upon a discrete, albeit possibly catastrophic 
event. The resulting business continuity model is based on putting people back to work after 
sustaining the loss to a building, equipment or functional system. Pandemics cause illness.  
 
Therefore an effective business continuity plan recognizes the building is intact, the systems are 
functioning but there is a shortage of people.  
 
Lessons learned: Organizations positioned to respond effectively to pandemics do the following: 

 Communicate effectively plans to prepare for, strategies to survive during and efforts that 

will be implemented to work through the threat 

 Enhanced employee health programs  

o Stay healthy ideas based upon best science 

o safe workplace protocols 

Á facility access 

Á employee evaluation (travel, risk) 

Á visitor tracking 

Á social distancing 

Á enhanced facility cleaning 

In the event of an influenza pandemic, the goal is preventing the virus from spreading. Although 
recent research suggests people born before 1957 may have some resistance to the current SOI 
H1N1, and may demonstrate less severe illness than young adults and children, it is not 
unreasonable to treat everyone as universally susceptible to influenza pandemics for the purpose of 
limiting contagion. 
 
Question: As an employee should I tough it out and go to work or stay home?  
 
Answer: If sick, stay home. But it‘s not so cut and dried as one might think. Your organization needs 
to have a sound policy taking into account the economic realities of your least paid as well as most 
senior employees. All workers need to know what to do and what the organization will do in terms 
of benefits, resources and support. Uncertainty causes fear, distrust. Information ahead of time is 
key. So is enhancing the likelihood of effectively working at home. This puts pressure on IT but the 
ability to preserve at least much of the organization‘s function is worth the effort.   

Question: How well can you recreate recent employee travel and correlate it to risk – corporate and 
vacation?  

Lessons learned: Organizations – government, corporate or private all are increasingly dependent 
upon international collaborations of some sort. Executive travel, or vacations can place key 
personnel in the midst of outbreaks; they bring home more than souvenirs! Travel medicine 
expertise to aid in pre deployment planning is essential. Policies that ensure employees can receive 
proper guidance before and after travel is critical to enhance situational awareness in terms of the 
risks workers pose to the team. 

Lesson learned: a few years ago a measles outbreak occurred in Boston – the result of an infected 
visitor from India. He went through a large office building. Some of the business he came in contact 
with did not have visitor logs! The inability to control access is a vulnerability on many levels; 
overlay a contagion to the mix and you can readily see the anxiety as well as outbreak that resulted 
from this one individual.  
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Question: Are there types of ―arms length ― technology we should consider, like temperature 
detectors that identify people with a fever (Figure 1)?  

Answer: Virtually all technological solutions have specific indications, and can confer benefit in the 
right setting. Unfortunately, there are limitations depending upon the environment, personnel 
needed, maintenance costs, degree of complexity to use, expense and your organization‘s unique 
needs. Technological solutions are not a panacea and can instill a false sense of security, even 
ndermine other less high tech but more useful strategies (Figures 1 and 2).  

Question: Did we need to purchase n 95 masks and stockpile Tamiflu® or other medications? 

Answer: Having a position, a strategy based upon best science, and then communicating it with the 

team is an important aspect of trust building, preparedness. Purchasing masks or medications 

might be valuable, but are not a substitute for a pandemic preparedness program, merely a 

component or consideration therein.  How, when and why to use personal protective equipment is 

important, but remember these are not a panacea. Also used improperly they become a danger, not 

a benefit (Figure 3 and 4).  Decisions such as these should be made in concert with your 

pandemic/medical expert, CSO, and management.  

For example, while the use of a NIOSH-certified respirator, i.e., an N95, provides a high level of 

protection, it will do so only when the wearer is properly trained on how to don and doff the 

respirator without infecting themselves or their co-workers.  Moreover, regulations also require the 

fit-testing of N95 respirators (Figure 3) to ensure that they properly fit the wearer‘s facial features 

and wearers are able to achieve a tight enough seal. Other masks that are less high tech and less 

expensive may be suitable alternatives but again such decisions should be made with the assist of 

medical consultant.    

Lessons learned: sometimes simple, easy to follow strategies can be highly effective and 

empowering. Consider these five actions likely to keep people healthier even during flu season:  

 Promote hand washing and provide waterless sanitizers 

 Encourage getting or even consider providing the annual seasonal flu vaccine  

o It is safe – you cannot get the flu from flu shots. This is NOT the 1976 vaccine 

o Recognize vaccines require 1 – 3 weeks before they confer protection because 

they rely upon your immune system to respond 

 Consider the swine flu vaccine when it becomes available 

 Encourage social distancing – during flu season it is ok not to shake hands! 

 Stay home when sick 

 Post regular updates and information to educate workers about flu  

 

DISCUSSION 
 
It is a daunting challenge to prepare for, attempt to contain and ultimately provide the best care in 
live time to minimize the effect of an infectious disease that can be highly effective at rapid person 
to person transmission – whether bioweapons or emerging pathogen. There are numerous points 
along the preparedness continuum that prior planning allows you to have control over the 
results. One sure fire way to undermine efforts is lack of practice. Members of the team ought to be 
able to gain experience – either through table tops or full out exercises. An emergency is a bad time 
to be a rookie.  
  
Unfortunately four wild cards are almost always at play in any preparedness situation.  
  
First – Our original assumptions were wrong! We just didn‘t plan correctly.  
  
Second - Murphy‘s Law. No way around it. Things can unravel in spite of our best laid plans. The 
unexpected can happen. And while ―chance favors the prepared mind,‖ as offered by none other 
than the great infection fighter Dr. Louis Pasteur, never the less, weird things can occur. Accidents 
happen. Planes filled with countermeasures can crash. Weather can occur that spoil the plans.  
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Third – The limits of our knowledge. Planning is based upon what we know and what we think we 
won‘t know. But in the end, even with the best protocols and guidelines based upon the latest 
science, we may still have to adapt on the fly.  
  
Fourth – Dependence upon entities for whom we have little or no control. The United States is one 
nation among many. We are blessed with both strong central and state governments, some of the 
best health care in the world – clearly in terms of accessibility and quality even if not affordability, 
and significant resources that most nations can only aspire to. Other nations such as Mexico are 
impoverished by comparison; their medical and public health infrastructure, citizen ability to afford 
care for less than severe illness, and the crowded conditions – in the cities and on the farms near 
livestock, provide the perfect situation to allow what could be a containable outbreak to develop into 
the cause of a global outbreak. And that is what has happened with swine flu 2009.  
  
This persistent vulnerability – the interdependence of nations and organizations – remains 
problematic – whether intelligence sharing or when an outbreak occurs. Though homeland security 
and medical issues should not be politicized given the stakes are high and the potential for lives lost 
can be great, it is naïve to think countries won‘t put their interests before those of others. And 
therein rests one of our greatest challenges [in pandemic preparedness].  
  
 
CONCLUSION 
 
Though swine flu may not be the ―Black Death‖ or even the great pandemic of 1918, it should 
remain a reminder of the inexorable power pathogens possess and their ability to destabilize or at 
least temporarily derail modern societies. Given there are virtually no domains of society – 
economic (banking, commerce, retail), political, medical, social, entertainment, travel, security – 
that are or would be unaffected by any disease outbreak, the speed with which this novel flu virus 
emerged was a harsh reminder of our vulnerabilities. If this had been a big one if not the big one, 
according to the World Bank, a global pandemic could cause a loss of over 3 trillion dollars or 4.8% 
of the world's GDP. Some of this would be due in part to losing 30% of the workforce because of 
illness.    
 
As preparedness and security professionals we should always ask ourselves the following: 

 Are we concerned about disruptive challenges? 

 What is our biggest concern? 

 Do we have a plan? 

 If yes,  

o Is senior management on board? 

o Is there good stakeholder input? 

o Are our consultants regularly involved? 

o Is it comprehensive? 

o Is it operational? 

o Has it been tested? 

Á Regularly? 

Á With community responders/organizations? 

o When was it last reviewed/revised? 

 If no,  

o Why not?! 

o Do we have a crisis management team in place? 

o Do we have the appropriate expertise – internal and external? 

o Who is on point to lead the effort? 

o Where is senior management? 

 

We should also acknowledge the fact that while our pandemic preparedness program may be well 

developed, it can be compromised by an ill prepared third-party that our organization depends 

upon. Increasingly outsourcing is standard for most industries – often in countries with a less 

developed health care infrastructure and resources than in the US.  
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Lessons learned from events of the past can be used to provide 20-20 future sight from the 
aftermath of the next event for use today. Consider the following thoughts –  

 Based upon your organizations current state of readiness, if an event occurred tomorrow, 

what do you think you will say next week, that in hindsight, you wish you had done before, 

during and after the disruptive challenge?  

For example 
 

o Can your IT department allow for  

Á Most employees working from home 

Á Saving lap top information across the company (often overlooked in back 

up routines) 

Á Teleconferencing in lieu of corporate travel 

Á IT security when IT staff are also ill/absent 

 Log monitoring 

 Patch management 

 Do you feel safe today in your organization based upon the level of readiness towards a 

pandemic threat or other disruptive challenge?  

 What preparedness voids come immediately to mind in your organization that seem to have 

persisted throughout the last 10 years of threats – 9/11, anthrax 2001, SARS 2003, avian 

flu 2005, swine flu 2009?  

 Can you fully wrap your arms around the various biological threats?  

Recognize certain recommendations and actions may be imposed upon your community and 
organization beyond your control, including from the government, and identifying the impact they 
will have on your company – and the demands they will place on the entire enterprise, including but 
not limited to work-leave policies/HR and IT departments : 

 Asking the ill to voluntarily remain at home in lieu of forced quarantine 

 Asking caregivers of the ill or householders with someone who is ill to remain at home 

 Closing schools including after school programming, even sports or extracurricular activities 

 Social distancing that may include cancelling public gatherings including theaters, concerts, 

conferences 

Swine flu is a good example of how easy it is to race to plan when a threat is in the media, and then 
how it can be derailed or abandoned when the headlines vanish. While there is no cause for panic, 
we should always be thinking about and planning ways to keep our people, facilities and functions 
safe especially when the unexpected happens. Fortunately there are a finite number of types of 
threats – disease, disaster, crime, terrorism, Mother Nature.  
When it hits the fan that is not the time to exchange business cards; the time is now to identify the 
key stakeholders and experts necessary to advise us or collaborate with. 
 
Swine flu is also giving us a chance to take a long look at how it behaves during a flu season given 
the Southern Hemisphere is undergoing theirs. But let‘s not forget hundreds of thousands get 
infected every year, 36,000 die annually from seasonal flu. So while our attention focuses on H1N1, 
and yes influenza viruses can mutate, swap genetic materials and adapt – becoming more or less 
troublesome – we KNOW flu bugs are coming. Whether swine flu, avian flu or seasonal influenza, 
illnesses can and do impact our organizations, our economy and our security. We have two months 
to ramp up our preparedness efforts. Let‘s use the time wisely. 
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Dr. Robin McFee, medical toxicologist, former founder and director – Center for 
Bioterrorism Preparedness (CBPREP) currently consults with industry, healthcare 
and government organizations on wide range of preparedness issues, including 
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