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LELC: OPENING REMARKS

From the Desk of Oksana Farber, Vice- Chairperson

| was very pleasantly surprised as | participatesiich an interesting and
provocative LELC meeting at the Ritz-Carlton Pepta@ity on January 18,
2008. Our Council and its members demonstrateck again, why the LELC is
such a potent and effective entity. The achievasat we have thus far
accomplished, as well as the development of ChairBtease’s strategic plans
for proactive communications between the IACP ag&dSAInternational,
acknowledge each of our members’ commitments tgaunering causes. The
ability to encourage, facilitate and promote infatimn-sharing and partnering
between the public and private sectors has evahteda mission of
communications on a grander scale.

As Bob Rowe indicated in his presentation at oaetimg, the ASIS
International staff hopes to play an integral pradealing with any issues with
the IACP, specifically because our LELC “functicatsa higher level”.
Although this is a positive step in the right difen, our Council serves the
greater cause in a far more elevated capacityriemly as an “advisory one”
by helping to forge critical security partnershipsally, nationally and
internationally.

The security relationships that our Council memlenge nurtured in the on-
going challenge to maintain rapport and reciprowiityr security leaders in both
sectors have had notably successful results. Utstamding work of Jim Birch,
Stacy Irving, Walt Smith and Rob Rabena, for examnpith the Transitional
Training Program is only one example of such suscé®peration
Partnership”, another LELC success story, raises#r for training and
security standards as it drives home workable gdjniele for information
sharing. With much respect and admiration, wel sthabys be grateful to Bill
Cunningham for his dedication to this project.

Through this increasingly popular newsletter, wHitlope to encourage all of
you to actively continue to share with your lochapters, Jim Fetzer has
excellently provided an LELC voice and a documerarsha of your work and
efforts.

Jack Lichtenstein recognized the LELC's seriotigiehcy and how we have
expanded our reach through our work. His advice iwanake sure that
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successful security partnering efforts all beconeenipers of the Lessons Learned Information Sharing
website|lis.gov.

Each of your contributions has, and will continaertake a difference. Thank you for all of youroef§ and
keep up the good work..

“Road makers on every hand enrich us. We mushexthe area of life, and multiply our relations.”
R. W. Emerson

WHAT IS LELC...HOW DOES IT WORK?
Editor: Jim Fetzer, CPP

As with many organizations, there are committeas fibrm the skeleton of the organization. Our noigsi
statements below will give you the “meat” on thekeletal organizational bones. LELC has ten sub-
committees. We are focusing on two of those subruitiges.

BOOK REVIEW COMMITTEE

MISSION STATEMENT:

Review, evaluate and develop a short report onailks and manuscripts received from the ASIS legrni
center for publication in “SECURITY MANAGEMENT” Maagine..

GUIDELINES COMMITTEE

MISSION STATEMENT

The mission of the Committee on Guidelines is forim members of the Law Enforcement Liaison Council
of proposed, adopted or enacted

legislative bills, laws, administrative rules adjulations, standards, and guidelines addressiotherwise
affecting the relationship of private security fié@ners and law enforcement agencies, eithertpe$y or
negatively. Examples of such information inclublet are not limited to, requirements and recommgos:
concerning the screening of private security pamsgriheir training, or their authority; privatecseity roles

in emergency response planning and implementagiod ;restrictions or authorizations for specificexgp of
traditional law enforcement functions to be deledab the private sector.

The committee's focus is primarily federal in scdmé occasional issues may arise within specifites or
localities that could set significantly impact tt@operative relationships built between privateusécand
law enforcement. When and as the committee lezfraach issues, they will also be reported to the
Council.

The purpose of such reporting is to enable memiifettsee Council to maintain awareness of the ever-
changing legal environment within which privatesdty and law enforcement agencies operate.
Dissemination of this information allows membergtaf Council to understand those legal require memds
recommendations, and to take appropriate actiomdagduals or collectively, to participate in and
contribute to the formulation of these laws, p@siand practices, subject to applicable bylaws and
procedures of ASIS International

We will continue this series and focus on two mswb-committees next month.

VOLUNTEERS IN POLICE SERVICE (VIPS)”
From James T. “Tom” Roberts, Jr. CPP, LELC Member

In-house security organizations have a great opportunity to work with their local law enforcement
agencies through the Volunteers in Police Service (VIPS) program. By developing a joint program
with the local department, non-security employees who volunteer can receive training, increased
security awareness and intelligence gathering skills that are supportive of the Corporation’s security
objectives. A recent survey of VIPS volunteers indicated that 55% felt that volunteers should be
required to attend a Citizens Police Academy (CPA). Ten percent indicated that their departments
did not offer a CPA. The latter situation would make a great project for the security staff to
spearhead! Corporations like to support the local police and many would provide training facilities
for those departments. As many of our security professionals have law enforcement ties, they could
provide additional trainers, equipment, and audio visual support for the local police instructors.
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Here are some of the most recent VIPS projects: The Escondido, California Police Department was
seeking recruits for the police explorer program. The Capitola, California PD was able to use a
grant to buy an electric cart to allow its volunteers to check on the elderly, patrol the mall, and
provide mobility in crowd control for special events. The Longmont, Colorado PD is using its
volunteers to patrol the exterior areas of the local schools to report suspicious activities. The Tyler,
Texas PD is using its volunteers to watch over shoppers and their merchandise, place “Vehicle
Burglary Report Cards” on windshields for theft prevention purposes, and observe parking lots.
The Indianapolis, Indiana PD recruited more than a dozen ministers to serve as liaison and
peacekeepers. In November 2007 alone, thirteen law enforcement agencies signed up for the VIPS
program.

With a little imagination, security professionals can capitalize on the VIPS program to work with
their local law enforcement counterparts. For more information, go online and visit
info@policevolunteers.org.

NO COST HOMELAND SECURITY COURSE

From Naval Postgraduate School
Matt Simeone, LELC Member

The Naval Postgraduate School’s Center for Homelzgignse and Security (CHDS) is now offering non-
credit versions of several of its Master’s Degrearses online. Offered at no cost, registratiorttiese
courses is open to corporate homeland security gesar contractors.

The available courses includehe Global Jihadi Threat; Critical Infrastructure:Vulnerability Analysis
and Protection; Technology for Homeland Securityndpection and Detection TechnologiemndResearch
Process and Method$Several more courses are expected soon. Whileigradredit isiot offered, upon
completing a course, participants can downloadarteof completion. These courses utilize an easyse
online format that provides students with a dynaexigerience which includes the opportunity to eegag
dialogue with others in the course.

CHDS, which is located at the Naval Postgraduat®8Iic(NPS) in Monterey, California, has been the
nation’s premier provider of homeland security grate and executive level education since 2002. &RIS
the U.S. Department of Homeland Security have pagthto pioneer the development and delivery of
homeland security education programs for govermaesjors and senior homeland security leaders from
across a wide spectrum of disciplines in locahati state and federal government, and the military
Recognizing the important role of the private sed®HDS is making these online courses available to
corporate security professionals who have homedaadrity responsibilities.

As some of you may be aware from my monthly arsiethich have been excerpted from my Naval
Postgraduate School CHDS thesis, | am a recentgtadf the Master's program. | can tell you from
experience that the faculty and staff at CHDS am®sd to none and if you have the time and aréngitio
put in the effort, you can really get a lot outleése courses.

For more information, visit the CHDS websiteh#tp://www.chds.us/?special/info&pgm=Noncredit
Portions of this article were excerpted from theliSHwebsite.

AVOIDING THE APPEARACE OF IMPROPRIETY

SREHUW ( /HH -U /(/& PHPEHU DIBUMRMMW /(/& &KDLU
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The October 31, 2007 edition of the Los Angelesé&&rm a story tilted: An unsettling Portrait of ‘Asmica’s
Sheriff reported that Orange County Sheriff Mike@w has been indicted for conspiracy relatedgo hi
relationship with a local businessman. In thisedhe Sheriff is accused of accepting unauthonmsgdnents
and doing favors for a local business man. Theydidngs to mind some cautionary thoughts needelolatim
sides of a public-private relationship.
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While the LELC has been providing guidance and aragement for private security and public law
enforcement to work together we note that theretineis line of demarcation between the personal and
professional activities that keep each party etlyiqaire.

In a public-private relationship each hopes thatdther will be giving in the relationship. Evesnthis is

true, private security must be concerned withétfuirement to protect proprietary business, petsamh

customer information. And law enforcement musttdosame with intelligence and citizen’s personal
information.

As an example, an FBI agent | once worked with vasad why a retired agent working for a major
corporation wasn’t forthcoming with the home addessof some company employees for use in a federal
investigation. | asked who was now paying theredtagent’s salary. Duty to the law and contrdctua
relationships will temper the interests of eacle sida relationship. (btw, the company itself waes target of
the investigation)

To be effective in partnership each side must rdniself of the requirements affecting them andresays
to cooperate without comprise to the rule of lavhia specific jurisdictions where they do business.

However cooperative a private security official meigh to be, you may at times find resistance beeau
public official wants to avoid the appearance gpiopriety. The best way to overcome this obstacte be
sure that exchanges between a private and pulilty ane done in the light of day.

As an example, there have been proposals for caeptmsponsor the purchase of police cars in @mpl
exchange for the opportunity to have the donatited on the side of the police car. While it may seem
so unreasonable and all taxpayers may reap sawirigeir tax bill, can you imagine what happens whe

car sponsored by McDonalds shows up at the Goldehe’ to settle a dispute between a customer &nd th
restaurant? Whose side is the cop on?

There are some ethics questions that govern thetipe of government: Is it against the law? Dibes
violate a departmental regulation, guidance orgsioiphy? Does someone gain favor that effectively
excludes others from access or a similar favorzshbgive the appearance of impropriety?

When we at the LELC discuss private-public parthigs we often hear talk of the “government” being
unwilling to cooperate or not recognizing the vailu¢he partnership. For private enterprise, beognizant
of the government’s need for a healthy skepticismwould do well to demonstrate that entering eto
partnership for the benefit of alitizens is an asset. In the proposal we wouldise to demonstrate that all
taxpayers may benefit from the newly proposed gastrip, even if a specific benefit may come topheate
enterprise entering the arrangement.

For LELC we always like to point out the value @fitg able to replicate the partnership and this beathe
spin-off of value to the community.

On both sides of the relationship, the parties rhase a healthy skepticism but avoid an unhealibtyubt
that keeps things from moving forward. | offerespectful tip of the hat to all who serve in parshép.

“The Integration of Virtual Public-Private Partners hip’s into Local Law

Enforcement to Achieve Enhanced Intelligence-Led Higing: Part 4
Masters Degree Thesis: Naval Postgraduate Schoabnitérey, CA Center for Homeland Defense &
Security. Inspector Matthew Simeone, Nassau CouNgw York Police Department, LELC member

In this, the fourth installment in this series, wewill excerpt from Chapter 4 and examinePOLICE-
PRIVATE SECURITY PARTNERSHIPS:

Private security officers are our true first pretegs because they control access to the
myriad of facilities we enter and exit every dapey are the individuals with their boots on
the ground in our efforts to recognize abnormalimusual activity. . No one is in a better
position to be a first preventer than the privagewrity officer in America
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This excerpt from “Private Security as an Essen@almponent of Homeland Security,” by
Christopher John Hetherington, describes the trelmes potential that private security affords lokzad/
enforcement as a resource in preventing terrorism.

In fact, the capacity for law enforcement to pr@vidomeland security may be more limited than
police generally acknowleddgeWith roughly two million people employed in prigatsecurity and
approximately 800,000 sworn law enforcement ofidarthe United States, private security makesearig
three-quarters of the protective workforcalong with the fact that the vast majority of auation’s critical
infrastructure is under private control, privatewdy is, perhaps, in the best position to bestfppreventers”
of crime and terrorism.

In examining the symbiotic potential of law enfament-private security partnerships, a 2004
IACP/COPS Office Summit report states:

For the most part, the public sector tends to Haeethreat information, while the private
sector tends to have control over the vulnerablessiTherefore, homeland security,
including protection of the nation’s critical infucture, depends partly on the competence
of private security practitioners. Thus, buildingrimerships is essential for effective
homeland security.

In line with the common need to protect people asgkts from crime and terrorism, there has been a
dramatic increase in the number of police-privateusity partnerships in the past few yeafer local police,
a partnership can provide an opportunity to leverpgvate security personnel as a force multipdied to
greatly expand the law enforcement intelligencevoet. These types of partnerships present a tremend
opportunity for law enforcement intelligence to aftg increase information and intelligence disseation,
as well as dramatically enhance the potentialrftarmation collection.

In discussing partnerships, there are several fadtwmt can hinder information sharing between
private security and law enforcement which neetdaaddressed. A 2004 National Policy Summit report
law enforcement-private security partnerships kstsie of these factors as:

Companies do not wish to let privileged busine$srimation enter the public record;

Companies that report cyber crime may find theirpooate records and computers
seized by police;

Companies may not want to speak candidly at laworeefnent—private security
partnership meetings. Competitors could find owirtiproblems, and they may risk
charges of antitrust violations if they discusspip@priate topics. Information they
give to law enforcement may become public througbeBom of Information Act
requests;

Law enforcement may not be comfortable sharing Hante security-related
information with companies that operate in the BaiStates but are owned by foreign
entities;

Law enforcement may not be legally permitted torsteme information that private
security desires, such as criminal histofies.

In addressing some of these information protecissues, the National Infrastructure Protection
Plan states that “great care must be taken by theergment to ensure that sensitive infrastructure
information is protected and used appropriately elthance the protection of the Nation's Critical
Infrastructure and Key Resourc€sEnsuring this, however, will likely require fedetegislation. At the very
least, in the most critical of infrastructures, fetential consequences of system failure must eighed
against protecting private information from Freedofhtinformation Act requests or any other potemtigans
of release.

In the past several decades, there has been aasing level of competence and professionalism
within the management ranks of the private secuntiustry, with many in the field seeking professib
certifications® The best known of these certifications is ASI®inational’s Certified Protection Professional
(CPP) certification. Since the inception of the C&drtification in 1977, over 8,000 have been earbgd
security professionals who, as a result, are notebprepared to protect their facilitit&ven some in law
enforcement have recognized the value of the CRPhawe pursued the training required to attain this
certification?®

Despite the differences between the public polive grivate security, there is clearly an overlap in
mission. Both have prevention and protection as etements of their duties and responsibilities] aach
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has much to gain from engaging the other in pastripr Some of the benefits of working together tide!:
the opportunity for creative problem solving; ingsed training opportunities; information and ingelhce
sharing; and reduced recovery time following disest

In addition, with private security in place at madtastructure facilities, local police leaderald
consider initiating discussions with security dicges about conducting joint drills and working taws a
coordinated response to critical incidetftsvith relationships in place before an incident gléace, both
police and private security can work much moreci¥ely in the face of a crisis.
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